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1 Reason for Contribution

The SpamRep work item (WID 0180) was recently approved by the Technical Plenary and assigned to the REQ group.  This contribution contains a Use Case for Appendix B of the SpamRep RD.
2 Summary of Contribution

This contribution presents a Use Case for Appendix B of the SpamRep RD.  A separate Input Contribution to this meeting contains a proposed baseline for the SpamRep RD.
3 Detailed Proposal

The following Use Case is proposed for Appendix B of the baseline SpamRep RD:
B.1 Content Based Blocking

B.1.1  ASK  \* MERGEFORMAT Short Description

A prankster sends an SMS messages promising $20 credit from the mobile carrier to any user who forwards the message to 10 other mobile subscribers.  One SMS end user (human recipient) receives the spam SMS and becomes suspicious.  He/she identifies the message as spam and selects “Report Spam” from device menu.  An SMS user agent, acting on end user menu navigation, composes a spam report message and transmits to the pre-provisioned report collection node in the operator’s network.  Several additional SMS end users report similar spam messages as above.  The operator’s network processors aggregate feedback reports and automatically generate an “Anti-Spam” rule to identify similar messages.  The anti-spam rule is deployed to policy-enforcement nodes in the operator’s network, blocking subsequent messages and viral rate-explosion is prevented.
B.1.1.1  ASK  \* MERGEFORMAT Actors

· User/Subscriber.  The User/Subscriber possesses a mobile device that can receive SMS messages, and subscribes to an SMS messaging service from the Mobile Network Operator

· Mobile Network Operator.  The MNO provides the SMS messaging service and the network entity to which the User sends the Spam Report

· Spammer.  An individual who wishes to cause trouble to the MNO and/or subscribers by sending fraudulent SMS messages with the intent of overloading the network
B.1.1.2 Pre-Conditions
· User/Subscriber has subscribed to an SMS service

· User’s device is provisioned with a SpamRep client and the User is familiar with the use of the client

· MNO provides SMS service

· MNO has a network entity that can receive Spam reports and act on them

· Spammer has no conscience
B.1.1.3 Post-Conditions
· User feels satisfied as an active participant in the war against Spam

· MNO has identified the Spam message and the Spammer and has blocked further proliferation of the Spam message

· Spammer still has no conscience 
B.1.1.4 Normal Flow
1) The Spammer sends SMS messages to random subscribers, indicating recipients will receive $20 credit from the MNO if the message is forwarded to 10 subscribers.
2) Recipient User becomes suspicious and invokes the “Report Spam” function on her device

3) User’s device creates a SpamRep message containing relevant information about the suspect SMS (e.g., originator, message body, etc.)

4) SpamRep client sends the message to the operator’s network entity, the address of which has been pre-provisioned in the device.
(Note: The remainder of this flow – steps 5 onward – are out of scope of the SpamRep enabler but are included to illustrate a notional usage scenario.)

5) The network entity receives the User’s Spam Report, along with additional reports from other recipients
6) The network entity aggregates the received reports, determines the content of the Spam message, and traces the source back to the originating Spammer.

7) The network entity generates an update to the MNO’s content filter to remove all messages with the designated text string contained in the Spam SMS messages.

8) The network entity generates an update to the MNO’s blacklist to deny transmission of SMS messages from the known Spammer.
B.1.2 Market benefits

 By reducing spam from the network the MNO derives multiple benefits.  Non-revenue-generating network traffic is reduced, which leads to reduced operating costs.  Billing disputes are reduced along with their associated Customer Care costs.  Customer satisfaction is increased, due both to the reduction in unwanted and potentially offensive messages and also due to the fact that the Customer is able to play an active role in preventing these messages.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate this use case into Appendix B of the baseline SpamRep RD.
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