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Recommendations

	ID
	Open Date
	Section
	Description
	Status

	001
	2003.07.31
	3.2
	Definition push initiator needed?
	Added entry into definitions in section 3.2

	002
	2003.07.31
	3.3
	Additional abbreviation of SIR needed
	Added entry into abbreviations in section 3.3, also corrected reference to [PushOTA] for SIR.

	003
	2003.07.31
	4
	First paragraph, add explanation of PI (Push initiator) as it is the first time it is used.


	Done.

	004
	2003.07.31
	4.1
	Underneath the diagram in this section, connected oriented protocol. PPG and client protocol is in focus for the document. Suggest changing “always” to “generally” in second sentence below diagram. 


	Done.

	005
	2003.07.31
	4.1
	Definition of SIR
	Reference to the PushOTA specification has been inserted.

	006
	2003.07.31
	4.1
	Underneath the Threat analysis table, Put in note saying that the (1) means what is written below the table.


	Done.

	007
	2003.07.31
	4.1
	Bullet, Mobile originated SMS, Orange and Vodafone will discuss this off-line and conclude if this case is needed
	Vodafone & Orange had an offline discussion regarding the threat of Mobile originating (MO) spoofing, the outcome of the discussion deduced that it would be very difficult for one to spoof a MO SMS.  However, this did not mean that other malicious attacks couldn't be carried out related to MO SMS.  Thus the recommended change is as follows:

Mobile devices initiate the Push messages. No specific controls are assumed per the SMS source, destination, or content.

Changed to:

Mobile devices initiate the Push messages. No specific controls are assumed per the SMS, destination, or content.

	008
	2003.07.31
	5.1
	The meaning of enroll.
	A definition of enroll has now been added to section 3.2

	009
	2003.07.31
	5.1
	Is “The PI can be co-located with a PPG, enabling direct submission of a Push message to the client.” Needed in both push initiator and proxy gateway paragraph? Agreed to use footnote instead.
	Done, footnote added with cross-references to Push Initiator and Push proxy gateway.

	010
	2003.07.31
	5.1/through out doc
	Service provider (Wireless network operator) and network provider are different entities. Editor will check that the meanings of these are correct throughout the document.
	Done.

	011
	2003.07.31
	5.2.6
	Change to  Not applicable
	Done

	012
	2003.07.31
	5.2.7
	Change to  Not applicable
	Done

	013
	2003.07.31
	5.3.1/all doc
	Change Device to client in second sentence.  Also look trough out the document for consistency
	Done

	014
	2003.07.31
	5.3.2
	Service provider is different from network operator in this instance.
	Changed to PI.

	015
	2003.07.31
	5.3.6
	Change to  Not applicable
	Done

	016
	2003.07.31
	5.4.1
	Work with Device management group with regard to list object.
	A meeting with the DM group has taken place and the DM group is aware that the Push security work is in progress.

	017
	2003.07.31
	5.4.3
	Suggestion to add user friendly identifier to identify the PPG and need to add that an authenticated, secure connection needs to take place between the operator and the client.
	Addition made.

	018
	2003.07.31
	5.4.5
	Customer care scenario starts at 3.
	This is a continued scenario from the user editing the PPG list.

	019
	2003.07.31
	5.4.6/7 & 5.5
	Change to  Not applicable
	Done.

	020
	2003.07.31
	6.1.1.2
	Relate to Device management work
	The Push security work has been related to device management as closely as possible taking into account that this is an high level document.  (See 016 above)

Changed to: All device management exchange between the client and the wireless network operator MUST be authenticated and, integrity protected.  Device management exchanges between the client and wireless network operator MAY be confidentiality protected. (Use case 5.4.5b).

This change was done together with the DM group.

	021
	2003.07.31
	6.1.1.3
	Suggested change from normative SHOULD, to a SHALL.
	Agreed.  “SHALL” now inserted.

	022
	2003.07.31
	6.1.5/6
	Change to Not applicable
	Done.

	023
	2003.07.31
	6.3. 6.3.1, 6.3.1.1 & 6.3.2
	Change to Not applicable
	Done

	024
	2003.09.05
	6.1.1.1 and all use cases in section 5
	Change Request by Vodafone (OMA-MAG-PUSH-2003-0023-CR-PushSecurityRD-Vodafone). Basically the request is to reject all Push messages that are not authenticated (so no first time acceptance which would update the trusted list) and change the authentication to allow for end-to-end authentication of the PI instead of just the PPG.
	Done. Changed section 6.1.1.1:

It SHALL be possible for the client to authenticate the PPG or PI as the originator of a WAP push message (from use cases in sections 5.2.1/2). The client SHALL silently reject all push messages in which neither the PPG nor the PI is authenticated. 

The client MAY accept push messages from an unauthenticated PPG if instead a security association exists between the client and the PI, and the PI is authenticated in the push message.

The user MUST be able to manage the relationship with PPGs and PIs in order to control the Push services. The user MAY be able to edit a trusted PPG or PI list. The following options MUST be made available to the user:

(Note: The term trusted “trusted PPG or PI list” is not intended to 2003imply or restrict the techincal solution(s) to these requirements)

1. To trust the PPG or PI, but user prompting required for each Push Message

2. To trust the PPG or PI, user prompting not required

3. Delete PPG or PI

Note: It is suggested that the default option when adding a new PPG/PI be set to 1.

Additional changes to use cases in 5 to include PI authentication.

	025
	2003.10.09
	4
	Change Request from Openwave and AWS: OMA-BAC-PUSH-2003-0028R02. 

Goal: Diagram should reflect the format used in [PushArch] and have some textual explanation with it.
	Diagram updated with the following explanation:

The diagram above shows the four entities within the WAP Push architecture. The security/trust relationships between these entities are a key aspect of Push security. These relationships, and the related key issues addressed herein are:

· The user should be able to trust that the PI will deliver content as requested from the PI.  Currently this may not be the case.

· The user should be able to trust that the PPG will deliver content as requested from PI's and supporting Push-OTA operations, e.g. Session Initiation Request. Currently this may not be the case.

The PI should be able to trust that the PPG will not modify Push content beyond the requirements of conversion to format required by the target push client and the Push-OTA protocol. Currently this may not be the case.
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