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1 Reason for Contribution

Additional reply information to “Tdoc S2-041675”, “MMS over 3GPP Interworking WLANs”

2 Summary of Contribution

This contribution answers the questions in “Tdoc S2-041675”, “MMS over 3GPP Interworking WLANs” in greater detail than the companion OMA LS. The information provided here is intended as an overview and to answer the questions posed by the original LS, it is not intended to speak for 3GPP2 or IETF.

3 Detailed Proposal

Please see detailed replies in-line with the original LS text below:
SA2 has noticed that MMS specifications refer to both a WAP-based and an IP-based implementation of the UE to MMS server interface (MM1), the former relying on OMA protocols and the latter presumably intended to be based on the ongoing work in the IETF LEMONADE working group to optimise protocols such as IMAP for wireless links.SA2 would like to know what is the status of these two implementations and which would be most appropriate for use for UEs connected over WLAN in Release 6.

There are a number of MM1s developed by various groups.  The OMA MM1 does use WAP but also has a binding to HTTP.  3GPP2 has specified two additional MM1s which only require IP, one (called M-IMAP) based on IMAP (3GPP2 X.S0016-311) and one which uses SIP (3GPP2 X.S0016-312).  The work of the IETF LEMONADE group is likely to be useful as an alternate, IETF-standard IP-based MM1.

SA2 understands that these implementations assume a secure connection to the IP network, such as that provided by GPRS or equally the capabilities for tunnelled access to external IP networks defined in TS 23.234. SA2 would like to know whether any work is ongoing to specify protocols that would be suitable for use over insecure networks, such as Internet access as provided by the capabilities for Direct IP network access also described in TS23.234.

The IP-based MM1s, including the existing M-IMAP and SIP based ones (above) do include mechanisms for authentication, and can be used over TLS (SSL) to provide for message integrity and privacy protection.  The IETF lemonade work incorporates IETF standards which permit a high degree of flexibility in choosing authentication and protection mechanisms, including TLS/SSL and SASL (RFC 2222).  As such, any of these protocols would be suitable for use over VPNs, closed private networks, and open non-secure networks. 

1. What is the status of the two MM1 implementations (WAP-based or IP-based) and which would be most appropriate for MMS support over WLAN ?

There are existing deployments of the OMA MM1 as well as the IP-based M-IMAP MM1 (above).  The SIP-based MM1 (above) has been published.  The IETF LEMONADE specifications are not yet published.  Any IP-based MM1 which provides authentication, authorization, and protection for message integrity and privacy may be used to support MMS over WLAN.  The determination as to which is most appropriate may depend on factors such as the desirability of using Internet standards, interworking with other systems, and the flexibility to choose security mechanisms providing the desired cost/benefit ratio as well as authentication/authorization mechanisms which interwork with existing systems.

2. Whether they consider the architecture and procedures described in TS 23.234 enable a WLAN UE to send and receive MMS while connected to a Public Land Mobile Network (Home or Visited) via a–WLAN which supports interworking with a 3GPP system (an Interworking WLAN or I-WLAN) using the procedures for tunnelled access to external IP networks ? Also, whether they see any difference in this respect between the WAP-based and IP-based implementations ?

Any of the IP-based MM1s (above) would be suitable for use over the secure VPN connection which TS 23.234 permits.  The OMA MM1 with http bindings may also be used over this secure VPN, provided the authentication and authorization mechanisms are provided by the underlying connection (since these are not part of this MM1).

3. Whether they foresee any work needed on specifications under their control to enable this, and if so, what timescales are foreseen for the completion of this work ?

The published IP-based MM1s (above) appear to be suitable for use as-is.  The IETF LEMONADE work is chartered to be suitable for these uses.

4. Whether any work is ongoing to allow these protocols to be used over insecure networks, such as the Internet ?

Any of the published IP-based MM1s (above) which include authentication, authorization, integrity protection, and privacy mechanisms are suitable for use over open non-secure networks such as the public Internet.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We hope the supplied information is helpful.  Please contact 3GPP2 and/or IETF for more specific or detailed  information on their work.  The information provided here is intended as an overview and to answer the questions posed by the original LS, it is not intended to speak for 3GPP2 or IETF.
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