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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The objective of this work item is to create a requirements document for generalised Privacy rules that protect personal data from unauthorized disclosure whilst ensuring legal compliance to regulatory frameworks.   The requirements for these privacy rules will be applicable to any mobile service that could involve user-specific data collection such as Presence and Location services. Therefore the work item should: -

· Define the requirements to ensure the integrity of user-specific data and ensure that privacy is supported in a secure manner

· Define the requirements on the network and the user to enforce the defined privacy rules

· Define the enforcement rules that protect user information from unauthorized disclosure

The need for a generalised Privacy Capability is in line with the view of other industry bodies like GSMA SERG i.e. that privacy requirements should consider Location based Services as well as other future mobile services.  Although the initial goal is to address Location Based Services privacy issues, the methods and procedures defined by this work item shall be applicable for future mobile services. The need to align privacy definitions with regional regulatory bodies such as the EU and FCC will also be a focus of this work item.

To this end, this work item should: -

· Look at existing requirements in other standards bodies and fora

· Analyse and identify support for directives of various regional regulatory bodies such as the FCC and EU.
· Identify common requirements among those organizations

· Identify any new requirements for Privacy rules

· Identify requirements that operators may have to impose on VASPs in support of telecommunications privacy regulations that govern the telecommunications operators

· Describe use cases and privacy requirements based on user’s crossing regulatory boundaries, privacy of user group(s), fraud prevention, etc.
In the following use case examples, attention must be given to how the service complies with regulatory requirements. For example, a value added service such as Instant Messaging may optionally provide the geographical co-ordinates of a subscriber. Such scenarios must account for regional regulations for passing the identity to a 3rd party VASP. 

Use cases should also look at the requirements when a subscriber moves from one regulatory domain to another and where the subscriber belongs to one regulatory domain and the VASP belongs to another.

1. A user subscribes to a new Chat service with his friends and family and wishes to set different privacy rules for each group or individual in each group.
2. A user determines that someone is abusing his privacy by querying for his location, and wishes to change his rules to have the system automatically block those attempts.
3. A subscriber wishes to initiate an instance of a service that requires the subscriber's location.  What exchange must occur between the target and the service provider to allow the subscriber to pre-authorize the service, without a query of the rules database?
Deliverable(s):

Use cases and requirements specifications for generalised Privacy rules

Identify and document best practices to ensure secure implementation of privacy rules.

Existing Specifications or Documents Affected:

LIF Privacy Guidelines

Linked Work Items:

Location, Presence, Synchronisation

Linked Affected OMA Groups and External Fora

3GPP, 3GPP2, Liberty Alliance, Location WG, DSDM WG, IMPS WG, Security WG, W3CP3P, IETF GeoPriv
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Service Impacts:

Requirements must identify how users will be impacted by privacy enforcement and how they would define/manage their privacy for the different applications.  

Architecture Impacts:

The architecture should consider concepts and recommendations already addressed by LIF in terms of privacy to avoid any duplication of work. It should also consider how existing service enablers could satisfy the requirements of a common framework.

Consideration must be given to regional legislative requirements and inter-working in the development of a common framework for privacy enforcement.

Charging/Billing Impacts:

Significant modification to charging and billing models are not expected but charging and billing specifications may be affected.

Security Impacts:

Security aspects of privacy will be included as part of the requirements.

Privacy Impacts:

TBD

IOT Impacts:

Interoperability aspects will be included as part of the requirements
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