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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The Location WG continues the work started in LIF (Location Interoperability Forum) and, at the same time, broadens its scope and maintains and converges all location specifications owned by OMA.

One of the main deliverables from LIF was the MLP (Mobile Location Protocol) which 3GPP adopted in Release 5 as the Stage 3 specification of the Le interface between applications and location servers. LIF also started the Stage 3 specification of the Lr interface introduced in 3GPP Release 6 and now continuing in OMA.

In Release 6, 3GPP is introducing a new element to the LCS architecture, namely the PPR (Privacy Profile Register). The purpose of this element-as the name implies-is to be responsible of enforcing that location information is disclosed only to entitled parties. The reason for introducing this element is that location privacy checking functionality was not suitable for implementation in the MSC or SGSN where privacy checks have traditionally been implemented. Therefore, this privacy checking functionality moved to GMLC. However, the PPR allows for a functional split between the gateway functionality and privacy checking functionality by introduction of the Lpp interface. 3GPP has now in a LS asked whether OMA Location WG can specify the protocol between the GMLC and PPR as it was thought that it could be based on same kind of technology as MLP and as the OMA Location WG is the center of competence for MLP related specifications.

This Work Item suggests the development of the protocol needed for the interface described above with the following basic requirements:

· The protocol should comply with the OMA Mobile Web Services Framework, which is the common technology framework being developed for OMA service enablers.

· The specification should be written as generic as possible with location specific items amended. This enables other OMA service enablers to adopt the same protocol framework in a later stage with their enabler specific requirements incorporated.

· It is recommended that OMA Location WG as soon as possible start the specification work.

· The specification should be written in a manner so that it is applicable in environments other than 3GPP.

· It shall be possible for the application to indicate the target subscriber using a pseudonym. It is the responsibility of the PCE to resolve the verinym of the target subscriber. Additionally the protocol shall support the ability to request pseudonyms based on MSISDN or similar identities as well as requesting verinyms based on pseudonyms.

· The generic privacy requirements document (Support of Privacy in Mobile services, WID OMA-REQ-2002-139R1), shall be considered as part of the location specific privacy requirements, e.g. for legislative requirements and common requirements if the PCP is further developed to support other OMA service enablers. 

· The location privacy specific architecture shall comply with the OMA overall architecture.

Use Case: 

An application sends a location request to a Location Server requesting the location of a subscriber. The Location Server verifies that the application is authorized to make the location request. The Location Server then sends a privacy-checking request carrying relevant parameters to a privacy checking entity, i.e. PCE (in 3GPP terminology PPR or Privacy Profile Register). The PCE checks the privacy based on the privacy profile of the subscriber and returns the response to the Location Server indicating whether the location request is cleared from a privacy point of view or not.
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Deliverable(s):

· Location Privacy Requirements document

· Location Privacy Architecture document

· Location Privacy Specification document (PCP)

Existing Specifications or Documents Affected:

none

Linked Work Items:

· WID_0008 - Support of Privacy in Mobile services 

Linked Affected OMA Groups and External Fora

· OMA Architecture

· OMA Requirements

· 3GPP
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Service Impacts:

Server-side engines may be affected by offering this new protocol.

Architecture Impacts:

none

Charging/Billing Impacts:

none

Security Impacts:

It shall be possible to use any security mechanisms as identified in OMA MWS Framework.

Privacy Impacts:

PCP will be used to check privacy parameters transferred over MLP and RLP.

PCP can be extended to be used by other services with their respectively specific privacy parameters.

IOT Impacts:

PCP may be tested in conjunction with MLP and RLP
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