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1 Reason for Contribution

The purpose of this contribution is to provide comments from Beep Science and QUALCOMM on the OMTP document “Requirements for OMA DRM V2 Enabled Terminals” V1.3 (16 May 2007). 
In general, Beep Science and QUALCOMM consider these requirements from OMTP as a very welcome initiative as they provide guidelines for issues that are outside the scope of the OMA DRM specifications. The overall complexity of OMA DRM creates a great deal of fragmentation in the market with respect to implementation methods, and these kind of requirements take a good step towards setting the guidelines on how OMA DRM should really be implemented in a Terminal.

2 Summary of Contribution

This contribution is a list of comments from Beep Science and QUALCOMM against the above referenced document.

3 Detailed Proposal

	Req ID. / paragraph
	Requirement / Paragraph
	Comment

	Section 1.1, 4th & 5th paragraph
	As such, this document will be prepared with the intent of providing a set of agreed Terminal requirements that will help operators and Terminal manufacturers deploying OMA DRM v2 [1] to achieve consistent and User friendly implementations to support DRM-based content download service which includes peer-to-sharing across Terminals.

The document will cover key areas of functionality expected by OMTP members and the specific requirements needed in Terminals to deliver services based on OMA DRM v2 [1].
	These paragraphs imply that the Guidelines have not been written. We recommend changing "this document will be prepared with the intent..." to "this document has been prepared with the intent..." and changing "The document will cover key areas..." to "This document covers key areas..."
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	DRM-0110
	The Terminal SHALL clearly indicate to the User during the download process where the DCF can be accessed later on.

For example, the file location (whether on the Terminal or external memory and also the respective folder) could be indicated as part of the progress bar or at the end of the download process. This information SHOULD be such that it is understandable to the User and in line with general related UI used by the Terminal.
	This requirement is not specific to DRM. It is a general comment towards content download user experience. We suggest that you clarify that the user experience should be the same for all audio/video/image downloads regardless of whether the content is DRM protected or not.

	
	



	



	
	


	

	DRM-0220
	The User SHALL be able to enquire on the

status of the rights e.g. by pressing a ‘Property’

option menu for the content item. This status

enquiry SHALL NOT modify the rights' state for

Stateful Rights.
	We suggest that OMTP should specify how the constraint information is expressed on the Terminal:

a) In the case of timed-count how to express the timer value. 

b) In the case of count is the “original” count shown?

c) How to combine constraints. Some devices show constraints independently, others combine them into a single “rights status string”. What is preferred?

	DRM-0300
	The Rights Object (unless it is a parent Rights

Object or where the Rights Object contains a

Stateful constraint) SHALL automatically be inserted in the DCF when the DCF is stored on removable memory.
	This requirement may be difficult to achieve on certain Terminals supporting USB Mass Storage. During mass storage operation most Terminals do not have control over Content on the file system, and therefore may not be able to insert the Rights Object into the DCF when the user moves the DCF to the removable media. A better requirement might be: “The Rights Object (unless …) SHALL automatically be inserted in the DCF when the DCF or Rights Object is received (whichever occurs later).” 

	DRM-0320
	Rights Objects and Rights Objects repository

SHALL not be visible to the User via the file

system of the Terminal.
	We suggest that a Terminal SHOULD have a “License Management” application which allows users to view all installed Rights Objects, and then select to delete them. Such an applications might be useful also in customer support scenarios. 

	DRM-370.2
	OMA Download v1.0 [5]

In this case, a “progressiveDownloadFlag” (defined like the flag introduced in OMA

Download v2.0) will be added in the descriptor when the Service Provider allows rendering during download.

If a progressive download is not possible, but the Download Descriptor contains a progressiveDownloadFlag element with the value “true”, then the Terminal SHALL download the DCF file in the same way as a normal download. There SHALL be no error message for this case to the User.
	To initiate an automated progressive playback during download is a nice feature. We suggest that if a DCF is downloaded via either HTTP or OMA OTA Download 1.0, and the Terminal already has Rights Object for that Content, the Terminal should offer the user an option to initiate playback of the DCF progressively during the download.

	DRM-0480.3
	Via USB or serial port
	This seems redundant. Isn’t a USB or serial port a “local connection” (DRM-0480.2)?

	DRM-0660 and sub-requirements
	Where operators have selected CMLA as the trust model, the following SHALL apply.
	These seem redundant (and obvious). Why

are these requirements needed? If an operator has chosen CMLA, why would it allow

Terminals that do not meet the CMLA requirements?

	Section 3.1.12
	Prompting Recommendations
	The messages/strings specified in section 3.1.12 are fine but they are far from an exhaustive list. We suggest also specifying strings for:

a) Rights Issuer registration (including the riURL and riAlias as specified in DRM v2).

b) Failure Messages, including the usage of Error Message and Error Redirect URL.

	DRM-0700
	Relevant Requirement: DRM-0200.1

“<FILE ABC> is locked. Do you want to unlock

it? YES / NO”.

The default SHOULD be “YES”. In the case of

"YES", the DRM agent SHALL launch the

browser.
	This message is fine, but as stated above, more messages should be specified and clarified. For example:

a) Is the same message in the case of super distribution, and rights renewal? For example in the case of rights renewal you might expect a message like: “The license for <FILE ABC> is expired. Do you want to unlock it?”

b) What about the case when the rights expire during rendering. What message should be displayed?

c) What if there is a license, but the license is not valid yet (e.g. it has a dateTime start in the future). Should the message include warning of that? E.g. “<FILE ABC> is locked until <date>”.

	Section 6
	DEFINITION of TERMS
	Whitelist term - Change "Ris" to “RIs”.
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