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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The goal is to create a Virtualization Management Object, allowing a Management Authority to provision and manage domains (virtual machines). This enables enterprises and operators to deploy and manage multiple domains on a single device.
Virtualization has transformed hardware utilization in the server market and been a core enabler in creating “Cloud Computing”. Now, virtualization is reaching the mobile phone market to ensure:

· Provisioning of enterprise apps and data on a private phone with separate characteristics and a secure separation between the personal and enterprise domains
· Manufacturing of sub-$100 Android devices with one single-core processor for both the modem stack and the operating system
· Aggregation of computerized automotive systems, such as in-vehicle infotainment systems, to create a manageable platform for connected cars.
The concept of the Secure Enterprise Domain is attracting attention from operators and enterprises alike. Today, it is a common practice for employees to keep confidential corporate data, such as documents, presentations, e-mail, calendar, contacts, and customer data, on their privately owned devices. This amalgamation of personal and enterprise usage is problematic. There is a very real risk that confidential corporate data could fall into the wrong hands if the device is stolen, or the user unintentionally installs a malware-crippled app. In addition, the end user's personal data is at risk of being wiped from the device by the administrator of the enterprise Microsoft Exchange Server.

Mobile virtualization cannot solve these problems by itself. The management authority also needs to control these domains on end users’ devices, while taking advantage of current infrastructure and protocol investments for device management.
Mobile phone chipsets will support virtualization out-of-the-box in the near future. Semiconductor vendors are bringing samples to market in 2011, and the first commercial solutions will be available in 2012.
Virtualization is rapidly enabling new use cases in the mobile space, such as:

1. Secure separation of complete software stacks:
· Enterprise smartphone with secure separation between an enterprise domain and a personal domain
· Consumer phone with an operator services domain
2. In-vehicle infotainment systems and screens
· Virtualize the software systems in a car to create a manageable platform for connected cars
Work Areas:

The scope of the specification includes enabling the DM server to:

· Manage domains, including creating, deleting and cloning domains

· Lock and unlock domains

· Manage the domain state, including starting, stopping, pausing and resuming a domain

· Manage the system resources allocated to a domain, such as available RAM, Quality of Service (CPU and network), as well as transferring resources between domains

· Manage peripheral access, such as making and receiving voice calls, accessing Bluetooth, GPS, Wi-Fi, external memory cards, NFC, etc.

Issues this Work Item is Aimed to Solve
The Virtualization MO will enable provisioning and management of domains from a management authority, to enable use cases identified above. Enterprises and operators will be able to manage domains on employees’ and users’ devices, to enable multiple domains on a single device.
Market Benefits:
Smartphones with multiple domains will offer enterprises centrally managed control and security of services, apps and data. OEMs will be able to tailor mass-market smartphones to the enterprise segment, with increased cloud service revenues from enterprises wanting to manage phones.
Expected Market Penetration:
Mobile phone chipsets plan support for virtualization out-of-the-box in the near future. Processors will support virtualization in 2011. Semiconductor vendors are bringing samples to market in 2012, and the first commercial solutions will be available shortly thereafter.
Complexity:
Time to Market:

With the first commercial solutions available in 2013, it is time to start working on a mobile virtualization management protocol now.
Uniqueness:

OMA is not the single standard developing organization targeting virtualization. DMTF's Open Virtualization Format (OVM) specification describes “an open, secure, portable, efficient and extensible format for the packaging and distribution of software to be run in domains.” It does not target the management of domains in a distributed environment with interoperability needs between server and device.
Existing Specifications or Documents Affected:

None.

Linked Work Items:

DM GwMO 
Potentially dependencies to LAWMO and DCMO to manage domains.
Linked Affected OMA Groups and External Fora
The suggestion is to put the Virtualization MO under the responsibility of the Device Management (DM) workgroup. 

The Virtualization MO depends on the Gateway MO (GwMO) on the management domain for routing bootstrapping and NIA messages to a domain. Architecturally, there is common ground between the Virtualization MO and GwMO. Both handle the delegation of commands to end devices behind a gateway or a hypervisor, in case of virtualization. 

However, there are also fundamental differences in the scope of these enablers. It would be illogical to include items for system resource management and dynamic creation and deletion of domains under the umbrella of GwMO; it would pollute GwMO with virtualization-specific data. The virtualization nodes should be located in their own section of the management tree.

2 Planned Deliverables

Enabler Release Package:      FORMCHECKBOX 


(Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. )
Reference Release Package:  FORMCHECKBOX 

	Please Indicate how requirements will be documented
	Select one

	Baseline (pre-existing) Requirements
	

	None
	X

	Requirements are documented in an existing OMA RD or combined Release document (ER or RR)
	

	Reference to external requirements (note a CA/CF must be in place allowing for this)
	

	New Requirements
	

	None
	

	Create New OMA RD or combined Release (ER or RR)
	X

	Update an existing OMA RD or combined Release document (ER or RR)
	

	Other (please describe) _____________________________________________________________
	

	Please Indicate how new requirements will be reviewed

(Note: If there are new requirements then these need to be reviewed)
	Select one

	RD Review at the end of the requirements phase
	X

	Closure review at the end of the Requirements phase
	

	Requirements reviewed as part of the ER/RR at the end of the development phase
	

	No requirements review (please justify)
	

	

	Please Indicate how Architecture will be documented
	Select one

	New Architecture Document (AD) (or new version of existing AD)
	X

	Architecture will be documented in combined Release document (ER or RR)
	

	No Architecture documentation
	

	Other (please describe) _____________________________________________________________
	

	Indicate how Architecture will be reviewed

(Note: If there are Architecture components then these need to be reviewed)
	Select one

	AD  Review at the end of the Architecture phase
	X

	Closure Review at the end of the Architecture phase
	

	Architecture reviewed as part of the ER/RR at the end of the development phase
	

	No Architecture review (please justify)
	

	

	Development Phase  (please indicate which type of deliverable(s) will be produced)
	Tick all that may apply

	Technical Specifications


	X

	Combined Release document (ER or RR)
	

	Data Description Specifications (e.g. Schema, MO, DDS, etc)
	

	White Paper
	

	Other (please describe) _____________________________________________________________
	

	None
	

	Please Indicate how the release will be reviewed
	Select one

	Consistency review at the end of the development phase
	X

	Closure review when the Release is complete
	

	None (please justify) ________________________________________________________________
	


3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	X
	X
	X
	X
	
	X
	X
	X


Service Impacts:

None expected.
Architecture Impacts:

None expected.

Charging/Billing Impacts:

None expected.

Security Impacts:

None expected.

Privacy Impacts:

None expected.

IOT Impacts:

None expected.
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