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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Background
In the beginning of 2012, OMA was united to celebrate the outstanding performance "OMA DM achieves 1.4 Billion Deployments". Those OMA DM deployments are mostly about FOTA (Firmware Over-the-Air) service leveraging DM 1.2 protocol and Firmware Update Management Object (FUMO). The recent market changes are not so friendly to OMA DM enablers, and other DM enablers (except FUMO) are not widely deployed in the markets. The latest updates indicate good signs that LAWMO (Lock and Wipe MO), DCMO (Device Capability MO) and several diagnostic functions from DiagMon 1.2 have started to be deployed, but the overall market deployment are still unsatisfactory. Another problem is the DM infrastructure operated by operators and vendors is not fully utilized due to the low market deployments of DM enablers. Those DM infrastructures can bring more values to all stakeholders if more management services are available through the existing DM infrastructure.
Several technical observations indicate that OMA DM enablers have potentials for Machine-To-Machine (M2M). OMA has promoted OMA DM as "M2M-enabling technologies" at the organizational level, and OMA DM is referenced by other SDOs as a key technical component for fulfilling the device management capabilities. Below figure shows how OMA DM enablers can be used for M2M, but note that this is just an illustrative example since the current OMA DM enablers are not fully ready for providing all functionalities described below. The Server component in the network domain can be DM Server in case OMA DM 1.x or OMA DM 2.0 is used, and it can be also OMA Lightweight M2M Server if OMA Lightweight M2M is used.
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Figure 1: Example showing how OMA DM enablers can be used for M2M
In OMA DM, there are lots of M2M-related enablers that play a part in the above scenarios, and the followings are a short snapshot for those enablers:
· Firmware Update Management Object (FUMO) for firmware updates

· Diagnostics and Monitoring (DiagMon) for diagnostic and monitoring functions (including sensor management functions)

· Device Capability MO (DCMO) for remotely controlling peripherals (USB, Camera, etc.)

· Gateway MO for managing group of devices (including non OMA DM devices)

OMA Lightweight M2M provides not only the functionalities for managing device, but also for the M2M service enablement. Below is a list for the functionalities defined OMA Lightweight M2M:
· Firmware, Location, Device and Connectivity Monitoring Objects for the device managements

· Metering Object under the ISO standard body for the M2M service enablement
OMA DM enablers have focused on the interface between the server and the client covering the network domain and the device domain. These two entities were enough to accomplish the device management purposes in simple server-client architecture, but might be insufficient to address the various players in the M2M ecosystem. In M2M ecosystem, domains are generally divided into three; device domain, network domain and application domain, and it is a common scenario that the Management Application in application domain can interact with a server in the network domain to manage devices in device domain. The Management Application is an entity that runs the management service logic so as to provide the management service to users. With Management Applications, the overall M2M ecosystem can be flourished since Management Applications can easily create new management services by using the current OMA DM infrastructure. Unfortunately, OMA DM enablers have not specified the interface that can be used by Management Applications to manage devices in the device domain. This missing interface is one of the weak points to maximize the use of OMA DM for M2M management services.
This new work item proposes to fill the analyzed gaps by developing an interface for Management Applications: the Management Application Interface. With the Management Application Interface, the current OMA DM infrastructure can be extended to cover the application domain, and the 1.4 billion devices installed with OMA DM enablers can be easily extended to the new management services for Management Applications. Especially for the OMA DM installed cell phones, it can provide the gateway services for the personal devices using Gateway Management Object on behalf of the Management Applications as described in the Figure 1.
Objectives

To make the maximum use of OMA DM enablers for M2M management services, Management Application Interface is proposed between the Management Application and the Management Server. Below figure shows the proposed interface in the overall pictorial architecture.
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Figure 2: Scope of Management Application Interface
The Management Application is an entity that runs the management service logic so as to provide management services to users, and the Management Server is an entity that works as an end point of the Management Application Interface to provide the necessary services to the Management Application.
With Management Application Interface, the Management Application can manage devices in the device domain through the Management Server in the network domain. The Management Application Interface can provide below functionalities to Management Applications:
· Device Discovery,

· Management Command Forwarding,

· Subscription,

· Resource Group Manipulation, etc.
In Figure 2, the overall architecture is across three domains; device domain, network domain and application domain. The conversation between the network domain and the application domain is carried over the upper interface, and the lower interface is for the communication between the network domain and the device domain. For the lower interface, the OMA DM enablers (i.e., OMA DM 1.x, OMA DM 2.0 and OMA Lightweight M2M) can be used as it is. For the upper interface, the Management Application Interface is proposed between the Management Application and the Management Server. This upper interface shall be generic to the lower interface, which means that the actual DM enablers on the lower interface shall be transparent to the upper interface. The separation between the upper and lower interface can bring advantages. One is that the common upper interface can be used regardless of the actual DM enablers on the lower interface (Note that DM 1.x, DM 2.0 and Lightweight M2M are not compatible to each other). Another thing is that the reasonable separation can decrease the overall architectural complexities.
Any Management Objects designed for the DM 1.x protocol and any Objects designed for the Lightweight M2M can be accessed and managed via the Management Application Interface. MIME media types might be used to distinguish the different object models (i.e., DM 1.x Management Objects or Lightweight M2M Object). The Management Application Interface shall be also compatible with any future additions of OMA DM Management Objects or OMA Lightweight M2M Objects.
Conversions or translations between the upper and the lower interface shall be taken in the network domain, and specifically it could happen between the Management Server and the Server (DM Server or Lightweight M2M Server). This conversion can be formulated in various ways, and out-of-scope of this proposal. For example, the Management Application can send a PUT command to the Management Server so as to replace data in the device. This PUT command can be translated into either Add or Replace command of OMA DM 1.x according to the situation. Another example is when the Management Application sends a GET command to retrieve data in the device, this can be accomplished either by issuing another OMA DM enabler's command (e.g., Get in OMA DM 1.x, GET in OMA DM 2.0, Read in OMA Lightweight M2M) to the device or by immediately sending the response with the fresh cache.
Use Cases

Management Application Interface can provide the following use cases to the Management Application:
· Device Discovery - Management Application can discover devices in the device domain
Management Application sends the discovery command and the Management Server responds with the found results. The Server (e.g., DM Server or Lightweight M2M Server) can provide the device related information to the Management Server by collecting data using OMA DM enablers
· Management Command Forwarding – Management Application can send commands such as a GET to devices
Management Application sends a GET command to the Management Server. The GET command is converted to the corresponding DM enabler’s command in the network domain. The DM Server reads the data from the device using OMA DM enablers. The response from the device is converted back to Management Application Interface, and delivered to Management Application.
· Subscription – Management Application can subscribe to a resource in device
To Management Server, Management Application sends the subscribe command for a resource in the device. Management Server indicates the Server (DM Server or Lightweight M2M Server) for this subscription. The Server will notify the Management Server if the resource in the device changes (this change is sensed by OMA DM enablers). On the notification from the DM Server, the Management Server will notify the Management Application.
· Resource Group – Management Application can manage a group of resources in the device
Management Application sends the group a CREATE command to Management Server. The members of the group can be resources in different devices. Management Application sends a GET command to this group that is converted in the network domain to the corresponding DM enabler’s command that will be fanned out to every members of the group.
Work Areas:

The Management Application Interface WID entails the following work areas:
· To specify the Management Application Interface between Management Application and Management Server. This Management Application Interface can allow the Management Application in the application domain to manage devices in device domain by using the services provided by the Management Server in the network domain.
· To design the Management Application Interface (the upper interface) to interwork with OMA DM enablers (i.e., OMA DM 1.x, OMA DM 2.0, OMA Lightweight M2M)
· To design the device discovery that can be used by the Management Application
· For the Management Server to forward management commands from the Management Application. The management command forwarding allows the Management Application to manage devices through Management Server
· For the Management Application to access and manage any of DM 1.x Management Objects and any of Lightweight M2M Object
· For the Management Application to subscribe to a resource in the device. The Management Application is supposed to be notified about changes of the subscribed resource
· For the Management Application to manage the group of resources. The members of the group might come from different devices
· For the Management Application to manipulate (e.g., create, read, update, delete) resources that reside in Management Server. A Management Application can share the resource in Management Server with other Management Applications
· To design the security model for the Management Application Interface. The Management Application Interface may depend on the transport layer security for the authentication and confidentiality not reinventing something new
· To transport the Management Application Interface messages using HTTP. Multiple commands of the Management Application Interface can be carried within a single HTTP message
· To design the Management Application Interface as bearer-agnostic. The Management Application Interface can be transported on top of any underlying bearers such as 3GPP, WLAN, LTE, etc.
Issues this Work Item is Aimed to Solve
OMA DM enablers have been focused on the server-client architecture for device management purposes, and do not provide any means that entities in the application domain can manage device through network domain. The lack of this interface constrains the usage of OMA DM enablers in M2M ecosystem. This proposal is to specify the Management Application Interfaces to fill this gap.
Market Benefits:
Operators

Operators that run the OMA DM infrastructure can be highly beneficial since the existing OMA DM infrastructure can be easily extended to cover the application domain in the standardized manners. Any OMA DM enablers are not affected by the Management Application Interface; hence, this proposal can be cost-effective to address new services.
Even for the operators that do not run the OMA DM infrastructure can derive benefits. OMA DM enablers are widely implemented, tested and verified by various solution vendors and deploying those OMA DM infrastructures is also cost-effective compared to other alternative solutions.
Vendors

For handset vendors, cell phones installed with OMA DM GwMO enabler can be easily turned into the personal gateway for the personal devices on behalf of the Management Applications. Since the Management Application in application domain can access and manage those devices, new management services from the application domain can enhance the values of the cell phones.
For DM platform providers or vendors, to meet the current needs of M2M management services from operators, Management Application Interface can be a simple solution providing the M2M management service platform without a great deal of efforts.
Management Application Service Provider

This interface can enable the Management Application Service Provider to create new management services with less cost in timely manner.
Expected Market Penetration:
OMA DM has been well deployed in the market hitting the 1.4 billion deployments at the last year. In addition to these enormous deployments, OMA DM now extends the scope further to the M2M, which is already witnessed in many factors. In M2M environments, the considerations for the application domain are essential. With the proposed Management Application Interface, Management Applications in the application domain can access and manage device in the device domain. This improvement can certainly move the value of OMA DM into the next steps.
One of major players in M2M is surely operators that currently own the OMA DM infrastructure. The existing OMA DM infrastructure can be extended to cover the application domain without affecting any existing OMA DM enablers. This is very cost effective and extensible, that makes this enabler easily penetrate into the market.
Complexity:
Medium
Time to Market:
Likely time-to-market could be 2H 2014.

Uniqueness:
Gap Analysis with Web Service Interface (WSI)

In OMA DM working group, Web Service Interface (WSI) work item was started in 2005, but stopped in 2007 during AD phase due to the lack of interests and participants. WSI tried to provide the interface for the External System to interact with DM System to perform management operations on the device. From the technical perspective, the goal of WSI might be similar with this proposal since Management Application and Management Server in this proposal can be seen as the External System and the DM System respectively. Unfortunately, the technical specification for WSI was not specified at all. Reflecting those similarities, requirements and use cases in WSI RD can be referred during the RD of the Management Application Interface.
Gap Analysis with ETSI M2M

ETSI M2M has developed the technical specifications for the M2M service platform by defining functional entities, and the related reference points between them. The reference points (dIa, mId and mIa) specified in ETSI M2M cover entities such as M2M Device, M2M Gateway, M2M Service Capabilities and M2M applications, which consists of the complete set for enabling the M2M service platform. In ETSI M2M, OMA DM takes the responsibilities for the device management, and interworks with ETSI M2M in the harmonized ways.
The Management Application Interface proposed here simply opens a single interface between two entities; the Management Application and the Management Server, which can be used by the Management Application to manage devices (firmware updates, software component management, diagnostics and monitoring, etc.). Rather than developing the entire wheels for the M2M platform, Management Application Interface proposes to utilize the current OMA DM infrastructure, and actually uses the OMA DM enablers as it is to reach devices behind the Management Server.
From the functional points of view, Management Application Interface may be used by ETSI M2M to communicate with OMA DM infrastructure; for example, ETSI M2M may be seen as a Management Application which would like to interact with OMA DM Infrastructure in order to address M2M devices management.
Existing Specifications or Documents Affected:

None
Linked Work Items:

· OMA DM 1.x
· OMA DM 2.0
· OMA Lightweight M2M

Linked Affected OMA Groups and External Fora

· OMA ARC

· OMA REQ

· OMA IOP

· OMA SEC

· Other Groups as needed
2 Planned Deliverables

Enabler Release Package:      FORMCHECKBOX 


(Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing.)
Reference Release Package:  FORMCHECKBOX 


(One or more documents that support other Releases and that cannot be tested.)
Deployment Suite:      FORMCHECKBOX 


(An Enabler Release Package that may consist of only test material if the specifications under test are pre-existing specifications from OMA or external organizations).
	Please Indicate how requirements will be documented
	Select one

	Baseline (pre-existing) Requirements
	

	None
	X

	Requirements are documented in an existing OMA RD or combined Release document (ER or RR)
	

	Reference to external requirements (note a CA/CF must be in place allowing for this)
	

	New Requirements
	

	None
	

	Create New OMA RD or combined Release (ER or RR)
	X

	Update an existing OMA RD or combined Release document (ER or RR)
	

	Other (please describe) _____________________________________________________________
	

	Please Indicate how new requirements will be reviewed

(Note: If there are new requirements then these need to be reviewed)
	Select one

	RD Review at the end of the requirements phase
	X

	Closure review at the end of the Requirements phase
	

	Requirements reviewed as part of the ER/RR at the end of the development phase
	

	No requirements review (please justify)
	

	

	Please Indicate how Architecture will be documented
	Select one

	New Architecture Document (AD) (or new version of existing AD)
	X

	Architecture will be documented in combined Release document (ER or RR)
	

	Reference to external Architecture specification (note a CA/CF must be in place allowing for this)
	

	No Architecture documentation
	

	Other (please describe) _____________________________________________________________
	

	Indicate how Architecture will be reviewed

(Note: If there are Architecture components then these need to be reviewed)
	Select one

	AD  Review at the end of the Architecture phase
	X

	Closure Review at the end of the Architecture phase
	

	Architecture reviewed as part of the ER/RR at the end of the development phase
	

	No Architecture review (please justify)
	

	

	Development Phase  (please indicate which type of deliverable(s) will be produced)
	Tick all that may apply

	Technical Specifications


	X

	Combined Release document (ER or RR)
	

	Data Description Specifications (e.g. Schema, MO, DDS, etc)
	

	White Paper
	

	Test Specifications (Deployment Suite)
	

	Other (please describe) _____________________________________________________________
	

	None
	

	Please Indicate how the release will be reviewed
	Select one

	Consistency review at the end of the development phase
	X

	Closure review when the Release is complete
	

	None (please justify) ________________________________________________________________
	


3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	X
	X
	
	
	
	X
	
	X


Service Impacts:

No impacts identified on the services enabled by other OMA DM enablers
Architecture Impacts:

No impacts identified on the architecture of other OMA DM enablers

Charging/Billing Impacts:

None expected
Security Impacts:

No impacts identified on other OMA DM enablers or OMA DM security framework
Privacy Impacts:

None expected
IOT Impacts:

None expected
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