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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

The goal of this work item is to extend OMA DRM v2.0 to enable seamless sharing of purchased content between multiple devices, including all the devices owned by a subscriber (phone, PC, home electronics system, car audio system, etc) and the temporary sharing of content on any device that is in close proximity to the subscriber’s device (e.g., a television set at a friend’s house or in a hotel room while the user is travelling).  In addition, the work item considers cases where some of the content may be protected by DRM schemes different from OMA DRM v2.0.
The scope of this work item is to extend the usability of OMA DRM v2.0 by moving DRM functionality closer to mobile devices or by extending the existing content exchange mechanisms with ways to allow devices to facilitate creation, usage and management of domains and domain content.  The WID may lead to new robustness rules and certificate extensions that need to be assured by trust authorities.  The exact trust authority to be used is outside the scope of this WID.
The work item comprises two tasks: Flexible Rights Transfer and DRM Domain Management, and DRM Interoperability.  Each task addresses a set of use cases supported by the enhancements described in this work item.  The tasks and their associated use cases are as follows:

Task 1:  Flexible Rights Transfer and DRM Domain Management:

This task eliminates restrictions of the current OMA DRM v2.0 and enables more flexible sharing of content.  To understand the current restrictions, it may be helpful to review the current status of OMA DRM.
In OMA DRM v1.0, content could only be purchased for use on a single device.  OMA DRM v2.0 relaxes this restriction by introducing domains to enable the purchase of content for use on multiple devices.  Each device to be included in a domain registers itself with a Rights Issuer, executes a domain join protocol, and receives a domain key in return.  When a subscriber purchases content for a particular domain, they receive a domain rights object that can be used together with the domain key by any device in the domain to render the content.  

OMA DRM v2.0 domains have a number of limitations that prevent the kinds of seamless sharing described above:

· Domains must be created at each Rights Issuer from which a subscriber purchases domain content.  In cases where a subscriber wants to buy content from multiple Rights Issuers, he must re-create the domain at each of the Rights Issuers, which requires a great deal of effort.

· Because domains are maintained at Rights Issuers in the network, each device joined to a domain must have wide-area network connectivity to execute the domain join protocol (or have access to a WAN-connected device that can be used as a proxy for communication with the Rights Issuer).  This makes it difficult to include unconnected devices in a domain.

· Temporary sharing scenarios are typically spontaneous, and the identities of the devices involved are not known in advance.  This makes it cumbersome to have each device execute the domain join protocol with a Rights Issuer before sharing can take place.  
Thus, this task is to eliminate these restrictions and enable more flexible sharing of content so as to allow the following use cases:
Use Case 1.1:  John purchases and plays a video clip with his mobile device.  John’s mobile connects to and discovers the devices on his home entertainment network and creates a permanent sharing domain.  John browses all his content with his mobile device.  He launches the new video clip on his HDTV.

Use Case 1.2:  Using his PC, John purchases a new song and plays it on his home stereo.  John connects to his home entertainment network via his mobile device and browses his available content.  He selects the new song he just purchased and plays it on the mobile device.

Use Case 1.3:  On his way to a party, John purchases a music video on his mobile phone.  John arrives at a party where Mary is also a guest.  Mary’s mobile discovers the devices of her friends and a temporary sharing domain is established.  Mary’s mobile browses the content available to be rendered on all the guest’s devices.  She chooses John’s new music video to be displayed on the host’s home entertainment system.  When John leaves the party, Mary and the other guests may no longer play John’s content.

Use Case 1.4:  John is visiting his friend Mary.  John’s mobile discovers the devices on Mary’s home entertainment network.  A temporary sharing domain is established, allowing John to play his content on Mary’s devices. Using his Mobile and Mary’s media center, John connects to his PC at home via the internet connection of Mary’s media center and browses his home content collection.  He selects one of his most recent music purchases and plays it out via Mary’s media center.  Later they switch to an on-line radio station, for which John has a subscription. 

Use Case 1.5:  John meets his friend Mary on the street. On his mobile John has some brought music from his home media center, which he thinks Mary might find interesting. Via direct local connectivity Johns transfers these tracks to Mary mobile such that she can enjoy them.
Use Case 1.6:  John purchases new mobile phone.  He transfers his music from his old mobile to new mobile, so that he can enjoys his music along with the new mobile.
The enhancements proposed in this work item provide the following benefits to subscribers, content providers and operators:

· Subscribers benefit from increased flexibility to render their content in ways that were previously not possible.  They perceive a level of convenience in their digital media service which rivals the user experience offered by physical media such as CDs and DVDs, which can be played on any device available to their owner.

· Content providers benefit from an increase in content purchases, while enjoying the protection against content piracy that DRM provides.

· The added appeal of flexible sharing to subscribers makes the operator’s mobile digital media service competitive with wireline-based services and physical media, resulting in an increase in the number of service subscribers and content purchases (and hence an increase in operator revenue).

To eliminate current restrictions and enable more flexible sharing of content, this work item proposes to investigate the following enhancements to OMA DRM V2.0:

· Devices should be able to create domains, add members to them, and issue rights objects to domain members without the involvement of a Rights Issuer in the network.

· Domain management policies must be specified to set forth the capabilities a device has to create and modify permanent and temporary sharing domains (number of members per domain, number of changes to a domain allowed in a given time period, etc.)  A device’s domain management permissions can depend on the device’s capabilities or on the tier of service that a subscriber has purchased, which requires a way of expressing these permissions on a per-device basis. The OMA DRM rights expression language could be extended to express these permissions for each content item, or domain management capabilities could be granted to a device when it creates or joins a domain.

· The operation of temporary sharing must be defined.  The OMA DRM rights expression language needs to be extended to express the constraint that content can only be rendered while the rendering device is in proximity to another device that grants the temporary sharing.  
· The Rights Issuer functionality needs to be re-evaluated for direct exchange between devices.  Also, a method must be specified to determine how to transfer rights objects (ROs).
Example Task 1 Deliverable(s):

· Specification of device-based Rights Issuer protocols and functionality

· Definition of domain management policy expression and protocols

· Definition of temporary sharing rights expression
· Re-evaluation of Rights Issuer functionality for direct exchange between devices

Task 2:  DRM Interoperability:

OMA DRM v2.0 already defines an Export function but has no corresponding Import function.  This work item is to define the Import function for OMA DRM.  As background, it may be helpful to review the current definition of Export in OMA DRM v2.0.  After downloading OMA DRM protected content, the User may wish to render that content on another Device that has a different DRM protection format.  Export (from OMA DRM) is an operation in which the DRM content and corresponding Rights Object are transferred to a DRM system or content protection scheme other than the OMA DRM system.  Import (into OMA DRM) is the corresponding function, where DRM content and corresponding Rights Object (or other form of content rights) are transferred from a DRM system or content protection scheme other than the OMA DRM system.  In both Export and Import, the content rights should be transcribed securely and consistently and the content should be transferred securely.

Without specifying Import, devices that have different DRM protection formats must implement the entire functions and protocols of an OMA DRM Rights Issuer, and must format content in OMA DRM format, to be able to export to devices that have OMA DRM protection.  This requirement may be excessive on the exporting devices and may prohibit inter-operability between OMA DRM and other DRM protection schemes.  Some example use cases follow.  In use cases 2.1 through 2.3 below, the source of content may be a Digital Video Recorder (DVR) with content obtained from cable or satellite provider and locally protected by a non-OMA DRM system. The (non-protected form of this) content may be transcoded such that it can be consumed by a mobile handset. The content protection must also be translated from the non-OMA DRM system to OMA DRM based on the assumption that the handsets support only the OMA DRM system. The transcoding and translation will be performed by a stand-alone Media Accessory (MA) that receives the original content from the DVR and distributes it to one or more handsets within the user’s “personal domain” or home network.  Regardless of physical configuration, the MA is not considered to be part of the handset’s (OMA) DRM Agent.
For import, generally the upstream DRM system determines compliance rules and how they would be mapped into OMA Rights Objects.  The scope of this task is to specify architecture and interfaces that enable import of content from other DRM systems.  The actual mapping of the rights during an import is usually specified by trust authorities that are external to OMA so actual mappings are optional outputs of this task.

It is possible that some form of a secure message interface between non-OMA DRM systems and OMA DRM is standardized as a result of work on this task.  In this case, both import and export would use the same interface.  Therefore, work on clear and concrete specification of export from OMA DRM to other DRM systems is an optional output of this task.
Conceptually, use cases 2.1 through 2.3 below separate the functionality of the Domain Authority (DA) and the Rights Issuer (RI), which are combined into the RI functionality in the current OMA specification.  The RI functionality is part of the MA while the DA functionality may be provided by the MA or by an infrastructure component.

Use Case 2.1:  Local Rights Issuer, Standard Domain Authority

This scenario, shown in Figure 3, takes advantage of the existing OMA functionality and infrastructure by using the Domain Authority (DA) features of the standard Rights Issues (RI). This means that all handsets in the user’s personal domain must join the domain managed by the wireless carrier or a related content provider using the RI as the domain authority. The MA must join the domain as well. 

This configuration allows the MA to obtain content protected by non-OMA DRM from the DVR and translate it to the OMA DRM format and protect it with the domain key associated with this domain.   The disadvantage of this scenario is that the original content provider (cable or satellite operator) has no control of the OMA domain.  A related disadvantage is that this existing domain may be larger than the set of devices to which the original content provider would like to restrict access to its content.

Variants of this use case are possible whereby the RI takes on certain aspects of Rights Object generation (with content translation (including format transcoding) still occurring locally at the MA).

More generally than described above, the number and/or choice of devices served by the MA may be constrained by the RI (or other wireless carrier-related entity) whether Domain Rights Objects or (individual) Device Rights Objects are issued.  
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Figure 3.  Use Case 2.1:  Local Rights Issuer, Standard Domain Authority

Use Case 2.2:  Local Rights Issuer, Remote Domain Authority

This use case is shown in Figure 4.  To give the original content provider more control over the redistribution of his content, the DA could be managed by the original content provider rather than the wireless carrier that controls content it distributes to its clients. In this case the MA will create a local domain including the MA itself and one or more handsets belonging to the user. This domain can be controlled very loosely by the provider by limiting the size of the domain only, or more tightly by specifically identifying handsets that are allowed into the local domain. 

This functionality could be performed by a Remote Domain Authority that is operated by the cable or satellite operator. These are several sub scenarios:

· No control: The MA is configured in the factory to a predefined domain size (e.g. 10 devices) which governs the local domain admission policy.
· Limited control: The operator may enable the MA feature (it may be a separate billable service to the user) and specify the maximum size of the local domain.

· Full control: The operator specifies the exact IDs of all handsets that are allowed to join the local domain.
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Figure 4.  Use Case 2.2:  Local Rights Issuer, Remote Domain Authority
Use Case 2.3:  Local Rights Issuer, No Domain

This use case is shown in Figure 5.  There are also cases where there is no local domain and the content needs to be transferred to one specific handset. In this case the MA acts as the local RI and there is no need for a DA since the content is issued for the specific handset only.
[image: image3.emf]DVR

OMA DRM

Media Accessory

Import

content protected by

non-OMA DRM

license


Figure 5.  Use Case 2.3:  Local Rights Issuer, No Domain
Even though Device Rights Objects (rather than Domain Rights Objects) are issued in this case, a Remote Authority acting on behalf of the cable or satellite operator could manage aspects of device management such as assignment of handsets to the MA. 

Example Task 2 Deliverable(s):

· Enable import function in OMA devices
· Define extensions to certificates and ROAP protocols for devices to accept imported content

· Allow devices to perform domain creation and management locally, perhaps in coordination with external or remote domain servers
· Establish protocols and interfaces between MA and local Rights Issuer and between MA and non-OMA DRM Rights Issuer

· Enable remote non-OMA DRM domain authorities to manage local domains
Work Item W0130 Deliverable(s):

· SCE Requirements Document.

· SCE Architecture Document.

· SCE Technical specifications addressing requirements and use cases.
Existing Specifications or Documents Affected:

· none

Linked Work Items:

· OMA-WID_0004
Linked Affected OMA Groups and External Fora

OMA REQ

OMA SEC

OMA ARCH

OMA IOP

DLNA
2 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	X
	X
	X
	X
	X
	
	X
	
	X


Service Impacts:

The work defined in this work item provides new DRM functions and services to the DRM v2.0 Enabler Release.

Architecture Impacts:

The work defined in this work item is not likely to impact the architecture diagram assumed by the DRM v2.0 Enabler Release. Any enhancements will be included in the SCE AD that is included as a deliverable.

Charging/Billing Impacts:

The work defined in this work item should not have impacts to Charging.  Billing issues are out of scope for this work item.

Security Impacts:

The work defined in this work item relies on security as a fundamental component of DRM.  Security requirements would be a part of the SCE RD that is included as a deliverable.
Privacy Impacts:

The work defined in this work item should not have impacts to Privacy.

IOT Impacts:

IOT testing is necessary as is the drafting of the appropriate test documents to progress specifications to approved status.
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