Doc# OMA-WID_0159-DRMContentInDigitalHome-V1_0-20071001-D.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Work Item Document


Doc# OMA-WID_0159-DRMContentInDigitalHome-V1_0-20071001-D.doc
Work Item Document


Work Item Document

	Title:
	DRM content in the digital home
	 FORMCHECKBOX 
 Public      

	Registered Name:
	DRMContentInDigitalHome

	Assigned Number:
	0159

	Draft Expiration:
	01-Apr-2008
	 FORMCHECKBOX 
 Date Reflects Extension


1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Background: 
OMA Digital Rights Management – Release 2 specifies a full-featured DRM scheme to ensure content security and rights delivery. This DRM scheme was designed to accommodate many types of content, and it can be implemented on all categories of devices (although particular attention was given to mobiles).
OMA Download OTA – Release 2 specifies a protocol for the reliable delivery of content in a mobile environment. It was designed to also take care of rights objects when content is DRM-protected.

Other technologies promoted by different fora, such as UPnP or DLNA, aim at an easy sharing of audiovisual content amongst devices in the “digital home”. For example, the same video can be stored on a Media Server and played on a (different) Media Renderer device. Consumers tend to think of digital content as device-independent and want to enjoy the same pieces of music and video on their Hi-Fi, TV set, as well as on their PC, PMP (portable media player) or mobile phone.
UPnP and DLNA already provide answers to that need, by enabling the discovery by device “A” of content located on device “B” in the digital home network, the playback of such content on device “C”, etc. However, these fora primarily address unprotected content.

Therefore OMA has an opportunity to “fill the gap” and propose guidelines for bridging OMA DRM and DL OTA with UPnP and DLNA specifications. OMA will then offer consumers a consistent, unified framework, so that they can obtain, share and enjoy protected content on any of their devices, without being hampered by technological barriers.
Objectives:

The proposed Work Item would create a reference framework for the delivery, exchange and playback of audio/video protected files across a consumer’s devices. The intent is to leverage existing standards, within and outside OMA, extend their reach, coordinate their interactions, and make additions where needed. Compatibility and consistency shall be preserved.
This Work Item would:
· define a set of audio and video “profiles” (that is, a choice of supported codecs, bitrates, etc);
· describe how devices may acquire content objects and rights objects from remote servers (including, how roles could be shared amongst different devices);
· describe how devices may share content and rights objects between themselves in the “digital home”.

Use cases:

Given the potential complexity and richness of usage scenarios in the “digital home”, the following list of use cases is by no means restrictive. It is rather intended to concentrate specification efforts on key features:

1. Content acquisition:
Download content and/or rights objects to a connected device
2. Content sharing:
Copy or stream protected content between devices in the digital home network, so that this content can be played on any device
3. Domain management:
Add (resp. remove) a device to (from) an OMA DRM domain
Work to be undertaken:
Propose a white paper defining guidelines for bridging OMA DRM and DL OTA with UPnP and DLNA specifications. Such guidelines would possibly include:
· audio and video profiles,
· device classes (i.e., the definition of particular sets of functionalities in devices - DLNA device classes are a typical example of this),

· a framework for purchasing content, including content and rights download protocols,
· how devices in the digital home network can discover content and rights objects, and gain access to them.
The aim is to re-use existing standards as much as possible, especially:
· OMA DRM v2

· OMA DL OTA v1 and v2

· UPnP AV v2
· DLNA Networked Device Interoperability Guidelines
Existing Specifications or Documents Affected:

None.

Linked Affected OMA Groups and External Fora

OMA DRM

OMA ARC

OMA REQ
UPnP Forum

DLNA
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:___Technical White Paper describing implementation guidelines for OMA DRM, OMA DL OTA, UPnP AV and DLNA.____
3 Impacts

	Service Requirements
	Arch
	Charging
	Security
	Privacy
	IOT

	Smart Card
	Terminals
	Servers
	Access
	
	
	
	
	

	
	X
	X
	
	X
	
	X
	
	


Service Impacts:

Terminal and server specifications will need to be adapted.
Architecture Impacts:

Architectural recommendations are likely to be part of the specifications.
Charging/Billing Impacts:

Not in scope (tbc).
Security Impacts:

The OMA DRM standard will be leveraged by the new specifications.
Privacy Impacts:

Not in scope.

IOT Impacts:

IOT is likely to be taken into account at a later stage. Currently the focus is on editing guidelines.
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