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1 Reason for Contribution

<text describing why this contribution is being made>

This contribution has been created to reflect the results of the discussion of OMA-ARC-2003-0288 that has been presented in Stockholm. The following issues from that discussion are being addressed by this contribution:

· The original contribution did not properly reflect the fact that not an end-user itself can be authenticated, but only the device he’s using.

· The topic is in fact identification rather than authentication

· The topic should be addressed by the SEC work group.

2 Summary of Contribution

<text describing the scope and nature of the proposed text or actions to be taken>

This contribution identifies “Identification” and “Authentication” as functions that occur in multiple enablers and thus should be common. A description is provided about what an “Identification” and an “Authentication” common function should do and which different flavours it can have in different situation.

The proposed common functions have been identified by analyzing the “Inventory of Existing Architectues to OMA” (OMA-ARC-Inventory_of_existing_OMA_architectures-V1_0-20030819-D, contained in OMA-ARC-2003-0234R03). A good summary and illustration of the content of that document is provided in the conglomerate architecture picture (OMA-ARC-2003-0274R01), which is not yet approved though.

3 Detailed Proposal

<this is where the actual text or description of activity is placed.  Note that the common Word Document Styles are available to be used so that simple cut-n-paste items from a specification or similar document can occur (somewhat unique styles are used for the section heads in this doc).

· To preserve document numbering after doing a cut-n-paste, select the paragraph in question (e.g. Heading 1-5) select Bullets and Numbering under the Word Format menu, Select the Outline Numbering tab and hit the Customize button where you can then set the starting values for the different levels of the outline.

· For changes to existing text, please use change tracking to capture changes being performed.

>

The current OMA architectures, as listed in the Inventory document, are very diverse, however they all have in common that they comprise multiple network elements and the communication relationships between them. Whenever communication between network elements occurs, the need arises to identify either the other endpoint or the subject on behalf of which the endpoint is acting. Very often, there is also the need to validate (authenticate)  identities.

This contribution proposes to provide generic specifications for the Identification and Authentication functionality so that it can be referenced in actual protocol specifications created within OMA.

Siemens does well understand that the work item #062, under which this contribution is made, does not cover the effort to actually specify the Identification and Authentication functionality in case they are accepted as a Common Function. Instead, a new work item would need to be spawned for that. However, to give an illustration of what we would expect to be specified for the Identification and Authentication functionality, possible implementations are sketeched along with the abstract definition of the functions.
Identification

Definitions

We propose the following working definitions concerning identification functionality:

Identification: The identification function comprises mechanisms to obtain a subject’s identity.

IdentifyInitiator: The IdentifyInitiator function comprises mechanisms that allow the responder in a message exchange to obtain the initiator’s identity.

IdentifyResponder: The IdentifyResponder function comprises mechanisms that allow the initiator in a message exchange to obtain the responder’s identity.

IdentifyEndUser: The IdentifyEndUser function comprises mechanisms that allow the responder in a message exchange to obtain the identity of the end user, on behalf of which the initiator is acting.

All these mechanisms may invoke other functions, such as a user repository, to fulfill their responsibilities.

Examples

The following examples of how the Identification functionality could be implemented are given just for the sake of illustration. They are not intended to lay out a particular solution.

A possible implementation of IdentifyInitiator would be to obtain the peer IP address provided by an underlying TCP/IP connection and possibly map it to a Subject Identification by contacting the RADIUS server that had assigned the IP address to a Subject Identification. Another implementation would be to define a Subject header field that is mandatory in any request message and needs to be filled in by the initiator (or some appropriate intermediary).

A possible implementation of IdentifyResponder would be to obtain the peer IP address provided by an underlying TCP/IP connection and possibly map it to a Subject identification via a RADIUS server. Another implementation would be to define an IdentificationRequest header field that the initiator could include in the request message to ask the responder for it’s identification information, and then let the responder include a Subject header field in the response message.

An implementation of IdentifyEndUser could be to define a Subject datatype which would be included by the initiator of a message exchange either in the message header or maybe as a parameter of the message body.

Authentication

Definitions

We propose the following working definitions concerning authentication functionality:
Authentication: The authentication function comprises mechanisms validate an identity that has been obtained through identification.

AuthenticateInitiator: This function comprises mechanisms by which the responder in a message exchange can validate the initiator’s identity.

AuthenticateResponder: This function comprises mechanisms by which the initiator in a message exchange can validate the responder’s identity.

MutualAuthentication: This function provides both the initiator and the responder in a message exchange with a mechanisms to validate the identity of the other side.

AuthenticateEndUser: This function comprises mechanisms by which the responder in a message exchange can authenticate the identity of a 3rd party on behalf of which the initiator of the message exchange claims to act.

All these mechanisms may invoke other functions, such as a user repository, to fulfill their responsibilities.

Examples

The following examples of how the Identification functionality could be implemented are given just for the sake of illustration. They are not intended to lay out a particular solution.

A possible implementation of AuthenticateInitiator would be to utilize an existing PKI and request the initiator to sign the message with its private key. Another realization would be to secure the environment of the message exchange so that the possibility to alter the identity of the initiator is sufficiently low (simply rely on trust).

A possible implementation of AuthenticateResponder would be to request the responder in the message exchange to digitally sign the response message, or to provide the responder with a “challenge” that it needs to sign.

The most interesting thing is AuthenticateEndUser. A possible implementation would be to contact the identified end user directly (bypassing the initiator). The identity obtained through the IdentifyEndUser function could be used as or mapped to an address where the identified end user can be reached. The responder in the message exchange could e.g. send an SMS, asking to confirm by a PIN that the initiator is acting on its behalf. Another option would be that the end user digitally signs the request sent by the initiator.
4 Intellectual Property Rights Considerations

<Describe the status of any IPR that this contribution may affect>

None known at the moment.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

Siemens kindly asks ARC to approve that Identification and Authentication (and their subfunctions) as described in this contribution shall become Common Functions.

Siemens kindly asks ARC to review the given definitions and use them as an input for the Common Functions Informative Report, which is a deliverable of WI #062 (Common Functions), which in turn is already approved by TP.
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