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1 Reason for Contribution

<text describing why this contribution is being made>

· GOAL WI requests to analyse existing architectures in order to identify gaps and inconsistencies

· Siemens considers privacy as an important aspect under which such analysis should be done.

· Siemens has done a comparison of Wireless Village and Location under the aspect of privacy. These two enablers are particularly relevant because their main objective is to provide applications with access to sensitive information about subscribers.

· This analysis is considered an input to the “Gaps and Inconsistencies Report” deliverable defined in the GOAL WI.
2 Summary of Contribution

<text describing the scope and nature of the proposed text or actions to be taken>

· Evidence is given that Privacy is an issue that is addressed in a diverging manner in multiple enablers.
· Conclusion is drawn that this divergence is a major flaw from on overall OMA perspective and has bad impact on multiple OMA stakeholders, such as vendors, or application developers.

· Proposal is made that privacy related issues are specified at a unique place, namely by means of a Privacy Common Function.

3 Detailed Proposal

<this is where the actual text or description of activity is placed.  Note that the common Word Document Styles are available to be used so that simple cut-n-paste items from a specification or similar document can occur (somewhat unique styles are used for the section heads in this doc).

· To preserve document numbering after doing a cut-n-paste, select the paragraph in question (e.g. Heading 1-5) select Bullets and Numbering under the Word Format menu, Select the Outline Numbering tab and hit the Customize button where you can then set the starting values for the different levels of the outline.

· For changes to existing text, please use change tracking to capture changes being performed.

>

Privacy across OMA Architectures

Semantics of the term “Privacy” in OMA
There’s several resources in OMA that deal with privacy. This chapter gives a summary of the following resources that are, or should be, relevant when it comes to the semantics of a term that is used within OMA.
Dictionary

The primary source for a definition of any term used within OMA shall be the dictionary. However, the current version of the dictionary (OMA-Dictionary-V1_0-20030902-D) does not define the term “Privacy” at all.

Privacy Requirements Document

There is a very useful document that defines “Privacy Requirements for Mobile Services” OMA (OMA-Privacy-V1_0_0-20031001-D). A recollection of some concept of this document is given here, however, the reader is strongly encouraged to refer to the original source as well.
One concept introduced in the above mentioned document is that privacy in general has three aspects:

· personal privacy is about content filtering and other mechanisms to ensure that end users are not exposed to whatever violates their moral senses,

· territorial privacy is about protecting the user’s property - e.g. the user equipment - from being invaded by undesired content, such as SMS or email messages,

· informational privacy is about data protection, and the users right to determine how, when and to what extent information about her is communicated to other parties, and the execution of this right might be based on her knowledge about what the other party’s intention is.
The second concept that is relevant for this analysis is the role model that the privacy requirements document proposes:

· The Data Subject is the person being represented by some Personal Data. In general, within the context of this specification, the Data Subject refers to a user of mobile services. The relationship between a Data Subject and the Controller expresses these privacy requirements.

· Personal Data relates to a particular data subject. Through Personal Data the identity of a Data Subject may potentially be derived (e.g. a telephone number would identify the user) and/or they contain other information on the data subject (e.g. preferred web-sites of the user).

· The Controller of Personal Data is the entity that is "in charge" of a Data Subject's Personal Data. The Controller could for example be an operator, a service provider or, more generally, any entity that keeps or gathers personal data of the Data Subject. The Controller determines the purposes and means of the processing of personal data.

· A Recipient is an entity (e.g. a person, public authority, agency…) to whom Personal Data of a Data Subject may be disclosed by the Controller. A Recipient would request the Controller to access Personal Data. Depending on privacy settings of the Personal Data the Controller may pass these Personal Data to the Recipient.

· A Processor, who may have some of the duties of the Controller (concerning Personal Data) relayed to it and therefore be authorised to process (e.g. collect, record, store, make available…) a Data Subject’s Personal Data on behalf of the Controller.

The basic difference between "Controller" and "Processor" lies in the fact, that the Controller is the main responsible for defining (the scope of and the means to protect) privacy for the Data Subject. A Processor only acts on behalf of a controller. Thus a Processor disclosing Personal Data to a Requestor may only do so after being authorized by the Controller !

Presence Requirements Document
Siemens has recently proposed enhancements to the Presence RD in document OMA-REQ-2003-0720. These enhancements contain an informal definition of the term “Privacy” (from a presence enabler perspective):

“Privacy tries to protect user data against unwanted and unauthorized access. The presence privacy tries to protect the data about the availability and presence of a mobile user against unwanted and unauthorized data access. 

All watchers that want to get data about the presence and availability status of another user need to be authorized for their access. The authorization is realised in two different modes:

· The user who owns the mobile terminal (presenter) is directly asked for permission if a watcher tries to fetch or subscribe his presence data.(Reactive Authorization)

· A system that acts on behalf of the user (presenter) decides for permission if a watcher that is known tries to fetch or subscribe his presence data. (Proactive Authorization)”

This quote is interesting for two reasons:

· It shows that the main focus regarding privacy is typically on informational privacy.

· It introduces the concept of (reactive or proactive) authorization. In the context of presence and privacy, authorization means the data subject’s consent to disclose information that relates to the data subject’s informational privacy, namely information about his or her current presence status.
Privacy Features in OMA Enablers

This chapter summarizes how privacy is currently being addressed in the location enabler or Wireless Village respectively.

Location
Note: The location work group has so far only released stage 3 protocols part of an overall location solution, that is, the specification of protocols. In the work split between OMA and 3GPP it has been agreed that stage 2 (architecture) is done by 3GPP SA2. Therefore, the relevant architecture document for location is the 3GPP TS 23.271. (Note that the location work group does currently work on architecture as well)
The corresponding architecture, as specified in TS 23.271 in its current version v6.5.0, maps to the privacy role model as introduced by the privacy requirements document as follows:

· the Data Subject is the subscriber whose current location is being requested (called “target” in the scope of the location work group),

· the Personal Data is the location information of that subscriber,

· the Controller role is assumed by the GMLC (in conjunction with the PPR), because this is the node that decides (alone or with the help of a PPR) whether or not to disclose the location information to others through the MLP protocol,

· the Recipient role is assumed by the LCS Client, because this requests the location information from the GMLC.

The location architecture addresses privacy in several ways:

The location architecture supports delegation of privacy decisions to a centralized node.

This is done by introducing another entity called PPR (privacy profile register) that is responsible for taking privacy decisions. The Home GMLC (assuming the role of a controller role) is supposed to delegate the decision about disclosing location information or not to the PPR. The Lpp reference point is being introduced, via which the GMLC can explicitly request a decision on privacy from the PPR. PCP (Privacy Checking Protocol) is currently being defined as the protocol at the Lpp and Lid reference points.
The location architecture defines the information, or context, that the PPR shall be provided with in order to take a decision on privacy.

For example, clause 7.4.1 of 23.271 v6.5.0 defines attributes to be included in a privacy checking request over Lpp:
· Target UE identity, (one or both of MSISDN and IMSI), if needed;

· If PPR contains PMD functionality the LCS Authorisation Request may contain the same information as the LCS Identity request, i.e. the pseudonym of the target UE, if needed.

· Indication on call/session related MT-LR;

· LCS Client identity, i.e. LCS client external identity or internal identity;

· …
The location architecture defines the levels of privacy that the PPR can request.

For instance, clause 7.4.2 of TS 23.271 v6.5.0 defines the following behaviour that the PPR can request from the GMLC (in its Controller role) to actually ensure the requested privacy:
· positioning not allowed;

· positioning allowed without notifying the UE user;

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

· …
The location architecture allows the privacy decision to depend on the Personal Data itself.

This means that the PPR can request from GMLC to provide along with the privacy checking request the actual location that would be provided. This enables the PPR to consider even this information before taking a privacy decision.
The location architecture does define a mechanism, or model, by which a privacy decision shall be taken.
This mechanism is specified in Annex A of 23.271.
The location architecture does not define how the subscriber can adjust how the privacy decision is taken.

It is assumed that the subscriber (or Data Subject) will have a means to control the decisions taken by the PPR. However, the location enabler does not specify which level of control the subscriber has, nor how the algorithm that is used by the PPR and its parameters are to be presented to the subscriber. 
Presence (Wireless Village)
The WV architecture maps to the privacy role model as introduced by the privacy requirements document as follows:

· the Data Subject is the presenter whose current presence status is being requested

· the Personal Data is the presence information of that subscriber,

· the Controller role is assumed by the Wireless Village Server. Within the Wireless Village Server, the Controller role could be delegated either to the Presence Service Element or to the Service Access Point.

· The Recipient role is assumed by any Watcher, such as a Wireless Village Client (CLP or CSP) or another Wireless Village Server accessing presence information via SSP.
The WV architecture defines two modes of taking a privacy decision: proactive authorization and reactive authorization.
Proactive authorization means that the Wireless Village Server takes the privacy decision instantly without interacting with the presenter, while reactive means that the presenter takes the privacy decision himself/herself in an interactive dialogue with the Wireless Village Server.
The WV architecture defines that privacy decisions shall be based on access control lists.

By doing so, they do implicitly define how the subscriber can adjust how privacy decisions are taken. The subscriber does so by managing his access control lists.

The WV architecture does not specify further information, or context, that shall be considered when doing proactive authorization or that the end-user shall be presented with when doing reactive authorization.

The IETF Policy Model

Although not an OMA architecture, and not listed in the ARC Inventory, an overview of the IETF policy model is given here for reference. The IETF policy model is considered relevant here because policies can control (informational) privacy. The IETF model is described in a number of RFC’s, e.g. RFC 3198 (Terminology) and RFC 2748 (Common Open Policy Service, or COPS).
If policies are used to control privacy, then the entities in the IETF policy model map to OMA’s terminology as follows:

· the PEP is equivalent to the Controller in OMA’s privacy role model,

· the PDP and PR do not map to terms in OMA’s privacy role model,

· however, the PPR in the Location enabler is equivalent to a combination of the PDP and the PR in the IETF policy model.

The IETF policy model separates Policy Management, Policy Decision and Policy Enforcement.

It introduces the Policy Repository (PR) for storing policies, the Policy Decision Point (PDP) for taking policy decisions, and the Policy Enforcement Point (PEP) for executing the policy action(s) that may result from the policy decision based on policy rules.

Policy decisions are taken by the PDP. The PEP requests policy decisions from the PDP. The PDP responds with the policy actions that need to be executed to enforce the policies. The COPS protocol (RFC 2748) is defined for communication between the PEP and the PDP.
The IETF policy model defines an information model of how to represent policies.
Policies are represented as a set of policy rules, which consist of (see RFC 3198)
· policy conditions that describe the necessary state and/or prerequisites that define whether a policy rule's actions should be performed.

· policy actions that need to be carried out when the policy conditions are met (evaluate to “true”).

The IETF policy model provides a schema for specifying the information, or context, which shall be considered in policy decisions.
The rule model is complemented by the concept of a Policy Information Base (PIB). A PIB defines subject specific variables that can be used in policy conditions, and policy actions that can be used in policy rules.
The IETF policy model defines (at least partially) the mechanism by which a policy decision should be taken.

The mechanism is to assign the context provided by the PEP to the variables used in policy rules, then evaluate the policy condition, and if the condition evaluates to “true”, request the PEP to execute the associated policy action.
The mechanism to take policy decisions does not depend on the semantics of what is controlled by these policies.
The PDP only knows how policy rules are structured and how to evaluate them. The actions that need to be executed to enforce the policies are only determined by the PDP. Execution of the action is delegated back to the PEP, which knows their specific semantics.

This allows for the PDP and PR to be generic. Everything specific to what shall be controlled by policies (e.g. privacy) is only known by the PEP.

Conclusion
A comparison of the above mentioned OMA enablers shows that they are addressing privacy differently today.
· Location defines different levels of privacy, while WV relies on “proactive” and “reactive” authorization of requests. These concepts are similar but incompatible.

· Location defines a data model of information that shall be considered in privacy decisions, and also defines the algorithm for privacy decisions, while WV is lacking such level of detail.

· Both specifications make no reference to OMA’s privacy requirements document and don’t provide the roles defined there.
· There are acitivies outside OMA (namely the IETF policy model and the COPS protocol) that could be used as a generic mechanism to take privacy decisions based on policies.

The current practive of addressing privacy issues in specifically in each OMA enabler creates the following problems:

· OMA workgroups do a lot of duplicate work for answering the same questions.

· Application developers using OMA enablers need to understand and use different ways to do the same thing.

· Vendors that provide implementations for multiple enablers in their portfolios need to develop multiple solutions for the similar problems – one per enabler (rather than re-using a single module across multiple enablers).

· Current OMA enablers do not address the trend to control network behaviour (including privacy decisions) based on policies.

4 Intellectual Property Rights Considerations

<Describe the status of any IPR that this contribution may affect>

5 Recommendation

<provide a description of the intended actions to be taken by the group>

We suggest that

· ARC identifies Privacy as a Common Function, creates an appropriate WI under the Common Functions WID and adds the above considerations to the CF Tracking Document.
· this Common Function is requested to consider the OMA requirements on privacy described in OMA-RD_Privacy-V1_0_0-20031001-D
· the valuable work that has been done in different workgroups and that focuses on different aspects is being combined into an overall privacy concept, which would then be the Privacy Common Function specification,

· the IETF policy model is considered when specifying the overall privacy concept, or Privacy Common Function,

· ARC establishes a recommendation (under the OSE work item) that the resulting overall privacy concept, or Privacy Common Function, is to be used whenever an OMA enabler is about disclosing sensitive information to an application (such as in the location enabler, presence enabler, and maybe other upcoming OMA enablers such as payment and charging).
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