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1 Reason for Contribution

This contribution provides comments to 211R02 – which was placed in R&A. The R&A comment will point to this document.

2 Summary of Contribution

The detailed proposal section is basically the same as the 211R02 document, with the exception of correcting a couple of typos, and proposing an alternative diagram – if indeed the CBCS-2 interface can be demonstrated to be exposed as an I0. Other comments can be seen turning on the word comments option. 

3 Detailed Proposal

Change 1:  Some editorials

3.2
Definitions

For the purposes of the present document, the terms and definitions given in [OMA-DICT] and the following apply:

	Authorized Principal
	A Principal (see [OMA-DICT]) with permissions to perform specific action(s) or receive specific information [CBCS RD]

	Categorization Based Content Screening User Profile
	The User Profile (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Content Category
	A category assigned to content, aiming to describe the characteristics of the content [CBCS RD]

	Categorized Content
	Content for which one or more Content Categories have been assigned [CBCS RD]

	Pre-Categorized Content
	Categorized Content which includes its Content Category and the Content Provider’s identity [CBCS RD]

	Non-Categorized Content
	Content for which no Content Category has been assigned [CBCS RD]

	Content Scanning
	The act of determining the Content Category (or Content Categories) of the content [CBCS RD]

	Content Screening
	The act of blocking, allowing or amending content [CBCS RD]

	Screening Rule
	A Policy Rule (see [OMA-DICT]) that uses Screening Criteria and Screening Actions [CBCS RD]

	Screening Action
	A Policy Action (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Screening Criteria
	Policy Conditions (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	
	

	
	


Change 2:  Some editorials

4.
Introduction
(Informative)

Editor’s note: a contribution is invited that copies definitions of terms used below from the RD and proposes they are included in the AD.  In addition, reconsider the use of capitals for defined terms.  Ensure the references to requirements remain valid.

As the multimedia capabilities of mobile terminals improve, an increasing number of content services become available to mobile Subscribers.  As a consequence, the mobile User’s exposure to illegal, undesired or malicious content also increases.  As mobile devices have become widespread among all parts of the population, this creates a new challenge of protecting Subscribers, for example minors, from inappropriate content.

The objective of the Categorization Based Content Screening (CBCS) Enabler is to screen content, independent of either the Resource (e.g. Device [CBCS-RD: CBCS-FUNC-24]) used to request screening or the Enabler or protocol used to deliver the content to the device [CBCS-RD: CBCS-FUNC-017].

The screening process may use information such as a content category, other information (e.g. pre-categorized content [CBCS-RD: CBCS-FUNC-005], originator
, etc. [CBCS-RD: CBCS-FUNC-012]), CBCS user profile (such as the user’s age), and screening rules.  As a result of applying the rules, the content may pass, be blocked, be subject to modification, be combined with a warning, or pass after consent is received.  The screening rules are managed by authorized Principals [CBCS-RD: CBCS-ADM-006].

NOTE: the above references and description is not intended to exhaustively capture all requirements in the CBCS RD [CBCS RD].

Change 3:  Introduce the architecture diagram

5.1
Dependencies

Editor’s note: a contribution is invited that copies definitions of terms used from the RD and proposes they are included in the AD. In addition, reconsider the use of capitals for defined terms.

The following text places the description of the CBCS enabler found in Section 4 in the context of concepts defined in the PEEM AD [PEEM AD].  The CBCS enabler contains two components: 

· content screening component: screens according to Screening Rules, CBCS User Profile information and content category/other characteristics (see also Section 5.3.1, but for the purposes of identifying dependencies, please note the resemblance with PEEM [PEEM AD: Section 5.3.1]), and

· content categorization component (see also Section 5.3.2).  

The content screening component can be deployed in the proxy usage pattern [PEEM AD: Section 5.2] and/or in the callable usage pattern [PEEM AD: Section 5.2].  The callable usage pattern reduces functional overlap between enablers [OSE RD] in case the same screening rigour is applied to content delivered using browsing, including (but not limited to) HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.  Finally, it is evident from [CBCS-RD: CBCS-ADM-006] that an interface is required for the purposes of managing Screening Rules [PEEM AD: Section 5.3.3].

To ensure the use of coherent terminology and consistent architectural mapping, this enabler reuses the PEEM AD as a baseline when defining a CBCS-specific PEEM callable interface and a CBCS-specific PEEM management interface. The high level PEEM requirements are defined in the PEEM RD [PEEM RD]. Note that the purpose of the PEEM RD and PEEM AD is not to mandate if and how enablers such as CBCS should support the PEEM callable interface and PEEM management interface. Instead, the CBCS RD [CBCS RD] and this document define CBCS enabler specific requirements and how to apply the PEEM callable interface and PEEM management interface. This enabler depends on PEEM [PEEM AD] for its PEEM specified callable interface (a.k.a. PEM-1) and PEEM specified management interface (a.k.a. PEM-2).  The CBCS enabler may be realized using PEEM proxy mode and PEEM callable mode.
NOTE: in the PEEM proxy mode the enablers delivering the content that is intercepted may have already categorized the content and therefore needs to support a means to convey the categorization information.

5.2
Architectural Diagram

Editor’s note: contributions are invited to introduce a figure that is inspired by the PEEM AD.  One that conveys the CBCS enabler can be in PEEM proxy mode and PEEM callable mode

This section contains the CBCS architectural diagram using some PEEM nomenclature [PEEM AD]. 
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Figure 1. CBCS Enabler architecture
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Figure 1. CBCS Enabler architecture – alternative picture
Editor’s note: the CBCS-1 (PEM-1) interface name may change pending other ARC decisions
The CBCS user profile is made available to the Content Screening Component using an I2 interface, and it is not depicted.

5.3
Functional Components and Interfaces

Editor’s note 1: Since CBCS depends on PEEM, it is FFS if a Diameter binding exists for the CBCS’ PEM-1 interface.

Editor’s note 2: It if FFS if all requirements in CBCS RD [CBCS RD] are addressed

5.3.1
Content Screening Component

The Content Screening Component has the following features:

· identifies the Screening Rules associated with the request 

· processes the Screening Rules, i.e. goes through the following steps:

· evaluates Screening Rules using content category/other characteristics
 received and other context information (e.g. CBCS User Profile). 

· execute the Screening Actions resulting from a positive evaluation of the Screening Criteria, and

· may return, after completing all previous processing, a screening decision to a requestor. A request for Screening Rules processing can arrive to the Content Screening Component either as a direct request for support from another entity or as a request from another entity to another resource, proxied (or intercepted) by CBCS. In the first case, the policy
 processing may complete by returning a policy
 decision to the requesting resource or perform enforcement itself. When a policy
 decision is returned to a resource, that resource is in control of deciding how to handle the rendered decision. In the second case, the policy
 processing completes by forwarding the (possibly modified) content to the destination resource or blocking the content.

· provides the functions of creating, updating, deleting, and viewing of Screening Rules.
NOTE: The Content Screening Component could be realized using PEEM, assuming that that PEEM realization supports CBCS-1, Screening Rules and CBCS-2.
5.3.2 Content Categorization Component

Upon request, maps content/other characteristics to one or more Content Categories.  The content category is determined using a one way function.  One or more content categories are returned.

5.3.3 CBCS-1 (PEM-1)
This interface is derived from PEM-1 [PEEM AD].  Specifically, Content Screening User identification content (or a content signature (e.g. URI)), and other information (e.g. content originator) is passed over this interface in order to allow processing of the Screening Rules.
Editor’s note: the name of this interface can change; it could become PEM-1 (CBCS-1) or stay CBCS-1 (PEM-1)
5.3.4 PEM-2

This interface is derived from PEM-2 [PEEM AD]. It allows Authorized Principals to manage Screening Rules.

5.3.5 CBCS-2
Using this interface a component can request categorization of content based on, e.g. the content itself (or a content signature (e.g. URI)) and/or other information (e.g. content originator).  A set of content categories is returned
.  
NOTE: This interface satisfies [CBCS-RD: CBCS-FUNC-002], [CBCS-RD: CBCS-FUNC-003], [CBCS-RD: CBCS-FUNC-018], and [CBCS-RD: CBCS-FUNC-019].
5.3.6 Proxy Interface

Like in the [PEEM AD, Section 5.3.2], the Proxy interface is not specified by CBCS.  Examples include (but are not limited to) browsing, HTTP, and messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.

5.3.7 Interface to other resources

Like in the [PEEM AD, Section 5.3.5], the Interface to other resources (e.g. other than the Content Categorization Component) is not specified by CBCS. 

The “Proxy Interface” and the “Interface to other resources” have similar properties and behaviour.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is for the comments provided in this contribution to be reviewed/addressed before disposing of 211R02.

�PAGE \# "'Page: '#'�'"  ��Should this be “content originator”, and in any case – should that term be defined ?


�PAGE \# "'Page: '#'�'"  ��Comments on figure:


should the arrows of the interfaces specified in CBCS be in bold, as opposed to the other ones ?


if indeed CBCS-2 is an interface (exposed to others, not just the Content Screening component) shouldn’t it be shown as such on the picture – I added a pic to show what I mean.


�PAGE \# "'Page: '#'�'"  ��You changed “characteristics” to “information” in Intro section. Should the same change be applied here ?


�PAGE \# "'Page: '#'�'"  ��Should it be “Screening Rules” instead of “policy” ?


�PAGE \# "'Page: '#'�'"  ��Should it be “Screening rules decision” instead of “policy decision” ?


�PAGE \# "'Page: '#'�'"  ��Should it be “Screening rules decision” instead of “policy decision”


�PAGE \# "'Page: '#'�'"  ��Should it be “Screening rules” instead of “policy”


�PAGE \# "'Page: '#'�'"  ��Is it different than PEM-2 or is it identical ? What exactly does “derive” imply (and if it is different than PEM-2 – should the label carry some qualification ?). If it is NOT different, than it needs to be grouped together with interfaces that are used by, but not specified in CBCS.


�PAGE \# "'Page: '#'�'"  ��There seems to be different opinions on whether this indeed is an I0 (or rather an I2). Is indeed a CBCS-2 exposed to others, except the CBCS Scanning component (in which case the diagram may be better represented as in the figure I added); e.g. is such interface, irrespective of the “screening” function, going to be used by other resources to categorize content ?


�PAGE \# "'Page: '#'�'"  ��Like in the PEEM AD, maybe we need this in a separate sub-section – e.g. all the “outsiders” in a section, and the “insiders” in a different section. Probably easier to start doing this now, rather than arguing about it at the end.
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