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1 Reason for Contribution

This contribution attempts to progress the work on the GPM AD. R01 is addressing comments received (including some in contribution 261) and adding a supporting company. R02 is addressing comments received during R01 review and adds supporting companies.
2 Summary of Contribution

This contribution provides a rationale for proposing the architectural diagram and functional components and interfaces (in the summary section) followed by the ”Detailed Proposal” that represents proposed text/figures for the GPM AD. 

Many GPM requirements indicate the need to specify GPM I0 interfaces:

1. for resources to send requests to GPM, and receive in return decisions resulting from the evaluation of the permissions rules

2. for managing permissions rules 

Other GPM requirements serve as indication of what a GPM permissions rule expression language specification may need to support.

Finally, other requirements point to auxiliary behaviour of GPM, which can be realized using other existing OMA interfaces and/or I2 interfaces – hence may not result in GPM specifications.

3. 
a. 
b. 
c. 
4. 

a. 
5. 
a. 
b. 


3 Detailed Proposal

Change 1:  Introduce the architecture diagram and functional components and interfaces

5.2 Architectural Diagram

Editor’s note: For terms used throughout this contribution, the definitions in the GPM RD apply. Since the GPM RD is not yet approved, the final definitions should be added at that time.

Editor’s note: References to other documents are the subject of a separate contribution – in which [GPM RD] is a reference to the GPM Requirements Document, [PEEM RD] is a reference to the PEEM Requirements Document, and [PEEM AD] a reference to the PEEM Architecture Document]

Editor’s note: arguments could be made that this logical architecture could be split in multiple components. We suggest to start with this logical view, and perform any splits once we better understand that such splits would be beneficial in the use of the enabler. Since GPM is a possible derivation of PEEM, and PEEM AD has been agreed as 1 single logical component, the current thinking is we should inherit this view, until we find architectural reasons to take a different approach – which may have a ripple effect of re-visiting PEEM architecture (if indeed GPM is a derivation of PEEM). Should we decide to stick with the non-split logical architecture, the recommendation is to at least consider describing possible particular implementations based on split architecture in an Appendix. Such alternatives would be forthcoming as separate contributions.

This section contains the GPM architectural diagram using some PEEM nomenclature [PEEM AD].  The GPM enabler architecture has similarity with PEEM architecture. For the permission checking, an architecture is required that supports a callable usage pattern similar to the one supported by PEEM (see Section 5.3, and description of this pattern in [PEEM AD]). For the permission rules management, an architecture that supports management of individual permissions rules is required, but it may be built on PEEM architecture if all GPM requirements are supported by it (see Section 5.3, [PEEM RD] and [GPM RD]).
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Figure 1. GPM Enabler architecture

Editor’s note: the GPM-1 (PEM-1) and GPM2-(PEM-2) interface names may change pending other ARC decisions

Interfaces are based on the requirements that imply interactions with other resources, and are critical for interoperability between those resources.  Other requirements point to the behaviour of the architectural component, and may require the use of I2 interfaces in order to be fulfilled (e.g. requirements regarding management of actor roles/rights) but do not necessarily require the specification of I0 interfaces because interoperability between resources is not a GPM issue in this case, and how those roles/responsibility are being assigned does not affect the GPM functionality described in the GPM RD. 

5.3
Functional Components and Interfaces

5.3.1
Permissions Checking and Management Component

The Permissions Checking and Management Component has the following features:

· processes the Permissions Rules, i.e. goes through the following steps:

· may identify the Permissions Rules associated with the Permissions Checking request as part of the permission rule processing, if not identified prior to starting up the processing
· evaluates Permissions Rules using input arguments received from a Permissions Checking Requester (a resource that issues a Permissions Checking Request to GPM enabler) and other GPM context information (e.g. GPM protected permission targets, GPM protected attributes, GPM “ask management” additional information, etc ).
· determines, and returns to the Permissions Checking Requester a decision to:

· GRANT (grant permission to release Target Attribute(s)) or

· DENY (deny permission to release Target Attribute(s))

In addition to this, a decision could include an action to ASK (Ask for consent from Ask Target) – an action that the GPM enabler would complete prior to returning the decision to the Permissions Checking Requester
· 

· provides the Permissions Rules management functions to a Management Requester - a resource that issues a request for performing functions such as:

· creating, reading, deleting, modifying, listing, suspending, resuming and prioritizing of Permissions Rules, overwriting priorities of Permissions Rules

· associating/disassociating permission rules with attributes, application feature sets, permissions targets

· notifies authorized principals when changes occur in permission rules, or protected attributes, or management roles/responsibilities 

· notifies authorized principals and/or asks them for consent on permissions checking decisions (e.g. send Ask Request to Ask Target)

NOTE 1: The Permissions Checking and Management component is realized using PEEM, with appropriate enhancements to address specific GPM requirements for GPM Permissions Rules expression, GPM permissions checking requests and GPM permissions rules management requests.

NOTE 2: There are other functions captured by GPM requirements [GPM RD] which are considered important to GPM in defining internal GPM enabler implementation functionality, but may not be considered critical to be specified by GPM, and therefore may not be reflected in GPM specifications. Such functions support: assigning/retrieving/modifying/revoking/delegating management roles/responsibilities (e.g. per permissions target).
5.3.2 GPM-1 (PEM-1)

This interface is derived from PEM-1 [PEEM AD], using the PEEM defined process of using templates. All input arguments required in the evaluation of the permissions rules (e.g. Permissions Target identity, Target Attributes, Target Attribute Requester identity and other information) and all output arguments (e.g. decision rendered by the evaluation of Permissions Rules) are passed over this interface.

Editor’s note: the name of this interface can change; it could become PEM-1 (GPM-1) or stay GPM-1 (PEM-1)

5.3.3 GPM-2 (PEM-2)

This interface is derived from PEM-2 [PEEM AD]. It allows Authorized Principals to manage Permissions Rules. Specific GPM requirements may require new arguments to be specified and passed using this interface, in addition to arguments found necessary for the more generic PEEM PEM-2 interface (e.g. the functions of creating/updating, deleting and viewing apply to individual permission rules, permission rules may have associated type – neither of those are currently required by PEEM RD, but they will be taken into consideration when finalizing the PEEM specifications to be re-used by GPM).

Editor’s note: the name of this interface can change; it could become PEM-2, or PEM-2 (GPM-2) or stay GPM-2 (PEM-2)

5.3.4 


5.4 Other components and interfaces

In addition to the GPM specified components and interfaces, there are other elements represented in Figure 1 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 1 that interact with GPM:

· Interface to other resources

· Like in the [PEEM AD, Section 5.3.5], the Interface to other external resources is not specified by GPM. This interface may be used, for example, in the Permissions Rules evaluation process when the evaluation of conditions may require delegation of functions to other resources, or when a decision requires a notification to an authorized principal, or an “ask request” to be performed before returning the decision to the Permissions Checking Requester.

Editor’s note: we may have to revisit at a later stage whether we need to define an OMA I0 interface for notification and “Ask Request”. In particular, we need to address how requirements that explicitly refer to passing information for the “ask request” will be resolved (e.g. whether we specify this in GPM). If so, possibilities include defining a dependency on a to-be-identified I0 from another OMA enabler, and/or defining an additional notification agent component, which may expose a to-be-defined GMP specified I0 “notification/ask request” interface). This becomes an item for further study/contributions.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend ARC to discuss and agree the material for inclusion in the GPM AD.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 1)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 7)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

_1217633764.ppt






GPM-1 (PEM-1)

GPM-2

(PEM-2)

Interfaces to other resources

Permissions

Checking and Management



Legend

Component part of the GPM enabler










_1217192946.ppt






GPM-1 (PEM-1)

GPM-2

(PEM-2)

Interfaces to other resources

Permissions

Checking and Management

GPM-3



Legend

Component part of the GPM enabler










