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1 Reason for Contribution

This contribution is addressing AI 129. Revision R01 addresses comments received to the initial contribution. Revisions R02 changes the name of the company, and addresses some new comments received.
2 Summary of Contribution

Issue 1 outlined in contribution 333 was identified as: management of the permissions rules may be conditional to some policy processing or result into additional policy processing. Several GPM requirements point to the fact that when permissions rules are provisioned (created, modified, deleted), some identified principals may have to be notified prior to, and/or after the provisioning has taken place, and/or when the permissions rules become effective. Contribution 347 suggested that this can be achieved via external policies, and the discussion that ensued in Athens concluded that it is not clear how exactly that would be achieved, in particular because it was not clear when/how the principals to be notified are identified and made available to GPM or the policies that apply to request/responses from GPM.

Contribution 389 added an analysis of all GPM requirements against the current GPM AD. From that analysis, some, although not all aspects of requirements HLF-5, 7 & 8, PermTypes-3 & 4, PMF-10, 13 & 15 and OSR-25 are in-scope for AI 129.

The detailed proposal will:

1. further detail the different aspects of those requirements, and break down the overall issue into finer granularity

2. propose solutions for each of the more granular issues perceived, so that all these requirements can be supported. That would include proposals going possibly beyond the initial intent of AI 129, to ensure that those identified requirements above can be indeed fulfilled.

3 Detailed Proposal

Further analysis of requirements relevant to AI 129

Requirement HLF-5:

The GPM enabler MAY provide mechanisms for the GPM Administrator to determine the GPM enabler implementation behaviour that applies when changes to permissions rules cannot be made effective immediately, e.g. by notifying the permissions target(s), do nothing, logging etc.. (Use Case 5.3).

This requirement consists of several granular issues:

a. A mechanism for GPM administrator (an authorized principal) to determine how certain permission rules may act when a permission checking request is submitted against them.

b. An implication that changes to the permissions rules may not take effect immediately, but later (not clear if by design – e.g. staging during provisioning, or just because of the fact that while the changes take time to be effected, permissions checking requests may still arrive

c. A potential notification to be sent to the permissions target (the other options e.g. do nothing, logging, are implementation specific.

d. The notification destination. In this requirement, the permissions target may be the destination for the notification. The issue is - how does GPM know whom to send the notification to.

Requirement HLF-7:

A Permissions Manager and/or a Permissions Manager’s Delegate that has requested changes to permissions rules SHOULD be notified when the changes are effective or will become effective. (Use Case 5.3)

This requirement consists of several granular issues:

a. An implication that changes to the permissions rules may not take effect immediately, but later (not clear if ny design – e.g. staging during provisioning, or just because of the fact that while the changes take time to be effected, permissions checking requests may still arrive). Currently there are no explicit requirements for staging permissions rules changes, before applying them; this however could be considered during the GPM TS phase. One simple solution, which may not require anything special in the specification, is to have a temporary storage for the permissions rules, where they get vetted, then only moved to the permanent storage. Storage is out-of-scope for GPM, hence this is left to the implementers (i.e. to offer tools to move from one storage to another … and therefore committing the new permissions rules, and determine the timing of their becoming effective).

b. A potential notification to be sent to the permissions target (the other options e.g. do nothing, logging, are implementation specific). Notifications are a common theme across multiple requirements and should be addressed in a consistent manner. The solution should be to identify another enabler (existing or future) to be used for all types of notification.

c. The notification destination. In this requirement, the permissions manager/delegate may be the destination for the notification. The issue is - how does GPM know whom to send the notification to.

Requirement HLF-8:

When using a service for the first time, it SHALL be possible for the Permissions Target to be informed that default permissions rules have been provisioned for him/her.
This requirement consists of several granular issues:

a. A potential notification to be sent to the permissions target (the other options e.g. do nothing, logging, are implementation specific). Notifications are a common theme across multiple requirements and should be addressed in a consistent manner. The solution should be to identify another enabler (existing or future) to be used for all types of notification.

b. The notification destination. In this requirement, the permissions target may be the destination for the notification. The issue is - how does GPM know whom to send the notification to.

Requirement HLF-9:
It SHALL be possible to notify a Permissions Target of any changes to permissions rules made on their behalf by a Permissions Manager and/or a Permissions Manager’s Delegate. (Use Case 5.3)

This requirement consists of several granular issues:

a. A potential notification to be sent to the permissions target (the other options e.g. do nothing, logging, are implementation specific). Notifications are a common theme across multiple requirements and should be addressed in a consistent manner. The solution should be to identify another enabler (existing or future) to be used for all types of notification.

c. The notification destination. In this requirement, the permissions target may be the destination for the notification. The issue is - how does GPM know whom to send the notification to.

Requirement HLF-25:

The GPM enabler SHALL support the ability of network or terminal resources, (e.g. IM, Presence, PoC enabler, SUPL client…) to stay aware of updates performed on the permissions rules associated to the resource.
This requirement consists of several granular issues:
a. A way for GPM to identify a particular resource, if attributes related to such resource are under GPM protection.

b. A way for GPM to detect that a permissions rule changes may affect attributes from a particular resource.

c. A potential notification from GPM to such resources when affecting permissions rules changes occur.

d. A way for resources to stay aware of permissions rule changes.

e. The notification destination. In this requirement, a resource may be the destination for the notification. The issue is - how does GPM know whom to send the notification to.

Requirement PermTypes-3:

Among the types of rules supported by GPM there SHALL be a permissions rule type that allows the Permissions Target (i.e. a principal or group of principals) and/or Permissions Manager and/or Permissions Manager’s Delegate to be notified of changes to permissions rules. (Use Case 5.3)
This requirement consists of several granular issues:
a. A way for GPM to be informed (“permissions rule type”) when a permissions rule is submitted for provisioning, that  when changes are applied to this rule, some authorized principals may have to be notified.

b. A potential notification from GPM to such principals when permissions rules changes occur.

c. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination may be a principal or a list of principals.

Requirement PermTypes-4:

Among the types of rules supported by GPM there SHOULD be a permissions rule type that allows a Permissions Target to be notified once changes to his permissions rules take effect. 

(Use Case 5.3)
This requirement consists of several granular issues:
a. A way for GPM to be informed (“permissions rule type”) when a permissions rule is submitted for provisioning, that when changes to this rule become effective, some authorized principals may have to be notified.

b. An implication that changes to the permissions rules may not take effect immediately at provisioning time, but later.

c. A potential notification from GPM to such principal when permissions rules changes occur.

d. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination may be the Permission Target.

Requirement PMF-10:

It SHOULD be possible for Permissions Managers and/or Permissions Manager’s Delegates to be notified once changes to permissions rules take effect
(Use Case 5.3)
This requirement consists of several granular issues:
a. An implication that changes to the permissions rules may not take effect immediately at provisioning time, but later.

b. A potential notification from GPM to such principals when permissions rules changes become effective.

c. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination may be a list of principals (permissions managers/delegates).

Requirement PMF-13:

A Permissions Manager and/or Permissions Manager’s Delegate(s) SHALL be able to provision a rule that determines whether a Permissions Target notification is required to be sent to the Permissions Target (i.e. a principal or group of principals).
(Use Case 5.3)
This requirement consists of several granular issues (seems to be similar/complementary to PermType-3, including the authorized principals that could do the provisioning and whether the notification is optional or required):

a. A way for provisioning a rule, that indicates to GPM that notification may have to sent to the Permissions Target (it does not elaborate however in which cases). 

b. A potential notification from GPM to the Permissions Target (in which cases ?).

c. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination may be the Permission Target.

Requirement PMF-15:

It SHALL be possible for the GPM enabler to send a notification to a resource and/or a designated principal when a permissions rule related to the resource is changed.
This requirement consists of several granular issues:
a. A potential notification from GPM when permissions rules changes occur.

b. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination may be resources and/or designated principals.

Requirement OSR-25:
Permissions Managers and/or Permissions Manager’s Delegate(s) SHALL be able to provision a default permissions rule regarding permissions rules being removed and the associated outcomes towards the Permissions Target (e.g. "Ask the Permissions Target before any of his/her permissions rules being removed", "notify the Permissions Target before any of his/her permissions rules being removed" etc.) (Use Case 5.5)

This requirement consists of several granular issues:

a. A way for Permissions Managers/delegates to pass information associated to with the provisioning of a permission rule, indicating additional processing when the permission rule is to be removed.

b. A potential notification and/or query (ask for consent) before the permission rule is being removed.

c. A way for GPM to know which principals may need to be notified. (The notification address/identification). In this requirement, the destination is the permissions target.

Analysis conclusions:
Based on the above analysis, the issues covering ALL the requirements that are in-scope, or partially in-scope for AI 129 can be generalized to:

1. There is a need to send notifications when permissions rules are (to be) changed, and/or when permissions rules changes become effective. In some cases this goes beyond, becoming a query that requires a response to the notification, before processing can continue (e.g. ask for consent). The need for to identify a notification/query for consent interface goes beyond these requirements (beyond AI 129) as it was underlined by the analysis in contribution 389.

2. There is a need for resources (or more generally principals) to stay aware of permissions rule changes.

3. There is a need to have a way for GPM to determine that notifications need to be sent, and in what situations they are to be sent (e.g. when changes are known and about to be provisioned, when changes have been provisioned, when changes become effective).

4. There is a need to have a way for GPM to determine whether a permissions rule change may have an effect on the release of attributes from a particular resource, and/or on certain permissions target.

5. There is a need to determine that one of the above situations (changes to permissions rules and/or them becoming effective) are occurring (as a trigger for the notification).

6. There is a need for GPM to be have a means to uniquely identify any designated principal (e.g. permissions target, permissions managers/delegates, resources).

7. There is a need for GPM to know/identify the list of principals (e.g. permissions target, permissions managers and/or delegates, affected resources, etc) to whom notifications are to be sent and/or to whom ASK requests have to be sent.

8. There is a need for GPM to only allow authorized principals to perform permissions rules changes. This is not specific to AI 129, but rather a generic requirement valid multiple enabler (any request to any enabler should be able to be submitted to authorization verification, if the enabler has such requirements).

9. There is a need for GPM to be able to assess the effects of making changes (or not making changes) to permissions rules. This is out-of-scope for AI 129, but in-scope for HLF-5.

Proposal to address the analyzed issues under AI 129:
There are 2 ways to approach these issues:

Use of PEEM policies applied on PEM-2 requests to and responses from GPM. This solution may partially address some of the common issues found, but in fact defers most of the issues to the deployment time, and therefore would subject the fulfillment of those requirements to ad-hoc solutions – not necessarily the best.

A second, much more comprehensive approach is detailed in what follows, where each issue in the previous list is matched into a proposed resolution. Such a solution is orthogonal to applying policies on requests/responses via PEM-2 (namely it does not prevent such policies to also be applied if needed). The combination of all of the proposals below address completely the issues under AI 129, but furthermore will address completely the requirements analyzed going beyond the initial scope of AI 129, as well as partially or fully address other requirements currently assessed as uncovered in the analysis provided in contribution 389.

1. A notification/query for consent interface is needed to fulfill GPM requirements (not only the ones analyzed here, but many others identified in the contribution 389 analysis of requirements), but is not an intrinsic GPM function, since it needs to be exposed by some component (currently none such component identified by GPM), in order for GPM to be able to use it. Hence, such interface needs to be identified as provided by some other enabler (existing or future work), and will become a dependency for GPM. The proposal is to either find an existing enabler, or if one cannot be identified, flag this as an issue that needs to be addressed by OMA (possibly via a new WID).

a. The general notification/query issue is to be addressed under AI 134. The expectation we have is that one of the outcomes is that a dependency is identified and documented in the GPM AD.

2. Selected principals (e.g. resources, users) may want to indicate that they want to be notified (see 1 above) when permissions rules change, pending particular conditions imposed for notifications. This may point to the need of a subscription mechanism to such notifications.

a. The general notification issue is to be addressed under AI 134 (see also 1 above). The expectation is that it will also address subscription to notifications.

3. A permissions rule shall include information indicating that:

a. Notifications may have to be sent, including whether this is mandatory, optional or conditional.

b. Additional information indicating in under what circumstances notifications will be sent (e.g. before performing the permissions rules changes, after performing the permissions rules changes, when the performing rules changes become effective, or any combinations of the above). Without getting into too much detail (this is to be further explored at TS time), this information may be for example passed either as separate parameter or included in the permissions rule itself, when using PEM-2 to provision the permissions rules changes. Upon detecting this information, GPM will extract the information regarding notifications, and will perform notifications at the appropriate times/situations.

c. Finally additional information about the category of destination address needs to be included (e.g. “notify target, notify permissions manager, notify resource”, or a combination of those). Not asking here to identify the instance, only the type of destination.

d. The above requires GPM (or PEEM) specifications work on either the PEM-2 parameters or the Permissions Rules Language (or Policy Expression Language) or both to support encoding of such information.

e. In the GPM AD, that could be addressed via some explanation in the section referring to permissions rule language and/or PEM-2 (or if we are unable to make such decision in AD phase, then in a higher level section), or  in the GPM component behavior – see below. The text below also covers changes needed for issues 4, 5 & 7.

Change 1 proposed for GPM AD, Functional components section
Using in general data provisioned when permissions managers/delegates create or modify permissions rules (e.g. PEM-2 input parameters, specific permissions rule constructs, etc), the GPM component can identify the need for and the conditions in which notifications need to be sent, and the category of destination (e.g. user, resource). It also can derive from the permissions rules most of the destination instances (e.g. actual permissions target or actual resource), and can use additional external functions to detect other actual destinations (e.g. I2 or interfaces from other OMA enablers to find the list of permissions managers and/or delegates to be notified). Furthermore, GPM will trigger the notifications to the list of destination targets triggered by the fulfillment of the conditions provided (e.g. before the permissions rule are changed, after they are changed or after the changes are deployed and committed).

End of Change 1
4. In order for GPM to determine whether a permissions rule change may affect attributes from a particular resource, or may affect a certain permissions target, this implies some explicit steps for a GPM implementation to perform when permissions rules are being provisioned. For each permissions rule being provisioned, GPM would have to inspect the permissions rule, and extract information about the permissions target, the attributes and the resources that offer access to these attributes, and have them available when the time comes for notifications.

a. This proposal implies that there may not be a need to support this in GPM specifications, beyond what is currently envisioned – namely allowing such information to be available as part of the permissions rules (this part may be related to AI 131). 

b. In the GPM AD, that could be addressed via some explanation in the description of the GPM component.

5. Any GPM implementation should be able to determine that changes to permissions rules are about to occur, or already occurred – since these are all actions that GPM is dealing with when changes to permissions rules are being provided via PEM-2. It is therefore an implementation issue for GPM to trigger notifications issues, if necessary (see 2 above) when those events take place. The 3rd situation, namely “changes becoming effective” is little bit trickier, since there are no requirements to detail whether this implies a deliberate staging/vetting/committing process. If this is simply a situation where once the permissions rules repository has confirmed that the rules have been stored, then this is resolved by the GPM implementation, hence not an issue for GPM specifications. Assuming that there is an operational intent to store permissions rules, but not make them effective immediately, that implies some temporary storage/staging location, from which they may be later moved to the final repository once deemed as vetted. These however also all seem to be implementation options (e.g. which repository to place the rules is out-of-scope for the GPM specifications, since storage was deemed out-of-scope). Ultimately, the trigger for “changes became effective” can still be the same – namely the acknowledgement from the GPM final official repository that the permissions rules have been placed there.

a. The conclusion is that these are implementations requirements, but should not affect the GPM specifications.

b. In the GPM AD, that could be addressed via some explanation in the section referring to the GPM component behavior.

6. GPM must be able to uniquely identify any designated principal (e.g. permissions target, permissions managers/delegates, resources).

a. The proposal is to achieve this by identifying GPM attribute names, corresponding data types, and a flexible way to specify identifiers for users and resources, and support this in GPM specifications, or PEEM specifications or in a combination between GPM and PEEM specifications. That may involve specific changes in PEM-1 and in PEL, and/or extensions to those, documented in GPM specifications.

b. The GPM AD should identify this explicitly in the description of the use of the permissions rules language. The permissions rules language and/or PEL changes/extensions may be related to AI 131 as well.

Change 2 proposed for GPM AD, Permissions Rules Language section
GPM permissions rules language will include support for specific attribute names to identify different identities (e.g. permissions target, target attribute consumer, resources, etc).

End of Change 2
7. GPM has a way to detect principals (that may need to be notified) when it comes to permissions target and/or resources affected – since this is information available in the permissions rules themselves  (see 3. above), so for those cases the requirement is addressed. The only category of principals that are potential notification targets that is not included in the permissions rule themselves are the permissions managers and/or delegates. This issue is out-of-scope for AI129, but it needs to be addressed in order to fulfill the requirement listed. Here we should only note that in order to resolve this issue the expectation is that a GPM implementation would have access to a list of permissions managers/delegates, associated with a list of permissions targets, and based on the knowledge of the permissions target affected (see issue 3. above) it would then be able to detect which permissions manager/delegate needs to be notified.

a. Some aspects of those associations may have to be specified in GPM, but it depends on a different resolution, which is currently worked under AI 130 (the issue of managing associations between permissions managers/delegates and attributes, applications, permissions targets, etc).

b. The larger issue of all rights/roles management requirements may also have an impact on the resolution.

c. As part of resolving a. & b. above, text changes need to be included in the GPM AD (e.g. in the dependency section).

8. This is not specific to AI 129, but rather a generic requirement valid for any enabler (any request to any enabler should be able to be submitted to authorization verification). This can be resolved via an external policy that authorizes the principals that want to perform GPM permissions rules management.

a. There is no need to support this in GPM specifications.

b. We should add an explanation that GPM PEM-2 requests (in fact PEM-1 as well) are subject to policies to authorize the requesters, but it is sort of obvious.

Change 3 proposed for GPM AD, Dependencies section ?
Messages exchanged via PEM-1 and PEM-2 between a requestor and GPM may themselves be subjected to the application of policies (normal application of policies, using PEEM capabilities), to determine whether the requester has appropriate rights to execute the request, or because of the need to issue notifications to other authorized principals at the time such requests are made, or at the time the requests complete. Depending on specific deployment criteria and GPM implementation, this may be realized through the use of the PEEM enabler, in either proxy or callable usage patterns.
End of Change 3
9. This is out-of-scope for AI 129, but in-scope for HLF-5. One possible solution for this is for the authorized principal to use the permission checking request mechanism itself, and issue a request that will show how the permissions rules behave (the analysis of the response, as well as of the logs, would then lead to the appropriate conclusion). Such “what-if” permission checking requests could be part of some simple tools, using the GPM specs, and associated to the tools used to do overall permissions rules management. Both permissions rules behavior, before, and after change could be studied before actually committing the changes. This seems to be an implementation/tools issue.

a. This does not require specific attention in GPM specifications, or in GPM AD.

4 Intellectual Property Rights
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5 Recommendation

We recommend to agree to Changes 1 through 3 and include them in the GPM AD.
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