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1 Reason for Contribution

This contribution has questions/comments related to SEC_CF AD (review to start Dec. 5th).

2 Summary of Contribution

Some clarifications may be useful in the SEC_CF AD for better understanding. See detailed proposal.

3 Detailed Proposal

Questions/comments – related to section 5 (Architectural Model), section 5.1 (Architecture Diagram) and section 5.3.2 (Interfaces)

1. A recommendation is to follow the recent ARC best practices wrt conventions of representing the components and interfaces that are specified in SEC_CF, versus those that are not specified in SEC_CF, as well as (if that is the case) what components and interfaces are mandatory versus those that are optional.

2. If the above recommendation is not agreeable to SEC, please consider at least adding a legend to explain the conventions used in your architectural diagram (e.g. which components and interfaces are specified by SEC_CF, what the meaning of the direction of the arrows of the interfaces represent, etc). Assuming color blue means a SEC_CF specified component in Figure 1, please confirm that KMC is a component specified by SEC_CF.

3. In general, we recommend the direction of the arrow as pointing to the enabler (or component of an enabler) that exposes the interface – to make this immediately recognizable. Wrt to figure 1, many of the interfaces are bidirectional, and the text is not always clear about which component exposes the interface – therefore clarifications in figure and text may be helpful.

4. Assuming that KMC is a SEC_CF specified component, isn’t SEC-4 an I0 interface exposed by KMC, in which case the arrow should only point towards KMC, rather than bidirectional ? If on the other hand, KMC is not a SEC_CF specified component, then SEC-4 becomes an I2 interface, and should not be named in SEC_CF. Please clarify appropriately in text and/or figure.

5. Wrt to SEC-3 it is not clear that this is an accurate representation or if the accompanying text reflects the picture accurately.  If SEC-3 is exposed by OSG (as the figure may indicate), it must be specified by SEC_CF. It may be supported by different protocol realizations (hence different enablers may choose to use different protocols, if those are supported by OSG), but the interface itself should be fully specified by SEC_CF. Alternatively, if this is not a SEC_CF interface, it should not be labeled, and it should be an I2 interface instead. Please clarify appropriately in text and/or figure.

6. The SEC_CF use cases show the situation where an OMA enabler may be reached via an authentication proxy. We assume that in the AD, this function is indeed provided by the OSG. If that is the case, isn’t the OSG the initiator of the secure tunnel with the OMA enabler, in which case is the same SEC-3 interface being used ? But then, it appears that the SEC-3 i/f should be exposed by the OMA enabler, rather than by the OSG. That adds a little bit to the complexity of issues around SEC-3, and needs to be addressed in conjunction to question 6 before. Please clarify appropriately in text and/or figure.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation is for ARC WG to review the questions/comments in the detailed proposal and agree to forward them as comments to the SEC WG, to be addressed by them in the SEC_CF AD.
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