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1 Reason for Contribution

Some GPM requirements are covering the permission checkin request and response, which needs to be analysed regarding their potential realisation via PEM-1. 
2 Summary of Contribution

This contribution analyses the GPM Requirements concerning the GPM permission checking requests and responses, and maps them to the current PEM-1 TS, and analyses what needs to be done for the PEM-1 interface. 
3 Detailed Proposal

In the GPM RD, there are different requirements on the permission checking request and response.

The interface to support the GPM permission checking request/response can be realised via PEM-1, with some modifications of the PEM-1 interface TS.

 Indeed, the GPM requirements concerning the permission checking requests/responses are the following ones:

	OSR-6
	Permissions checking requests SHALL provide at least the following types of data as input arguments:

· The Target Attribute Consumer (e.g. the end-user identity) and the Target Attribute Requester (e.g. the application used)

· The Permissions Target identity

· Target attributes 

In addition to the above, the following information MAY also be provided to derive an appropriate permission checking response:

· The intended use of the target attributes (i.e. use that will be made of this information by the application.)

If a GPM target request is initiated by an end-user service request, permissions checking requests SHALL also provide the identity of the end-user
(Use Case 5.1 and 5.4)

	OSR-8
	Output arguments SHALL include at least the following types of data:

· GRANT for all or only a list of attributes

· DENY for all or only a list of attributes

The permissions checking response MAY contain any combination of the above output arguments    (e.g. GRANT the attribute called 'ADRESS TOWN' and DENY all the other requested attributes).

	OSR-9
	If the output arguments include a DENY response, a reason MAY be provided by the GPM enabler


	HLF-13
	The GPM enabler SHALL be able to support a permissions checking request for either a single attribute or a group of attributes of the permissions target. 

(Use Case 5.1)


	OSR-16
	Input arguments to permissions checking requests SHALL be extensible to support data from various sources of permissions checking requests.


	OSR-17
	GPM SHALL define an interface for permissions checking


Via the OSR-8, HLF-13, different actions may be indicated in the permission checking responses, this for different target attributes.

Via OSR-9, a reason may be provided in case of a DENY answer

OSR-6 gives us the list of the parameters for the permission checking request.

The PEM-1 TS supports the following parameters:

7.1 I/O parameters
Input/output parameters listed will be replicated over one or more templates.  For convenience, they have been grouped here by the nature of the information they convey (e.g. parameters relative to template identification, originator identity, etc).  PEEM PEM-1 templates contain different combinations of parameters specified in this document.
Editor’s note: The parameters included in a specific grouping are preliminary and therefore subject to changes.  The type of the parameters (int, string, Boolean, etc …) and the nature of the parameters (mandatory, optional) has not been established yet – this will happen at a later stage (e.g.  after all potential parameters are collected, and the final templates are agreed, or by the time we have a good justification for each parameter).
7.1.1 Template-Identification

This section specifies how to define and identify the data structure of a template (for requests to PEEM, as well as responses from PEEM). The following parameters are used in the templates when conveying this type of information:

· TemplateID – a parameter that uniquely identifies the use of a specific template

· TemplateVersion – a parameter that identifies the version of the template used

Editor’s note: Parameters details may be put in appendices - TBD. Another parameter in this set could be VendorID (or Namespace) – to be considered via a separate contribution.  We need to discuss whether we will ask OMNA to administer a potential VendorID or Namespace parameter.
7.1.2 Message-Handling

In general, when faced with multiple simultaneous requests, a PEEM implementation may use a combination of template parameters, in addition to other sources of information, to determine the priority in which requests should be handled. In such cases, an explicit indication by the requester with respect to the priority of the request may be useful (see following parameter):
· MsgPriority – a parameter that indicates the priority of the message

Editor’s note: we could possibly include here parameters that would indicate a PEEM instance “specialization”, although this could also be done via other means
Editor’s note: Parameters details may be put in appendices - TBD.

7.1.3 Origin-Identification

This section identifies how to pass information about the origin and identity related to the original request for access to a resource (the resource being the one that invokes the help of PEEM). This includes information about a possible principal (e.g. end-user), the device the principal is using, and the application used by the principal to make the request. The following parameters are used in the templates when conveying this type of information:

· OriginatorID – a parameter that identifies a principal that issued a request, or on behalf of whom a request was issued (name, pseudonym, other)

· OriginatorDomain – a parameter that identifies the originating principal’s domain (realm)

· OriginatorDeviceID – a parameter that identifies the originating principal’s device

· OriginatingApplicationID – a parameter that identifies the application via which the request for accessing a resource was made (ApplicationIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· OriginatingApplicationDomain – a parameter that identifies the domain from which the application made the request

Editor’s note: Parameter details may be put in appendices - TBD.

7.1.4 Target-Identification

This section identifies how to pass information about the destination and identity related to the original request for access to a resource (the resource being the one that invokes the help of PEEM). This includes information about a possible principal (e.g. end-user), the device the principal is using, and the application used by the principal to make the request. The following parameters are used in the templates when conveying this type of information:

· TargetID – a parameter that identifies a principal that is the target of a request (name, pseudonym, other)

· TargetDomain – a parameter that identifies the target principal’s domain (realm)

· TargetDeviceID – a parameter that identifies the target principal’s device

· TargetApplicationID – a parameter that identifies the application via which the target principal may be reached (ApplicationIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· TargetApplicationDomain – a parameter that identifies the domain in which the target application operates

Editor’s note: Parameter details may be put in appendices - TBD.
7.1.5 Resource-Identification

This section identifies how to pass information about the resource that needs policy enforcement. This includes information useful in identifying the resource that issues a request to PEEM, the operation that was requested from this resource by some other application, the type of service that is involved in that original request. The following parameters are used in the templates when conveying this type of information:

· ResourceID – a parameter that identifies the resource that is accessed by the originating principal (or an application representing that principal). This is the resource that issues the request towards PEEM (ResourceIDs would be assigned by the Service Provider and must be unique within the scope of that Service Provider)

· ResourceDomain – a parameter that identifies the domain in which that resource resides

· RequestedOperation – a parameter that identifies the request that was made against this resource

· RequestType – a parameter that categorizes the type of request that was made against this resource (e.g. end-user to end user, end-user to group, etc)

Editor’s note: Parameters details may be put in appendices - TBD.

7.1.6 Charging-Identification
This section identifies how to pass information about the entity that would be potentially charged in conjunction with handling a policy evaluation request. The following parameters are used in the templates when conveying this type of information:

•
ChargedPrincipalID – a parameter that identifies the principal that should be charged in conjunction with this request

•
ChargedPrincipalDomain – a parameter that indicates the domain to which the charged principal belongs
Editor’s note: Parameters details may be put in appendices - TBD.
7.1.7 Environment-Identification
This section identifies how to pass state information about the environment in which the request to the resource has been made. The following parameters are used in the templates when conveying this type of information:

· TimeofDay – a parameter that defines the time-of-day the original request was made

· OriginatorSphere – a parameter that defines the originating principal’s environment (home, work, other)

The mapping between the PEM-1 TS and the GPM RD terminology is the following one:

OriginatorID ( Target Attribute requestor
OriginatorApplicationID ( Target Attribute Consumer
Resource ID ( target attribute

Target ID( Permission Target
There is a need to update the PEEM-1 TS with the following parameters in the template:

-output parameters: reason of failure
-input parameters: intended usage of the target attributes
There is also a need to clarify in the PEM-1 TS, 
-which messages are supported: are grant , deny, grant lwas, deny always supported?
-If the different messages exchanged on the PEM-1 may include multiple resources IDs
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that ARC to discuss and agree this contribution. Then an appropriate contribution will be submitted accordingly.
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