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Dear OMA Members of ARC Group:

The Small Cell Forum would like to thank the OMA Architecture group for the progress it has made in addressing our request to enable Zonal Presence capabilities as highlighted in our previous liaisons.    

To assist OMA in its work in addressing the requirements in OMA-RD-REST_NetAPI_Zonal_Presence-V1_0-20141106-D, the Small Cell Forum would like to make it aware of an implementation of Zonal Presence API which the Forum has developed and owns.   The implementation was done consistent with OMA Net API guidelines (OMA-WP-Guidelines_for_RESTful_Network_APIs-20120131-C.pdf).  The SCF plans to make this API implementation available on its web-site under the Apache open source license.  The package will also include the Sandbox as described in the attachment.   The design documentation for the implementation is attached for OMA’s reference.

In the design document, 

· Sections 3.2 and 5.1 describe solutions for query and subscription based functions of the ZP API respectively as per the requirements in OMA-RD-REST_NetAPI_Zonal_Presence-V1_0-20141106-D. 

· Sections 3.3 and 5.2 are out of scope for ZP API. 

· Section 4 describes the authentication solution consistent with Auth4API (i.e. using OAuth 2.0).  

· Other sections describe supporting functionality and data schemes

We would like to encourage OMA to consider this matter as a candidate solution for the requirements in OMA-RD-EST_NetAPI_Zonal_Presence-V1_0-20141106-D.

Best Regards, 

Sue Monahan
CEO, Small Cell Forum
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1. [bookmark: _Toc408569392]Introduction



1.1    [bookmark: _Toc408569393]Scope



The scope of this document is to provide a high level approach and design for implementation of authentication, zonal presence, and location streaming services in the form of API library.



1.2    [bookmark: _Toc404179886][bookmark: _Toc408569394]Terms and Abbreviations



The following table provides definitions for terminology and acronyms used in this document.



		Terms and Acronyms

		Definition



		NB

		North Bound



		Net API

		Network Application Programming Interface



		REST

		Representational State Transfer







1.3    [bookmark: _References][bookmark: _Toc404179887][bookmark: _Toc408569395]References



The following table describes additional documentation or related information referenced in this design document



		#

		Document or File

		Version

		Description



		1

		RFP for Small Cell Zone API Implementation_DISTRIBUTED.DOCX

		1

		Small Cell Zone API Reference Design



		2

		084_Small-Cell-Zone-Services-RESTful_Bindings.pdf

		Dec 2013

		Small Cell Zone Services RESTful Bindings



		3

		SCF_Requirement_Specification_11_19.docx

		0.4

		Requirements Document



		4

		OMA-TS-REST_NetAPI_TerminalLocation-V1_0-20130924-A.pdf

		1.0

		RESTful Network API for  Terminal Location



		5

		OMA-WP-Guidelines_for_RESTful_Network_APIs-20120131-C.pdf

		1.0

		OMA-TS-REST_NetAPI_TerminalLocation-V1_0-20130924-A



		6

		http://projects.spring.io/spring-security-oauth/docs/oauth2.html

		

		Spring Oauth 2 Developers Guide







1.4    [bookmark: _Ref405547472][bookmark: _Toc408569396]Open Items



The following table describes open issues that need to be addressed.



		#

		Issue

		Description



		

		

		



		

		

		

























[bookmark: _Toc372731535]

2. [bookmark: _Toc408569397]Design Overview



This is a high level design document for the API Implementation. The document describes salient frameworks/libraries and the individual components that are to be developed during the course of the product development. 



2.1    [bookmark: _Toc289678420][bookmark: _Toc372731536][bookmark: _Toc408569398]Context



Figure 1depicts a high level architecture of the API Library within a web server



[image: ]



[bookmark: _Ref372731918][bookmark: _Toc372731572][bookmark: _Toc408569447]Figure 1 Context Diagram



The API library is a collection of REST APIs (termed as service APIs) and the infrastructure services. The API library will be a deployable component that can be deployed in any java based ServletContainer (such as Tomcat).



The API library will be packaged as a WAR (Web archive) file along with all the relevant open source third party libraries required for API library’s deployment. The different services are explained below.



The following paragraphs further illustrate the role of the components depicted inFigure 1:



Service APIs



(i) Zonal Presence Service

This will be RESTful API implementation to cater to following



a) Subscribe to zonal presence notifications

b) Cancel subscriptions to zonal presence notifications

c) Query Zone List

d) Query Zone Status

e) Query a named set of access point status.

f) Query users within a zone.



(ii) Location Streaming Service

This will be RESTful API implementation to cater to following



a) Subscribe to location streaming notifications

b) Cancel subscriptions to location streaming notifications

c) Query user(s)



(iii) Utility service

Thiswill provide a set of utility APIs that will facilitate the testing of API.



a) A utility API that will allow provisioning of the location of the user.

b) A utility API that will retrieve the network model state

c) A utility API that will retrieve the users data



Infrastructure services



(i) Notification 

This service will be used to POST the notification(s) to the notifyUrl. The REST API services such as the zonal presence API and the location streaming API will use this service to send notifications to the subscribers.



(ii) Authentication 

Authentication will be done per NB API invocation using Autho4API.For this purpose the required authentication token will be generated using users credentials that are already provisioned in the system.The user data will be maintained in a flat file.



For accessing any zonal presence or location streaming API, a valid access token needs to be provided in the request header.



(iii) XML Parser

This service will be used to perform DOM operations on the XML files. These XML files will be:

•	File containing network model

•	NB API Users containing the list of application users



(iv) Data Binding

This service will be used to translate the data in the XML/JSON format based on the media type requested in the NB API invocation.

Third party libraries, JAXB and JACKSON will be used for XML and JSON transformations respectively.



(v) Logging

SLF4J will be used to log the API invocation.



















2.2    [bookmark: _Toc372731538][bookmark: _Toc408569399]API Library Architecture

2.2.1    [bookmark: _Toc372728314][bookmark: _Toc372731539][bookmark: _Toc408569400]Overview


This chapter provides the logical view and high level architecture for API Library. It describes API library subsystem and the subsystem level context in which it operates. It describes the software architecture and the high-level design in terms of its major software components.

2.2.2    [bookmark: _Toc372728315][bookmark: _Toc372731540][bookmark: _Toc408569401]Architecture Overview


The API library will be based on “spring framework” and the associated modules such as “spring security” and Jersey. The application will be deployed on Tomcat Server.



The API library will be based on REST architecture. The APIs will follow standard REST conventions such as media types, versioning and data representation.  The access layer will be guarded by a security framework; this is an application security framework that protects its REST resources from un-authorized usage. The following diagram API Library Component Model Figure 2, illustrates various software components of the API library:



[image: ]

[bookmark: _Toc408569448]Figure 2 API Library Component Model	

The different components can further be classified in the infrastructure components and the simple features. These frameworks and the features are described as follows:

		Component

		Description



		REST Servlet

		An entry point into the API Library system.



		Security Handler

		Protect REST resource from unauthorized access



		Validation Handler

		Validate REST requests for input parameters



		Service Layer

		Responsible for business logic to operate on the data sent to and from the DAO and the client.



		DAO Layer

		Responsible for add/update/insert objects into/from in-memory data. In the sandbox the network data and user data are maintained in memory. DAO layer is responsible for populating and fetching data from this in-memory store. 



		Notification 

		Component to send notifications to the application client



		Network Abstraction

		Responsible for maintaining the state of the network; and provides an abstraction for the underlying infrastructure (emulated as a network model).







[bookmark: _Toc372728361][bookmark: _Toc372731579][bookmark: _Toc405301162][bookmark: _Toc408569453]Table 1 API Library Component description and Scope

NOTES:



(i) REST Servlet – This is an out-of-box component provided by the Jersey REST implementation.  All the https/http requests are intercepted by this Servlet before chaining it to the respective URI. 



(ii) Security Handler – Application security is implemented using Spring Security with OAuth 2.0. Please refer to Section 4 for more details



(iii) Validation Handler

Validation handle provides generic validation such as syntactic validation (e.g. Mandatory field check). However, business logic validations are handled by each API by itself.

The validation handler is based on Java annotation (e.g.@ValidateInput).There is no schema based xml validation for the requests (PUT and POST)

2.2.3    [bookmark: _Toc405472770][bookmark: _Toc405475628][bookmark: _Toc405475691][bookmark: _Toc405472771][bookmark: _Toc405475629][bookmark: _Toc405475692][bookmark: _Toc372728320][bookmark: _Toc372731545][bookmark: _Toc408569402]REST API Specifications



REST is an architectural style for distributed hypermedia systems. The chapter is intended to explain the various features provided by this architectural style in context of API Library.  It relies on a stateless, client-server, cacheable communications protocol -- and in virtually all cases, the HTTP protocol is used.



The APIs are based on the Hypertext Transfer Protocol, version 1.1 (RFC 2616) and comply with the guidelines mentioned inOMAGuidelinesforRESTfulNetwork.



Below are few of the guidelines that the SCF APIs will follow.



i. API services are defined in terms of resources that are addressable as URLs. These services use HTTP verbs, i.e. PUT, POST, GET, DELETE for CRUD operations and use standard HTTP status codes in responses for both successful and failed operations



ii. The APIs support data representation in JSON and XML data format. “Accept” HTTP header in the request is used to determine the response content type.



iii. The API versioning is achieved by inserting the API version in the resource URL path (e.g. "v1") The resource URL only includes the major version number in the path, following the letter "v" (e.g. "v1"). 

Example: If service, for example "zonal presence getAllAuthorizedZones" service, supports version 1.0, 1.1, etc., and 2.0, 2.1, etc., then the API versioning in the resource URL is indicated as:

http://example.com/zonalPresence/v1/queries/getAllAuthorizedZones for the 1.0, 1.1, 1.x version, andhttp://example.com/zonalPresence/v2/queries/getAllAuthorizedZones for the 2.0, 2.1, 2.x version



iv. APIs support ability to add extra data elements in the request/reply body and extra query parameters in the URL to enhance usability.



[bookmark: _Toc372731554]

3. [bookmark: _Toc408569403]API Definition

3.1    [bookmark: _Toc372728350][bookmark: _Toc372731555][bookmark: _Toc408569404]Overview



This chapter provides the REST API signatures.

3.2    [bookmark: _Toc408569405]Zonal Presence API



Refer to Chapter 4 of Small Cell Zone services documentfor Zonal Presence API signatures in general. Any signature changes from this chapter are listed below:



Note: There will be no root element in any JSON request and response. The modified signatures for zonal presence service (to cater to the JSON content type) are mentioned in the following subsections

3.2.1 [bookmark: _Toc408569406]Zonal Presence Notification Subscription



POST

/api/zonalpresence/v1/subscriptions/{zoneId}

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85



JSON Request:

{

    "callBackReference": {

      "notifyURL": "http://192.168.248.67:8080/api/resources/test/v1/testing",

      "callBackData": "doSomething",

      "notificationFormat": "XML"

    },

    "clientCorrelator":"123"

}



JSON Response:



HTTP/1.1 201 Created

Content-Type: application/json



{

	"clientCorrelator":"123",

	"callBackReference":

		{

			"notifyURL":"http://192.168.248.67:8080/api/resources/test/v1/testing",

			"callBackData":"doSomething",

			"notificationFormat":"application/json"

		 },

        "subscriptionId":"5637796a-585c-4f21-9aa1-35ab835f5d8e"

}



3.2.2 [bookmark: _Toc408569407]Cancel Zonal Presence Notification Subscription



DELETE

/api/zonalpresence/v1/cancelSubscriptions/{zoneId}/{subscriptionId}

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85



HTTP/1.1 204 No Content



Response:

HTTP/1.1 204 No Content

3.2.3 [bookmark: _Toc408569408]Query all authorized zones



GET

/api/zonalpresence/v1/queries/getAllAuthorizedZones

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

 "zone":

	[

		{

		 "zoneId":"388954"

		},

		{

		 "zoneId":"388953"

		},

		{

		 "zoneId":"388944"

		},

		{

		 "zoneId":"388943"

		}

	]

}

3.2.4 [bookmark: _Toc408569409]Query Zone Status



GET



/api/zonalpresence/v1/queries/getZoneStatus?zoneId=yumscoffee

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

	"zoneId":"388953",

	"numberOfAccessPoints":2,

	"numberOfUnserviceableAccessPoints":1,

	"numberOfUsers":0

}

3.2.5 [bookmark: _Toc408569410]Query Named Set of Access Points

[bookmark: _Toc408569411]3.2.5.1 Query Status of Named Set of Access Points



GET

/api/zonalpresence/v1/queries/getStatusofAccessPoints?zoneId=yumscoffee&accessPointId=femto01

HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

	"accessPointStatus":[

		{

		"accessPointId":"femto03",

		"accessType":"femto",

		"numberOfUsers":1,

		"operationStatus":"Failed",

		"locationalInfo":

			{

				"name":"site 3",

				"latitude":-79.639554,

				"longitude":43.676623,

				"altitude":100.0,

				"accuracy":0

			}

		},

		{

		"accessPointId":"femto02",

		"accessType":"femto",

		"numberOfUsers":1,

		"operationStatus":"InService",

		"locationalInfo":{

			"name":"site 2",

			"latitude":-79.639554,

			"longitude":43.687223,

			"altitude":100.0,

			"accuracy":0

			}

		}

	]

}

3.2.5.2 [bookmark: _Toc408569412]Query Status of all access points



GET

/api/zonalpresence/v1/queries/getStatusofAllAccessPoints?zoneId=yumscoffee

HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

	"accessPointStatus":

			[

				{

				  "accessPointId":"femto100001",

				  "accessType":"femto",

				  "numberOfUsers":1,

				  "operationStatus":"OutOfService",

				  "locationalInfo":

					{ 

					  "name":"site 1001",

					  "latitude":-80.630554,

					  "longitude":43.677223,

					  "altitude":100.0,

					  "accuracy":0

					}

				 },

			       {

			          "accessPointId":"femto02",

			          "accessType":"femto",

			          "numberOfUsers":1,

			          "operationStatus":"InService",

				  "locationalInfo":

					{ 

					   "name":"site 2",

					   "latitude":-79.639554,

					   "longitude":43.687223,

					   "altitude":100.0,

					   "accuracy":0

					 }

				}

			]

}

3.2.6 [bookmark: _Toc408569413]Query users within a zone

[bookmark: _Toc408569414]3.2.6.1 Query zone for a specific user



GET

/api/zonalpresence/v1/queries/getUserWithinZone?address=tel:+16131234000

HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

	"userStatus":

		[

		 {

		   "address":"tel:+16131231234",

		   "accessPointId":"femto03"

		 }

		]

}

3.2.6.2 [bookmark: _Toc405472785][bookmark: _Toc405475643][bookmark: _Toc405475706][bookmark: _Toc405472786][bookmark: _Toc405475644][bookmark: _Toc405475707][bookmark: _Toc405472787][bookmark: _Toc405475645][bookmark: _Toc405475708][bookmark: _Toc405472788][bookmark: _Toc405475646][bookmark: _Toc405475709][bookmark: _Toc405472789][bookmark: _Toc405475647][bookmark: _Toc405475710][bookmark: _Toc405472790][bookmark: _Toc405475648][bookmark: _Toc405475711][bookmark: _Toc405472791][bookmark: _Toc405475649][bookmark: _Toc405475712][bookmark: _Toc405472792][bookmark: _Toc405475650][bookmark: _Toc405475713][bookmark: _Toc405472793][bookmark: _Toc405475651][bookmark: _Toc405475714][bookmark: _Toc405472794][bookmark: _Toc405475652][bookmark: _Toc405475715][bookmark: _Toc408569415]Query For a list of users on a given access points



	GET

/api/zonalpresence/v1/queries/getUsersWithinAccessPoint?zoneId=yumscoffee&accessPointId=femto02

HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

'userStatusList': {

'zoneId': 'yumscoffee',

'userStatus': [

{

'address': 'tel:+16131234000',

'accessPointId' : 'femto02'

},

{

'address': 'tel:+16131235000',

'accessPointId' : 'femto02'

},

{

 'address': 'tel:+16131234567',

'accessPointId' : 'femto01'

}

]

}

}

3.2.6.3 [bookmark: _Toc408569416]Query all users within a zone



              GET

 /api/zonalpresence/v1/queries/getUsersWithinAccessPoint?zoneId=yumscoffee

 HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:

{

'userStatusList': {

'zoneId': 'yumscoffee',

'userStatus': [

{

'address': 'tel:+16131234000',

'accessPointId' : 'femto02'

},

{

'address': 'tel:+16131235000',

'accessPointId' : 'femto02'

},

{

 'address': 'tel:+16131234567',

'accessPointId' : 'femto01'

}

]

}

}











3.3    [bookmark: _Toc408569417]Periodic Location Notification Service API



Refer to sequence chart in section 5.3.4 of OMA Terminal Location document for location streaming flow. 



The location streaming API signatures and the JSON request/response are shown in subsections below. For the XML request/response format refer to section 6.3 and section 6.4 of OMA Terminal Location document.

3.3.1    [bookmark: _Toc408569418]Get All Active Subscriptions



This API call fetches all active subscriptions for periodic location notifications that are registered in the system



GET



/api/locationStreaming/v1/subscriptions/getAllActiveSubscriptions

HOST: <host>



Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response

{

   "periodicNotificationSubscription": [

	      {	

	         "clientCorrelator": "0001",	

         "resourceURL":"http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123",

	         "callbackReference": {	

	            "notifyURL": "http://application.example.com/notifications/LocationNotification",	

	            "callbackData": "1234"	

	         },

	         "address": "tel:+19585550101",	

	         "requestedAccuracy": "10",	

	         "frequency": "10"	

	      },	

	      {	

	         "clientCorrelator": "0002",	

	         "resourceURL":"http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub124",	

	         "callbackReference": {	

	            "notifyURL": "http://application.example.com/notifications/LocationNotification",	

	            "callbackData": "5678"	

	         },	

	         "address": [	

	            "tel:+19585550100",	

	            "tel:+19585550101"	

	         ],	

	         "requestedAccuracy": "10",

	         "frequency": "10"	

	      }

   ]

}

3.3.2    [bookmark: _Toc408569419]Location Streaming Notification Subscription



This API creates a new periodic location notification subscription for the requesting client.

The notifyURL in the callback reference contains the Client-side Notification URL (as defined by the client)



POST

/api/locationStreaming/v1/subscriptions/createSubscription



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Request



{

   "clientCorrelator": "0001",

   "callbackReference": {

      "notifyURL": "http://application.example.com/notifications/LocationNotification",

      "callbackData": "1234"

   },

   "address": "tel:+19585550100",

   "requestedAccuracy": "10",

   "frequency": "10"

}



JSON Response

{

   "clientCorrelator": "0001",

   "resourceURL": "http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123",

   "callbackReference": {

      "notifyURL": "http://application.example.com/notifications/LocationNotification",

      "callbackData": "1234"

   },

   "address": "tel:+19585550100",

   "requestedAccuracy": "10",

   "frequency": "10"

}

3.3.3    [bookmark: _Toc408569420]Get Individual Subscription



The API is used to fetch an individual subscription for periodic location notifications.



GET



/api/locationStreaming/v1/subscriptions/getIndividualSubscriptions/{subscriptionId}



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response

{

   "clientCorrelator": "0001",

   "resourceURL": "http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123",

   "callbackReference": {

      "notifyURL": "http://application.example.com/notifications/LocationNotification",

      "callbackData": "1234"

   },

   "address": "tel:+19585550100",

   "requestedAccuracy": "10",

   "frequency": "10"

}

3.3.4    [bookmark: _Toc408569421]Location Streaming Notification Subscription Update



This API is used to update an individual subscription for periodic location notifications.



PUT



/api/locationStreaming/v1/subscriptions/updateSubscription/{subscriptionId}

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Request



{

   "clientCorrelator": "0001",

   "resourceURL": "http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123",

   "callbackReference": {

      "notifyURL": "http://application.example.com/notifications/LocationNotification",

      "callbackData": "1234"

   },

   "address": "tel:+19585550100",

   "requestedAccuracy": "5",

   "frequency": "60"

}



JSON Response

{

   "clientCorrelator": "0001",

   "resourceURL": "http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123",

   "callbackReference": {

      "notifyURL": "http://application.example.com/notifications/LocationNotification",

      "callbackData": "1234"

   },

   "address": "tel:+19585550100",

   "requestedAccuracy": "5",

   "frequency": "60"

}

3.3.5    [bookmark: _Toc408569422]Cancel Location Streaming Notification Subscription



This API is used to delete a subscription for periodic location notifications and stop notifications.



DELETE



/api/locationStreaming/v1/subscriptions/delete/{subscriptionId}

HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85







Response

HTTP/1.1 204 No Content





4. [bookmark: _Toc408569423]Authenticationframework

4.1    [bookmark: _Toc380507323][bookmark: _Toc408569424]Overview


The application will use Spring Security with OAuth 2.0 to authenticate Users and provide access to protected resources (Refer[6]). All requests made to access protected resource of such an application needs to be accessible only to Authenticated Users. Only those users will be authenticated whose credentials are verified against the users.xml file. The path of the xml file will be configured in the application.properties file. A sample users.xml file is shown in Appendix section 10.3.

4.2 [bookmark: _Toc408569425]Authentication Workflow



The application will use the OAuth – Resource Owner Password Flow protocol to provide access to a protected resource on the server. 

4.2.1 [bookmark: _Toc408569426]Obtain the access token



[image: ]

[bookmark: _Toc408569449]Figure 3 Resource Owner Password Flow

· Client sends a request to the Server for an AccessToken by providing client credentials (client_idandclient_secret) and user credentials (username and password)

· The server validates the client credentials and sends the Access Token as a response to the client.

GET: 



/api/oauth/token?username=user1&password=user1&client_id=client1&client_secret=client1&grant_type=password&scope=dummy_scope

HTTP/1.1			



Response:



{

  "access_token": "c9993ff4-c3fe-437a-b6b6-8dac6c3d0a8b",

  "token_type": "bearer",

  "refresh_token": "827257a0-dc34-41d2-82d7-9c14c8ca472f",

  "expires_in": 19999,

  "scope": "dummy_scope"

}











4.2.2 [bookmark: _Toc408569427]Accessing Protected Resource



[image: ]

[bookmark: _Toc408569450]Figure 4 Accessing protected resource

· Client send the access token received in the above steps along with the request to access the protected resource. Access token will be sent to the server as an authentication parameter in the request header

· Server will authenticate the request based on the token provided by the client.

· If token is valid then the server will provide access to the protected resource requested by the client otherwise access is denied

GET

/api/v1/zonalpresence/queries/zone/



HTTP/1.1

Authorization: Bearer c9993ff4-c3fe-437a-b6b6-8dac6c3d0a8b

Accept: application/xml or application/json



Response:



XML

HTTP/1.1 200 OK

Content-Type: application/xml



<zoneList>

<zone>

<zoneId>yumscoffee</zoneId>

</zone>

<zone>

<zoneId>yumsmuseum</zoneId>

</zone>

</zoneList>



JSON



HTTP/1.1 200 OK

Content-Type: application/json

{

‘zoneList’: {

‘zone’: [

{

‘zoneId’: ‘yumscoffee’

},

{

‘zoneId’: ‘yumsmuseum’

}

]

}



}

4.2.3 [bookmark: _Toc408569428]Logout

· For logout the client will send a logout request to the server. This request will contain the access token in request header.

· This request will be authenticated by the server

· Session of the user is invalidated and the token is removed from the token store.

· The client is successfully logged out

GET: 



/api/logout/

HTTP/1.1

Authorization: Bearer c9993ff4-c3fe-437a-b6b6-8dac6c3d0a8b				





Response:



You Have Logged Out successfully.

Status code: 200OK



































































5. [bookmark: _Toc408569429]Notification



This utility will be used to send the notification(s) to the notifyUrl. The notifications will not be persisted. In case there are multiple notifications at a time, the client will be notified using a POST request.

5.1    [bookmark: _Toc408569430]Zonal Presence Notification



When a zonal presence subscription is set up, the notification utility will send zonal presence notifications to the ‘notifyURL’ passed in the subscription request.



The zonalPresenceNotification element includes any callbackData, time of day and zoneId. 



For each user, it contains the following:



timestamp: date & time of day of the event

address: the user’s MSISDN or anonymous customer reference (ACR)

userEvent: can be one of the following:

zoneEnter which lists the currentAccessPoint,

zoneExit which lists the previousAccessPoint, or 

zoneTransfer which lists the currentAccessPoint and previousAccessPoint.



JSON Body

{

'callbackData': 'doSomething',

'timestamp': '2011-02-01T12:00:00',

'zoneId': 'yumscoffee',



'userEvent': [

	{

	'timestamp': '2011-02-01T12:00:00',

	'address': 'tel:+16131234567', 

	'zoneEnter': {

			'currentAccessPoint': 'femto01'

		      }

	},

	{

	'timestamp': '2011-02-01T12:00:00',

	'address': 'tel:+16131234000', 

	'zoneExit': {

			'currentAccessPoint': 'femto02'

		    }

	},

	{

	'timestamp': '2011-02-01T12:00:00',

	'address': 'tel:+16131235000',

	'zoneTransfer': {

			'currentAccessPoint': 'femto02',

			'previousAccessPoint': 'femto01'

			}

	}

]

}

5.2    [bookmark: _Toc408569431]Periodic Location Notification



When a periodic location notification subscription is set up, the notification utility will send the periodic notifications to the ‘notifyURL’ passed in the subscription request



The locationStreamingNotification element includes any callbackData, terminal location, final notification flag and the subscription url.



For each terminal location, following elements are present:



timestamp: date & time of day of the event

address: the user’s MSISDN or anonymous customer reference (ACR)

locationRetrievalStatus: Indicates whether the information for the device was retrieved or not

currentLocation: the device’s current location along with the timestamp



JSON Body



{

    "callbackData": "1234",

    "terminalLocation": {

      "address": "tel:+19585550100",

      "locationRetrievalStatus": "Retrieved",

      "currentLocation": {

        "latitude": "-80.86302",

        "longitude": "41.277306",

        "altitude": "1001.0",

        "accuracy": "100",

        "timestamp": "2011-06-02T00:27:23.000Z"

      }

    },

    "isFinalNotification": "false",

    "link": {

      "-rel": "PerodicNotificationSubscription",

      "-href": "http://example.com/exampleAPI/location/v1/subscriptions/periodic/sub123"

    }

}





























































6. [bookmark: _Toc408569432]API Logging using SLF4j



API logging in the application will be done using Simple Logging Façade for JAVA (Slf4j) and logback.

The logging framework will have a rolling policy based on the time as well as the maximum size of the log file that will be generated. In case the log file history is more than 30(configurable in the logback.xml) days or the size of the log file is more than 50(configurable in the logback.xml) MB, the rolling policy will back up the log file into zip file.









































































































7. [bookmark: _Toc408569433]Network Abstraction

7.1    [bookmark: _Toc408569434]Network Model



The parameters within the NB API will be stored as a logical model consisting of small cells and the terminals/users using those small cells. These parameters will represent the state of different access points in the small cell network. This network model will be defined in an xml format which is validated against Network Schema.



The sandbox implementation will allow loading of the updated network model (represented in the xml file) without a server restart. To achieve this, there will be a watcher service based on java 7 nio. The watcher service bean will register itself to a create event on a specified directory. Whenever a new file is created or moved to this directory, the watcher service will trigger.

The watcher service will then invoke the framework class to process the network file. One successful or unsuccessful validation of the xml file, the xml file is moved to archive directory as specified by the property file.

The API users cannot update the network model file, but only the administrator/user of the system where the service is hosted.



[image: ]

[bookmark: _Toc408569451]Figure 5 Network Model



The network model schema along with a sample xml is listed in the Appendix under sections10.1 and 10.2





7.2    [bookmark: _Toc408569435]Utility APIs



The following are the utility APIs that are used to provision the user data, and to enable the client to persist the user and network state.

7.2.1    [bookmark: _Toc408569436]Provision users in the network



POST

/api/resources/network/v1/addUpdateUsersToNetwork



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85



JSON Request:

{

    "user": [

      {

        "address": "tel:+161312564656",

        "accessPointId": "femto06",

        "locationInfo": {

          "name": "site 2",

          "latitude": "-79.639554",

          "longitude": "43.687223",

          "altitude": "100.0",

          "accuracy": "0"

        }

      },

      {

        "address": "tel:+16131231234",

        "accessPointId": "femto08",

        "locationInfo": {

          "name": "site 2",

          "latitude": "-34.639554",

          "longitude": "89.687223",

          "altitude": "10.0",

          "accuracy": "0"

        }

      },

      {

        "address": "tel:+16131231234",

        "accessPointId": "femto02",

        "locationInfo": {

          "name": "site 2",

          "latitude": "-34.639554",

          "longitude": "89.687223",

          "altitude": "10.0",

          "accuracy": "0"

        }

      }

    ]

}



JSON Response:



HTTP/1.1 201 Created

Content-Type: application/json

{

 "user":

  [

   {

     "address":"tel:+34567890",

     "accessPointId":"femto02",

     "locationInfo":

       {

	 "latitude":"-79.639554",

	 "longitude":"43.687223",

	 "altitude":"100.0",

	 "accuracy":"0"

	}

    },

    {

      "address":"tel:+16131231234",

      "accessPointId":"femto02",

      "locationInfo":

	{

	  "latitude":"-34.639554",

	  "longitude":"89.687223",

	  "altitude":"10.0",

	  "accuracy":"0"

	}

    }

  ]

}



XML Request:



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85



<?xml version="1.0" encoding="UTF-8"?>

<users>

	<user>

		<address>tel:+16131234567</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

			<name>site 2</name>

			<latitude>-79.639554</latitude>

			<longitude>43.687223</longitude>

			<altitude>100.0</altitude>

			<accuracy>0</accuracy>

		</locationInfo>

	</user>

	

	<user>

		<address>tel:+16131237896</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

			<name>site 2</name>

			<latitude>-34.639554</latitude>

			<longitude>89.687223</longitude>

			<altitude>10.0</altitude>

			<accuracy>0</accuracy>

		</locationInfo>

	</user>

		

</users>



XML Response:



HTTP/1.1 201 Created

Content-Type: application/XML



<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<users>

	<user>

		<address>tel:+34567890</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

		<latitude>-79.639554</latitude>

		<longitude>43.687223</longitude>

		<altitude>100.0</altitude>

		<accuracy>0</accuracy>

		</locationInfo>

	</user>

	<user>

		<address>tel:+16131231234</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

		<latitude>-34.639554</latitude>

		<longitude>89.687223</longitude>

		<altitude>10.0</altitude>

		<accuracy>0</accuracy>

		</locationInfo>

	</user>

</users>

7.2.2    [bookmark: _Toc408569437]Retrieve the users data



GET

/api/resources/network/v1/getUsersOfNetwork



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:



HTTP/1.1 201 Created

Content-Type: application/json



{

  "user":

    [

      {

        "address":"tel:+34567890",

        "accessPointId":"femto02",

        "locationInfo":

          {

            "latitude":"-79.639554",

            "longitude":"43.687223",

            "altitude":"100.0",

            "accuracy":"0"

          }

       },

       {

         "address":"tel:+16131231234",

         "accessPointId":"femto02",

	 "locationInfo":

	   {

	     "latitude":"-34.639554",

	     "longitude":"89.687223",

	     "altitude":"10.0",

	     "accuracy":"0"

	    }

	}

     ]

}



XML Response:



HTTP/1.1 201 Created

Content-Type: application/XML



<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<users>

	<user>

		<address>tel:+34567890</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

		<latitude>-79.639554</latitude>

		<longitude>43.687223</longitude>

		<altitude>100.0</altitude>

		<accuracy>0</accuracy>

		</locationInfo>

	</user>

	<user>

		<address>tel:+16131231234</address>

		<accessPointId>femto02</accessPointId>

		<locationInfo>

		<latitude>-34.639554</latitude>

		<longitude>89.687223</longitude>

		<altitude>10.0</altitude>

		<accuracy>0</accuracy>

		</locationInfo>

	</user>

</users>

7.2.3    [bookmark: _Toc408569438]Retrieve the network model state



GET

/api/resources/zonalpresence/v1/getNetworkModelData



HOST: <host>

Content-Type: application/XML, application/JSON

Accept: application/xml, application/JSON

Authorization: Bearer b612ee7d-a58f-44e9-bb74-4a54dfcedf85





JSON Response:



HTTP/1.1 201 Created

Content-Type: application/json

{



       "smallCellNetworks": {

      "network": {

        "-id": "1",

        "smallCellList": {

          "ap": {

            "apId": "femto100001",

            "name": "ap1",

            "locationInfo": {

              "name": "site 1001",

              "latitude": "-80.630554",

              "longitude": "43.677223",

              "altitude": "100.0",

              "accuracy": "0"

            },

            "apStates": {

              "adminState": "ShutDown",

              "operationalState": "OutOfService"

            },

            "accessType": "femto",

            "ratType": "3G"

          }

        }

      }

    }

}



XML Response:



HTTP/1.1 201 Created

Content-Type: application/XML



<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<networkTopologyxmlns="http://localhost:8080/xsd">

	<smallCellNetworks>

		<network id="1">

			<smallCellList>

				<ap>

					<apId>femto100001</apId>

					<name>ap1</name>

					<locationInfo>

						<name>site 1001</name>

						<latitude>-80.630554</latitude>

						<longitude>43.677223</longitude>

						<altitude>100.0</altitude>

						<accuracy>0</accuracy>

					</locationInfo>

					<apStates>

						<adminState>ShutDown</adminState>

						<operationalState>OutOfService</operationalState>

					</apStates>

					<accessType>femto</accessType>

					<ratType>3G</ratType>

				</ap>

			</smallCellList>

		</network>

	</smallCellNetworks>

</networkTopology>





8. [bookmark: _Toc372731565][bookmark: _Toc408569439]Development Ecosystem

8.1.1    [bookmark: _Toc372728342][bookmark: _Toc372731566][bookmark: _Toc408569440]Overview


This chapter provides details on the reference applications, wrappers and the sandboxing environment. 

8.1.2    [bookmark: _Toc372728343][bookmark: _Toc372731567][bookmark: _Toc408569441]Reference Application



We shall have a sample application to facilitate testing of the API library. 

The application will be ready to run so that users can experience the application first hand as well as have its code available to help future API developers get a head start

This sample application demonstrates how the Zonal Presence API and properly structured calls to the implementation (partial; meeting the intent of RFP) of the OMA Terminal Location API can be used to meet the zone based periodic location notification requirements in the RFP.

The following sequence chart shows how the sample application will achieve this.





[image: ]

[bookmark: _Toc408569452]Figure 6 Zone based Periodic Location Notification































[bookmark: _Toc289678423][bookmark: _Toc372731571]

9. [bookmark: _Toc408569442]Programing Environment



		Frameworks/Software’s

		Version

		Purpose



		Tomcat

		7.0

		Deployment



		Java

		7

		Development



		Spring

		3.0

		Development



		Spring security

		3.2

		OAuth 2.0 based authentication



		Jersey Client/Apache HTTP Client

		2.5

		For REST client





[bookmark: _Toc408569454]Table 2 Software List

































































































10. [bookmark: _Toc408569443]Appendix

10.1    [bookmark: _Network_Model_Schema][bookmark: _Toc408569444]Network Model Schema



<?xml version="1.0" encoding="UTF-8"?>

<!-- 

/*******************************************************************************

* FILE NAME: NetworkModel.xsd

* PURPOSE: This XML schema file is used to validate "NetworkModel.xml" file.

*

* Date			    Modified By	    Comments	

* Nov 03, 2014	SautapGorai	    Initial Draft.

* Nov 14, 2014	Nainsy Gupta	    Updated.

*

* Copyright 2014 Hughes Systique

*******************************************************************************/

-->

<xs:schemaxmlns:xs="http://www.w3.org/2001/XMLSchema" 

xmlns="http://localhost:8080/xsd"

targetNamespace="http://localhost:8080/xsd"

elementFormDefault="qualified" attributeFormDefault="unqualified">

	<xs:element name="ap">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="apId"/>

				<xs:element ref="name"/>

				<xs:element ref="locationInfo"/>

				<xs:element ref="apStates"/>

				<xs:element ref="accessType"/>

				<xs:element ref="ratType"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="apId">

		<xs:simpleType>

			<xs:restriction base="xs:string"/>

		</xs:simpleType>

	</xs:element>

	<xs:element name="name">

		<xs:simpleType>

			<xs:restriction base="xs:string"/>

		</xs:simpleType>

	</xs:element>

	<xs:element name="zone">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="zoneId"/>

				<xs:element ref="name"/>

				<xs:element ref="associatedSmallCellList"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="zoneId">

		<xs:simpleType>

			<xs:restriction base="xs:string"/>

		</xs:simpleType>

	</xs:element>

	<xs:element name="network">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="smallCellList"/>

				<xs:element ref="smallCellZoneList"/>

			</xs:sequence>

			<xs:attribute name="id" use="required">

				<xs:simpleType>

					<xs:restriction base="xs:string"/>

				</xs:simpleType>

			</xs:attribute>

		</xs:complexType>

	</xs:element>

	<xs:element name="ratType">

		<xs:simpleType>

			<xs:restriction base="xs:string"/>

		</xs:simpleType>

	</xs:element>

	<xs:element name="accuracy">

		<xs:simpleType>

			<xs:restriction base="xs:decimal">

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="altitude">

		<xs:simpleType>

			<xs:restriction base="xs:decimal">

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="apStates">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="adminState"/>

				<xs:element ref="operationalState"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="latitude">

		<xs:simpleType>

			<xs:restriction base="xs:decimal">

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="longitude">

		<xs:simpleType>

			<xs:restriction base="xs:decimal">

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="accessType">

		<xs:simpleType>

			<xs:restriction base="xs:string">

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="adminState">

		<xs:simpleType>

			<xs:restriction base="xs:string">

				<xs:enumeration value="Locked"/>

				<xs:enumeration value="ShutDown"/>

				<xs:enumeration value="UnLocked"/>

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="locationInfo">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="name"/>

				<xs:element ref="latitude"/>

				<xs:element ref="longitude"/>

				<xs:element ref="altitude"/>

				<xs:element ref="accuracy"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="smallCellList">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="ap" maxOccurs="unbounded"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="networkTopology">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="smallCellNetworks"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="operationalState">

		<xs:simpleType>

			<xs:restriction base="xs:string">

				<xs:enumeration value="Failed"/>

				<xs:enumeration value="InService"/>

				<xs:enumeration value="OutOfService"/>

			</xs:restriction>

		</xs:simpleType>

	</xs:element>

	<xs:element name="smallCellNetworks">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="network" maxOccurs="unbounded"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="smallCellZoneList">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="zone" maxOccurs="unbounded"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

	<xs:element name="associatedSmallCellList">

		<xs:complexType>

			<xs:sequence>

				<xs:element ref="apId" maxOccurs="unbounded"/>

			</xs:sequence>

		</xs:complexType>

	</xs:element>

</xs:schema>

[bookmark: _Network_Model_Sample]

10.2    [bookmark: _Toc408569445]Network Model Sample XML



<?xml version="1.0" encoding="UTF-8"?>

<networkTopologyxmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns="http://localhost:8080/xsd" xsi:schemaLocation="http://localhost:8080/xsd NetworkModel.xsd">

	<smallCellNetworks>

		<network id="1">

			<smallCellList>

				<ap>

					<apId>femto100001</apId>

					<name>ap1</name>

					<locationInfo>

						<name>site 1001</name>

						<latitude>-80.630554</latitude>

						<longitude>43.677223</longitude>

						<altitude>100.0</altitude>

						<accuracy>0</accuracy>

					</locationInfo>

					<apStates>

						<adminState>ShutDown</adminState>

						<operationalState>OutOfService</operationalState>

					</apStates>

					<accessType>femto</accessType>

					<ratType>3G</ratType>

				</ap>

				<ap>

					<apId>femto02</apId>

					<name>ap2</name>

					<locationInfo>

						<name>site 2</name>

						<latitude>-79.639554</latitude>

						<longitude>43.687223</longitude>

						<altitude>100.0</altitude>

						<accuracy>0</accuracy>

					</locationInfo>

					<apStates>

						<adminState>UnLocked</adminState>

						<operationalState>InService</operationalState>

					</apStates>

					<accessType>femto</accessType>

					<ratType>2G</ratType>

				</ap>

			</smallCellList>

			<smallCellZoneList>

				<zone>

					<zoneId>388943</zoneId>

					<name>zone1</name>

					<associatedSmallCellList>

						<apId>femto03</apId>

						<apId>femto02</apId>

					</associatedSmallCellList>

				</zone>

				<zone>

					<zoneId>388953</zoneId>

					<name>zone2</name>

					<associatedSmallCellList>

						<apId>femto100001</apId>

						<apId>femto02</apId>

					</associatedSmallCellList>

				</zone>

			</smallCellZoneList>

		</network>

		<network id="2">

			<smallCellList>

				<ap>

					<apId>femto03</apId>

					<name>ap3</name>

					<locationInfo>

						<name>site 3</name>

						<latitude>-79.639554</latitude>

						<longitude>43.676623</longitude>

						<altitude>100.0</altitude>

						<accuracy>0</accuracy>

					</locationInfo>

					<apStates>

						<adminState>Locked</adminState>

						<operationalState>Failed</operationalState>

					</apStates>

					<accessType>femto</accessType>

					<ratType>WiFi</ratType>

				</ap>

				<ap>

					<apId>femto02</apId>

					<name>ap2</name>

					<locationInfo>

						<name>site 2</name>

						<latitude>-79.639554</latitude>

						<longitude>43.687223</longitude>

						<altitude>100.0</altitude>

						<accuracy>0</accuracy>

					</locationInfo>

					<apStates>

						<adminState>UnLocked</adminState>

						<operationalState>InService</operationalState>

					</apStates>

					<accessType>femto</accessType>

					<ratType>2G</ratType>

				</ap>

			</smallCellList>

			<smallCellZoneList>

				<zone>

					<zoneId>388944</zoneId>

					<name>zone1</name>

					<associatedSmallCellList>

						<apId>femto03</apId>

						<apId>femto02</apId>

					</associatedSmallCellList>

				</zone>

				<zone>

					<zoneId>388954</zoneId>

					<name>zone2</name>

					<associatedSmallCellList>

						<apId>femto100001</apId>

						<apId>femto02</apId>

					</associatedSmallCellList>

				</zone>

			</smallCellZoneList>

		</network>

	</smallCellNetworks>

</networkTopology>

10.3    [bookmark: _Sample_XML_for][bookmark: _Toc408569446]Sample XML for users authentication



<?xml version="1.0" encoding="utf-8"?>

<users>

<user>

	<clientId> client1 </clientId>

	<clientSecret> clientsecret1 </clientSecret>

	<userName> Joe </userName>

	<pssword> Joe2590 </pssword>

</user>



<user>

	<clientId> client2 </clientId>

	<clientSecret> clientsecret2  </clientSecret>

	<userName> Jane </userName>

	<pssword> Jane2590 </pssword>

</user>

</users>
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