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OMA Groups Involved

	Name Of Group
	Role
	Invited
	Comments Provided

	Requirements
	Host
	 FORMCHECKBOX 

	Formal review was finalized, this should be stated in SEC presentation to TP. Also the RD should be shortly presented to TP.

	Architecture
	
	 FORMCHECKBOX 

	

	Security
	Source
	 FORMCHECKBOX 

	

	IOP
	
	 FORMCHECKBOX 

	


Review History

	Review Type
	Date
	Review Method
	Participating Groups
	Full Document Id

	Full
	2004.11.17
	F2F
	REQ, SEC
	OMA-SCT-2004-0025-SCWS-draft-RD


Recommendations

	ID
	Open Date
	Section
	Description
	Status

	001
	2004.11.17
	3.2
	Add a definition of “Local”
	Done by defining “local services”. No other “local” definition exists now.



	002
	2004.11.17
	6.1.1
	Split the requirement in 2: SCWS management is done only with HTTPS and mutual authentication, and SCWS Browsing only with HTTP
	The requirements cover remote administration and local browsing. Remote administration is done with a secure end to end session (REQ-SEC-7). Local browsing is possible either on HTTP or HTTPS (REQ-SCWS-1 & REQ-SCWS-2)

	003
	2004.11.17
	6.2.2
	Add protocol requirements to use HTTP/1.1
	Done 

	004
	2004.11.17
	6.1.1
	Add a denial of service attack requirement
	Done 

	005
	2004.11.17
	6.1.1
	We believe that a device manufacturer must be able to guarantee that a PIN code entered by the user cannot be stored or cached anywhere in the device memory. We therefore want to add a requirement as follows: Only applications authorized by the device manufacturer shall be able to handle PIN codes towards the smart card.
	REQ-SEC-3 to REQ-SEC-6 and REQ-SEC-8 provide a mechanism to enforce this requirement.

	006
	2004.11.17
	6.1.1
	In order to avoid that a user is deceived to leave a safe, certified, domain when browsing the web, we want to add a requirement as follows: It shall not be possible to cross boundaries between certified domains when browsing the web.
	Crossing boundaries are needed, as expressed in the use cases. However, 

REQ-SEC-2 answers this concern.

	007
	2004.11.17
	
	There is in this RD an assumption of data storage possibilities in the SC. This should be stated as a requirement.
	REQ-SC-2 answers this.



	008
	2004.11.17
	5.5.2.1 and 5.5.2.2
	Relation to provisioning: The card SHOULD be provisioned by the operator with the appropriate information
	This is covered by the requirement about remote configuration (REQ-SEC-7).

Also use case 5.5.3 says that for example the SCWS is already configured prior to issuance.

	009
	2004.11.17
	
	How can the operator access the SCWS as only trusted applications in the ME are allowed to access SCWS?
	The operator can browse and update the SCWS remotely via a direct end to end secure session with mutual authentication. 

REQ-SEC 7 answers that.

	010
	2004.11.17
	5.7
	In this use case: is the Application on the smart card? Or only access control stored on the smartcard?
	The use case was updated to clarify the scenario.

This is an ME application that is stored in the SCWS and is executed on the ME after it is fetched from the SCWS. An example is a MIDlet for Java phones that can be downloaded from a web server.

This use case is just an example of downloading some content and can be compared to the Internet where the user can download the same content (e.g. Java application) from a remote server.

	011
	2004.11.17
	Introduction page
	Version number is 1.0
	Done 

	012
	2004.11.17
	End of document
	History table is missing
	Done 

	013
	2004.11.17
	All
	The requirements should be numbered
	Done 
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