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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler Authorization Framework for Network APIs 1.0 under consideration is created and maintained by the Architecture Sub-Working Group Security (ARC/SEC) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Technical Specification (ER) in addition to any other items the ARC has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References

2.1 Normative References

	[Autho4API_ER]
	“OMA Authorization Framework for Network APIs”, Version 1.0, Open Mobile Alliance™, OMA-ER-Autho4API-V1_0, URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	 “Enabler Relese Document for Authorization Framework for Network APIs ”, Open Mobile Alliance™,
OMA-ERELD- Autho4API-V1_0-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8, URL:http://www.openmobilealliance.org/

	[OMAPUSH]
	“OMA Push”, Version 2.3, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	AD
	Architecture Document

	Autho4API
	Authorization Framework for Network APIs

	OMA
	Open Mobile Alliance

	RD
	Requirements Document


4. Introduction

The purpose of this Enabler Test Requirements (ETR) document is to help guide the testing effort for the Enabler Authorization Framework for Network APIs 1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

Version 1.0 of the Enabler comprises the following specifications: 
· OMA-RD-Autho4API-V1_0
· OMA-ER-Autho4API-V1_0
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for Authorization Framework for Network APIs 1.0.
This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler Authorization Framework for Network APIs 1.0.
5. Test Requirements

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the enabler Authorization Framework for Network APIs v1.0.
5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Autho4API-001
	Register the client
	Register description and redirection endpoint(s) of a public (or confidential) client to issue client_id (and client_secret), as specified in [Autho4API_ER]

	
	Autho4API-002
	Obtain Resource Owner’s authorization (Authorization Code flow)
	Using the Authorization Code flow: enforce transport layer security, identify the client, verify scope value validity, verify redirect_uri validity (a client’s public HTTP URL), authenticate Resource Owner using any method, obtain authorization from Resource Owner and deliver the Authorization Response via HTTP redirection to redirect_uri, as specified in [Autho4API_ER]

	
	Autho4API-003
	Obtain Resource Owner’s authorization (Implicit Grant flow)
	Using the Implicit Grant flow: enforce transport layer security, identify the client, verify scope value validity, verify redirect_uri validity (a client’s public HTTP URL), authenticate Resource Owner using any method, obtain authorization from Resource Owner and deliver the Access Token Response via HTTP redirection to redirect_uri, as specified in [Autho4API_ER]

	
	Autho4API-004
	Obtain an Access Token for a public client (Authorization Code flow)
	Using the Authorization Code flow: enforce transport layer security, identifies the client and exchange the authorization code for an Access Token, as specified in [Autho4API_ER].

	
	Autho4API-005
	Obtain an Access Token for a confidential client (Authorization Code flow)
	Using the Authorization Code flow: enforce transport layer security, authenticates the client and exchange the authorization code for an Access Token, as specified in [Autho4API_ER].

	
	Autho4API-006
	Access the protected resource
	Enforce transport layer security, check the validity of Access Token sent in the Authorization header of resource request and if valid return the protected resource, as specified in [Autho4API_ER].

	Error Flow
	Autho4API-061
	Handle error cases subsequent to Authorization Request
	Test standard error scenarios with regard to Autho4API-002 and Autho4API-003:

Without response to client (by e.g. HTML page)

· missing, invalid, or mismatching redirection URI
· missing or invalid client identifier
· secondary channel feature unsupported, or requested secondary channel not supported

With response returned to client:

· invalid_request

· unauthorized_client

· access_denied

· unsupported_response_type

invalid_scope

	
	Autho4API-062
	Handle error cases subsequent to Access Token Request
	Test standard error scenarios with regard to Autho4API-004 and Autho4API-005:

· invalid_request

· invalid_client

· invalid_grant

· unauthorized_client

· unsupported_grant_type

invalid_scope

	
	Autho4API-063
	Handle error cases subsequent to protected resource request
	Test standard error scenarios with regard to Autho4API-006:

· invalid_request (because missing parameter)

· invalid_request (because missing Access Token)
· invalid_token (because unknown or malformed)

· invalid_token (subsequent to token expiry)

· invalid_token (subsequent to token revocation)

· invalid_token (because one-time token already used)
insufficient_scope


Table 1: Applicability Table for Enabler Specific Mandatory Test Requirements – Authorization Framework for Network APIs
5.1.2 Optional Test Requirements 
Optional test requirements cover optional features/functions of an enabler.

If an optional requirement of the Enabler is implemented, this requirement SHALL be tested..

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Autho4API-101
	Manage downscoping
	(Amendment to requirements Autho4API-003, Autho4API-004 and Autho4API-005): issue an Access Token with a scope narrower than the one requested, as specified in [Autho4API_ER]

	
	Autho4API-102
	Obtain Resource Owner’s authorization (Authorization Code flow) using the secondary channel: SMS text
	(Amendment to requirement Autho4API-002): retrieve Resource Owner’s MSISDN using any method and return the Authorization Response in a textual SMS, as specified in [Autho4API_ER]

	
	Autho4API-103
	Obtain Resource Owner’s authorization (Authorization Code flow) using the secondary channel: OMA connectionless Push over SMS
	(Amendment to requirement Autho4API-002): retrieve Resource Owner’s MSISDN using any method and return the Authorization Response in an OMA connectionless push over SMS targeting the pre-registered app-id (and request-signaled instance-id), as specified in [Autho4API_ER]

	
	Autho4API-104
	Obtain Resource Owner’s authorization (Implicit Grant flow) using the secondary channel: OMA connectionless Push over SMS
	(Amendment to requirement Autho4API-003): retrieve Resource Owner’s MSISDN using any method and return the Access Token Response in an OMA connectionless push over SMS targeting the app-id (and request-signaled instance-id), as specified in [Autho4API_ER]

	
	Autho4API-105
	Encrypt the response to be delivered over secondary channel
	(Option to requirements Autho4API-103 and Autho4API-104): extract the encryption parameters from Authorization Request “redirect_uri”parameter, and encrypt the response before delivering it over secondary channel

	
	Autho4API-106
	Enhance Resource Owner’s authentication and authorization experience
	(Option to requirements Autho4API-002 and Autho4API-003) Enhance Resource Owner’s authentication and authorization experience using a User Experience Extension to signal device-specific display and language, as specified in [Autho4API_ER]

	
	Autho4API-107
	Secure transport layer on authorization endpoint using TLS
	(Option to requirements Autho4API-002 and Autho4API-003) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-108
	Act as a Shared Autho4API Authorization Server (Authorization Code flow)
	(Option to requirement Autho4API-002 ) Act as a Shared Autho4API Authorization Server interacting with Service Provider-specific Authorization Servers, as specified in [Autho4API_ER], encompassing the client registration and authorization processes.

	
	Autho4API-109
	Act as a Shared Autho4API Authorization Server (Implicit Grant flow)
	(Option to requirement Autho4API-003) Act as a Shared Autho4API Authorization Server interacting with Service Provider-specific Authorization Servers, as specified in [Autho4API_ER], encompassing the client registration and authorization processes.

	
	Autho4API-110
	Secure transport layer on token endpoint using TLS
	(Option to requirement Autho4API-004) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-111
	Authenticate confidential client in Access Token Request using client password
	(Option to requirement Autho4API-004) Authenticate confidential client in Access Token Request using HTTP Basic and client password, as specified in [Autho4API_ER]

	
	Autho4API-112
	Secure transport layer of protected resource request using TLS
	(Option to requirement Autho4API-006) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-113
	Resolve resource location from an Access Token
	Resolve location of Autho4API Access Control Server root from an issued Access Token, as specified in [Autho4API_ER]

	
	Autho4API-114
	Obtain new Access Token using a Refresh Token
	Exchange a Refresh Token for a new Access Token, as specified in [Autho4API_ER]

	
	Autho4API-115
	Revoke Access Token
	Revoke an Access Token, as specified in [Autho4API_ER]

	
	Autho4API-116
	Revoke Refresh Token
	Revoke a Refresh Token (and any associated Access Tokens), as specified in [Autho4API_ER]

	
	Autho4API-117
	Manage Access Token lifetime
	(Option to requirements Autho4API-003 and Autho4API-004) Issue and handle an Access Token with a signaled expiry time constraining its lifetime, as specified in [Autho4API_ER]

	
	Autho4API-118
	Manage one-time Access Tokens 
	(Option to requirements Autho4API-003 and Autho4API-004) Issue and handle a one-time Access Token constraining its count to one, as specified in [Autho4API_ER]

	
	Autho4API-119
	Act as a Shared Autho4API Access Control Server
	(Option to requirement Autho4API-006) Act as a Shared Autho4API Access Control Server interacting with Service Provider-specific Access Control Servers, as specified in [Autho4API_ER]

	Error Flow
	Autho4API-161
	Handle error cases subsequent to protected resource request
	Test standard error scenarios:

· invalid_request

· invalid_token (subsequent to token expiry)

· invalid_token (subsequent to token revocation)

· invalid_token (because one-time token already used)

insufficient_scope


Table 2: Applicability Table for Enabler Specific Optional Test Requirements – Authorization Framework for Network APIs

5.2 Enabler Dependencies

For the process of Access Token obtention:

· Autho4API v1.0 depends on OMA Push enabler [OMAPUSH] when OMA Connectionless Push over SMS is used to deliver the response to Authorization Request 

· Autho4API v1.0 has otherwise no testing dependencies
For the process of Access Token usage for accessing a protected network resource:

Autho4API v1.0 is best tested in combination with an OMA RESTful Network API enabler which defines support for the Autho4API enabler.
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