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1. Scope
(Informative)

<This clause defines the boundaries of the requirements described in this requirements specification>

This Requirements Document addresses the OMA Identity Management Framework Work Item Document (0049) that was accepted by the Technical Plenary in June 2003. The intention of this work is to tie together all existing efforts relating to identity within the OMA in order to create a single Identity Management Framework to be used for all OMA enablers. According to the agreed WID, “The framework sets requirements for … technical working groups of OMA: all identity management related issues should be done according to the framework”. The benefits of a single Identity Management Framework for all OMA enablers are:

· Management and use of identity or personal information is easier for all stakeholders: end users, operators, enterprises and service providers;

· End users do not have the burden of having to understand different service specific identity solutions;

· The same identities and personal information can be utilised by multiple services;

· Privacy protection can be enabled more easily using a common Identity Management Framework;

· The OMA will not be seen to publish specifications with disparate, conflicting identity management solutions;

· Identity needs are the same (or very similar) for all enablers and so by creating a single Identity Management Framework duplication of work is kept to a minimum;

· New enablers in the future with identity requirements will be able to benefit from the existing Identity Management Framework;

· Greater interoperability between enablers;

· Improved time to market for those enablers that use the Identity Management Framework.

As mentioned in the WID there are additional benefits if a standardised mobile subscription based identity is used for the Identity Management Framework:

· Mobile operators already have an excellent trust relationship with millions of customers due to their high level of security;

· Mobile operators can offer content providers simple, event-based billing services suitable for low-value transactions.

Therefore a key overall requirement for the OMA Identity Management Framework is to enable (at least) the use of existing mobile operator identity solutions (for authentication and user authorisation), covering (at least) SIM smart cards, R-UIM smart cards and IS41 software solutions.

This Requirements Document includes in its scope the following types of identities:

· User identity: relating to the provisioning of and access to user identity information and related attributes in the operator, service provider, enterprise infrastructures and in the device. This includes the management (e.g. conflict resolution) of several simultaneous identities (for one user identity) that enable multiple user profiles, such as employee and a private customer profiles. Delegation and sharing of authority is also included in scope in order to enable the role of an intermediary agent (e.g. for some enterprise situations).

· Service / Content / Identity Provider identity: for authentication and to support delegation of authority.

· Device Identity: to enable topics such as digital rights management, for example.

· Application / Service Identity: to identify enterprise applications, for example, or enable the use of identity containers.

However, bearing in mind that all work is contribution driven it is necessary to prioritise these topics in terms of which are specified within the initial phase of work, and which are listed as requirements for a future specification phase.

2. References

2.1 Normative References

[RFC2119]
“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

[MWS NI REQS]
OMA-RD_MWS_NI-V1_0-20031120-A

[WID]
OMA-TP-2003-0280-Identity-Management-Framework-WI

2.2 Informative References

[REF]
“RefTitle”, Source, URL

None.
<<add/remove entries as needed OR state that there are>>

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.>>

3.2 Definitions

<<definition>>
Description

<<definition>>
Description

3.3 Abbreviations

<<abbreviation>>
Explanation

<<abbreviation>>
Explanation

4. Introduction
(Informative)

< This clause contains an overview of this requirements specification, describing the background and general objective of this requirements specification>

Identity or personal information is needed in most mobile services for identifying the communicating parties; controlling access to services; personalization; charging or billing. Communication can happen between an end user and a service, between two or more end users, or between two or more services. In all cases the questions to be answered are:

· How can identities or personal information about other parties be discovered? 

· How can identities or personal information be transferred from one party to another? 

· How can the owner of the information control the availability, visibility, and use of his identity or personal information?

Various proprietary and standardised identity solutions are used today. However, as mentioned above, there are several benefits if all services use a single Identity Management Framework. The high level objective of this Requirements Specification, therefore, is to capture the requirements for an Identity Management Framework suitable for all OMA enablers, covering identity discovery, transfer, and management of identity availability.

The choice of the word framework implies the need for an extensible structure that includes a set of concepts, methods, and suggested technologies required for a complete product/service design and implementation, but that can evolve to meet business and cultural changes. The first step in defining the requirements for the Identity Management framework is the creation of an ecosystem representing the key entities, roles within those entities, and relationships between those roles.

4.1 Strategy and Approach

The task of creating the right set of requirements for an Identity Management Framework is faced with the typical trade-off between completeness and consistency on one side, versus resource and time-to-market on the other side. Furthermore, the development of requirements in the OMA must also deal with the reality of the input contribution driven process. As a consequence of these realities the creation of these requirements was achieved through an iterative process, approaching the total applicable scope as a continuum and addressing it in steps governed by the above-mentioned realities. In order to manage these steps the end points for the work must be defined.

4.1.1 End Points

At one endpoint (the start) of the total applicable scope for an Identity Management Framework it is necessary to define the identity ecosystem. This definition must include all information required to ensure that all Working Groups of the OMA (and ideally the whole mobile industry) have a consistent understanding of Identity Management. The definition must therefore include (at least):

· All components of the ecosystem;

· The relationships between the components of the ecosystem;

· All identity-related interactions between the components.

At the other endpoint (the end) of the total applicable scope is a complete and consistent enabler or set of enablers, driven by a consistent set of requirements, that address all interactions defined by the first endpoint.

4.1.2 Co-ordination

In reality the process of creating an Identity Management Framework was started before this strategy was in place, but all work completed prior to the creation of this strategy is consistent and supportive of it.

The MWS Working Group identified an immediate need to address certain aspects of Identity Management (Single-Sign-On, Federation of Accounts, Identity Attribute Sharing) in the context of Mobile Web Services and produced a set of ‘Network Identity’ requirements
 [MWS NI REQS] to address this need. These requirements were approved by the OMA TP in November 2003.

The MWS Working Group also developed a specification, as part of the OWSER 1.0 MWS candidate enabler, to address the first half of the MWS NI Requirements (those requirements relating to Single-Sign-On and Federation of Accounts).

Due to the success of MWS in creating a specification to address the first half of the requirements in a timely and efficient way the OMA Requirements Identity Management Framework breakout group recommended that the MWS Working Group should create a specification to address the remaining, TP approved requirements. This work was completed as part of the Identity Management Framework WID
. This work was progressed in parallel to the remaining REQ IMF breakout requirements work.

In order to ensure alignment between the MWS NI specification work and the Requirements IMF work, all changes to the existing, approved MWS NI requirements were tracked using change requests. The OMA MWS Working Group managed this process.

4.1.3 Topics included in the Identity Management Framework

The following topics were discussed regarding their possible inclusion in the IMF analysis work. The discussion led to the selection of those shown as high priority topics for analysis within the scope of IMF.

High Priority
Medium Priority
Low Priority

Location
IMS
Instant Messaging (covered in Group Management and Presence)

Download and DRM
Gaming
Broadcast (covered in Download)

Device Management
Messaging
OMA Service Provider Environment (covered in EPEM)

Push to talk over Cellular
Data Synchronisation
Integrated Messaging

Presence
WAP Push
MMS

Execution Policy Enforcement Management
Browsing
Creating a business agreement on the fly

Mobile Web Services

Standard Transcoding Interface

Enterprise

Multi-Modal

Charging

Proxy-based redirect

Privacy



Group Management



User Agent Profile



M-Commerce



Content Screening



Having selected the high priority topics to be covered within the Identity Management Framework, these choices were socialised with the wider OMA Requirements community.

4.1.4 Process

The existing, approved Network Identity requirements from the MWS Working Group provided an important building block in the set of requirements for the Identity Management Framework. In order to build on this work to the fullest extent, the Requirements IMF breakout approach was to expand the MWS NI requirements, where appropriate, to ensure that they address the requirements of all OMA enablers rather than just those of MWS. These requirements were derived from two sources, as follows:
· Exploration and analysis, from an IMF perspective, of existing use cases and requirements documents available from other OMA Working Groups. 
· Exploration and analysis, from an IMF perspective, of new use cases and potential requirements submitted to the REQ IMF Breakout Group by member companies.
The actual process for extracting additional or contradictory requirements to the existing MWS NI requirements was as follows:

1. For every use case submitted, the potential relevance to an Identity Management Framework was highlighted.
2. For those use cases deemed relevant to an Identity Management Framework an analysis was conducted in order to:
· Categorise the issue as either: authentication; authorization; attribute sharing, or ‘new category’;
· Determine whether the issue is already addressed by existing MWS NI requirements;
· Determine whether the issue is already specified in the OWSER 1.0 MWS candidate enabler;
· Determine whether the issue contradicts existing MWS NI requirements.
· Capture any new requirements not covered by the MWS NI requirements.
3. Review by the IMF Breakout Group to determine whether the proposed new requirements should be added to the IMF requirements.
Using this process it was possible to carry out a gap analysis of the existing MWS NI requirements to verify whether those requirements meet the needs of the whole of the OMA and, where gaps were found, write new requirements.

4.1.5 Identity Management Framework Requirements Document

This Requirements Document is a single, coherent set of requirements that should be used for all identity needs within the OMA, including any future specification work by the OMA MWS and Architecture Working Groups. All existing MWS NI requirements are mentioned explicitly in this document. Furthermore, an analysis of which requirements have already been specified is included.

All of the requirements in this Requirements Document are owned, and the responsibility of the OMA Requirements Group.

It is not thought that current set of requirements will completely address all feasible identity related aspects or a particular set of relationships between components of the ecosystem. This is due to the nature of the realities described above, and the desire of the IMF Breakout Group to release a set of market-driven requirements in a timely manner. However, the current set of requirements achieves the important goal of creating a framework on which to build new, future concepts.

4.2 Identity Ecosystem
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The identity ecosystem is represented in Figure 1
. It shows both the entities involved and the relationships and flows between those entities.

Figure 1: Identity Ecosystem showing entities, relationships and flows

5. Use Cases
(Informative)

<This clause provides a high level description of the requirements identified in this requirements specification.  It does not contain any normative requirements.  This description shall describe the user experience of the requirements subsequently identified>

5.1 Use Case Example        (LEFT IN AS AN EXAMPLE)

<The level of detail of descriptions in this Requirements Document shall be above technical implementations of protocols. It shall be as detailed as to fully guide a non-technical reader from start to end, defining the behavior of each actor.

5.1.1  ASK  \* MERGEFORMAT Short Description

<In one or two sentences, describe the interaction that occurs in this use case. Try not to regurgitate the basic course of events. The short description may provide context that other sections do not contain (mandatory).

Example: This use case describes the notification of a user based on events which are generated by his personal information system at the office or at home (calendar, inbox, task list, etc.). A message is being pushed onto the mobile terminal of the user. It shall be possible to take the user’s location into account when creating the message to be delivered. >
5.1.2 Actors

<A list of involved actors and a description of their specific role in this use case. Actors are people, organisations or applications that interact during the course of events in the use case. It might be useful to have a list of standard actors for mobile services such as User, Network Operator, Service Provider, Content Provider etc., but we will also need freedom to introduce further actors in order to capture our requirements (mandatory).>

5.1.2.1 Actor Specific Issues

<A list of specific issues for each actor in the defined use-case. Listed issues shall highlight the important issues seen by each actor in the interaction with the service (mandatory)>

5.1.2.2 Actor Specific Benefits

<A list of specific benefits for each actor in the defined use-case. Shall be used in the valuation of the defined use-case (mandatory)>

5.1.3 Pre-conditions

<Pre-conditions are things that must be in place before the interaction can occur. They are part of the contract between this use case and the outside world (mandatory).>

5.1.4 Post-conditions

<Like pre-conditions, post-conditions are part of the contract between this use case and the outside world. After this use case has been completed successfully, the post-conditions are satisfied. Post-conditions should be independent of the alternative (successful) paths taken inside the use case (mandatory).>

5.1.5 Normal Flow

<This is the meat of the use case. Describe the steps that each actor and the system go through to accomplish the goal of the use case. The normal flow represents the ‘simple, correct path’ through the use case. It is the most common path taken. For example, think of a use case which applies to 80% of the users, but for some reason, 20% of the users need to take an alternative path (they might come with different pre-conditions, for example, they might have ‘no credit card’).

The basic format here is a numbered list of steps which describe the actions of the actors and the system behaviour. If it helps, a UML diagram might be added. (mandatory)>

5.1.6 Alternative Flow

<Alternative flows are needed to make the description complete, if a single flow of events does not cover the use case completely. However, avoid going into detail and do not describe all the exception handling as alternative flows. Exception handling shall be described only, if it leads to specific requirements for the overall system. (optional)>

5.1.7 Operational and Quality of Experience Requirements

<Operational and Quality of Expererience (QoE) requirements apply to the use case from the perspective of involved actors. Unlike pre- or post-conditions, operational requirements are relevant for the use case as whole (not just particularly before or after it). These may be along some or all of the following dimensions depending on the application: ease of use, performance, reliability and security.  Please refer to the OMA Technical Report on Applications Performance Issues for more information and guidance on Quality of Experience Requirements. [REFERENCE TO BE INSERTED].

Examples for such requirements are 

· 'The customer contact is always with a sales person' 

· 'The system shall allow for at least 1,000 concurrent transactions' 

· 'The order confirmation shall be sent not later than 1 hour after purchase' 

· 'If 5 items are purchased, there is a special discount on the sixth'

· 'The user shall have full control over his personal data' 

· 'The response time for receiving an acknowledgement of the on-line e-commerce transaction shall be no longer than 4 seconds.'>

Use Case A: TO BE COMPLETED

5.1.8  ASK  \* MERGEFORMAT Short Description

5.1.9 Actors

5.1.9.1 Actor Specific Issues

5.1.9.2 Actor Specific Benefits

5.1.10 Pre-conditions

5.1.11 Post-conditions

5.1.12 Normal Flow

5.1.13 Alternative Flow

5.1.14 Operational and Quality of Experience Requirements

Use Case B: TO BE COMPLETED

5.1.15  ASK  \* MERGEFORMAT Short Description

5.1.16 Actors

5.1.16.1 Actor Specific Issues

5.1.16.2 Actor Specific Benefits

5.1.17 Pre-conditions

5.1.18 Post-conditions

5.1.19 Normal Flow

5.1.20 Alternative Flow

5.1.21 Operational and Quality of Experience Requirements

Use Case C: TO BE COMPLETED

5.1.22  ASK  \* MERGEFORMAT Short Description

5.1.23 Actors

5.1.23.1 Actor Specific Issues

5.1.23.2 Actor Specific Benefits

5.1.24 Pre-conditions

5.1.25 Post-conditions

5.1.26 Normal Flow

5.1.27 Alternative Flow

5.1.28 Operational and Quality of Experience Requirements

Use Case D: TO BE COMPLETED

5.1.29  ASK  \* MERGEFORMAT Short Description

5.1.30 Actors

5.1.30.1 Actor Specific Issues

5.1.30.2 Actor Specific Benefits

5.1.31 Pre-conditions

5.1.32 Post-conditions

5.1.33 Normal Flow

5.1.34 Alternative Flow

5.1.35 Operational and Quality of Experience Requirements

Use Case E: TO BE COMPLETED

5.1.36  ASK  \* MERGEFORMAT Short Description

5.1.37 Actors

5.1.37.1 Actor Specific Issues

5.1.37.2 Actor Specific Benefits

5.1.38 Pre-conditions

5.1.39 Post-conditions

5.1.40 Normal Flow

5.1.41 Alternative Flow

5.1.42 Operational and Quality of Experience Requirements

5.2 Open Issues

<Anything that the author(s) want to mention and which needs further clarification. (optional)>

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

<This clause identifies the high level requirements to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

[Note: This section is still very much in draft format. I’ve tried to split this up into sections so that we can track where requirements came from (when we do our convergence of requirements). This, along with the format of the table, will hopefully aid us when we come to socialising our requirements with specific working groups.

I’ve pasted all our existing requirements here in this high level section until we discuss where each requirement should be. I’ve created the table as a way of being able to show to which enablers the requirement is (or may be) of interest. So for example, these could be mapped as follows:

1
Location

2
Download and DRM

3
Device Management

4
Push to talk over Cellular

5
etc. etc. from our list of high priority enablers.

We currently have 14 topics…so there are 14 columns…

For example:

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14

1
Example requirement 1
Y
Y
Y

Y



Y
Y


Y


2
Example requirement 2
Y
Y



Y


Y
Y



Y

3
Example requirement 3





Y
Y
Y
Y

Y




4
Example requirement 4



Y




Y




Y

This is open to discussion, naturally…]
General ones that weren’t listed under a particular topic in the high priority list

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


User authentication to an identity provider and an identity provider authentication to a User

(B2B – Bilateral Authentication)
















The ability to build a circle of trust in the absence of a pre-existing circle of trust

(B2B – Dynamic Establishment of Circle of trust)
















Usage of an intermediary for establishing enhanced levels of trust

(B2B)
















In any interaction, it should be possible for the parties to mutually authenticate each other.
















It should be possible to determine the security level of a container of credentials, preferences and attributes in order to allow appropriate policy setting (in particular with respect to the smart card).















1  Location Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


A Service Provider can query a Discovery Service for attributes pertaining to a Principal different from the Principal with whom the Service Provider is interacting. 

(Location – Friend Finder UC – Principal referencing)



















































































2  Download and DRM Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


There needs to be a method to support Device identity, user identity, and rights objects identity (to be resolved later)

(DRM – Device Identity)
















The ability to map a rights object to a combination of device identities and user identities as required by a specific use case

(DRM)
















The Smartcard is one possible container for user identity

(DRM – Smart Card)
















The need to authenticate the source of protected content. (resolve with Bilateral Authentication)

(DRM – Rights Issuer Authentication)















3  Device Management Requirements

(Derived from OMA-REQ-2004-0261-Device Management-Use-Cases-Identity-Analysis)

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


It must be possible for a provisioning function to erase a devices previous user's identity information from the device without being able to access the user's identity information
















It must be possible for a provisioning function to reset a device to it's initial state (erase all user ID information) without being able to access this information.
















It must be possible for a provisioning function to access a device's current identity information to determine if the device's current identity information can be changed.
















It must be possible for a provisioning function to change a device's network operator with a requirement that the previous network operator may be required to relinquish control of the device before the new network operator can provision the device to it's network.
















An enterprise or other non-network operator provisioning authority must be able to de-provision (remove a device from service) for used devices.
















The owner of identity information on a device must be able to authorize other entities to access and/or change identity information on the device.
















The management authority that controls a device's identity information must be able to transfer control of the device's identity information to a new management authority.
















Authorization of a user for access to services preferences can reside on a device or on a network

(DM – New Device Purchase UC)
















Authorization of the operator to define/update network parameters on the device

(DM – New Device Purchase UC)
















Possible delegation of authorization from operator to an agent

(DM)
















Device needs be discovered by the DM infrastructure and authenticated by a DM server (DM)
















Different authorities should be authorized to access/modify data on device. One authority should have overriding capability. One authority may delegate its authorization to another authority.

(DM)
















It should be possible for an enterprise to store security credentials on a smart card.

(DM)
















When multiple containers are available, the more secure may override other ones.

(DM)
















It should be possible to determine the security level of a container of credential, preferences and attributes in order to allow appropriate setting of policy.

(DM)
















Bootstrap Provisioning for used devices- requirements needs to be defined

(DM)















4  Push to talk over Cellular Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


Group members should be identified. Host and group identity should be presented to invited parties. Uninvited member joining group should be possible by knowing group name and host. Group needs to have an identity
















Session participants identifiers should be available on the handset.
















Originator Caller ID information should be available on terminal
















End user should be able to create a group. To be checked further with Group analysis
















Privacy of open group's ad hoc members should be protected. To be checked further with Group analysis
















Nickname creation should be possible. To be checked further with Group analysis, if Nickname handling has a generic mechanism















5  Presence Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































6  Execution Policy Enforcement Management Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































7  Mobile Web Services Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































8  Enterprise Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14


Different levels, contexts and methods of authentication are required (e.g. to meet the needs of confidential Enterprise applications and services). 
















SSO should work across domains (e.g. including access to all enterprise applications from outside the intranet)

(for further discussion)
















Delegation of authority is required. This includes two-way delegation (e.g. from an operator to an enterprise and vice versa).
















There must be a method of creating, managing the lifecycle and sharing of application-specific identity attributes. Common data models should be considered.
















There must be support for end user groups and roles.
















An Operator’s IdP service must be able to support identity services with multiple non-operator identity providers and/or applications/services for an individual (e.g. dual identity as an employee and an individual consumer).
















It must be possible for an enterprise entity identity function to interface to multiple different operator identity providers.
















Applications/services must have the ability to create stronger authentication by combining identity information from multiple IdPs to create a higher level of trust. 

(need to clarify this. Reminder: hire a car using two credit cards)
















SSO involving multiple Identity Providers must be possible. (e.g. so that an employee registered on for a personal service can also be used in an enterprise setting (e.g. presence information)).
















The concept of using an IdP broker must be possible (e.g. an Orange subscriber roaming on a Vodafone network).
















A service must be able to discover the identity of a device in order to discover device capabilities (e.g. multi-modal devices). (dealing with this because device identity is within our scope)
















It must be possible to authenticate multiple parties participating in a service. (Could assume that this is covered by IdP delegation. Topic for discussion: how do we address delegation from one IdP to another if they aren’t in the same heirarchical structure (i.e. circle of trust)? What if there is no existing circle of trust?)
















Identity Profiles need to be seggregated for private use and business use.
















The owner of the Device Management Infrastructure must be able to provision and monitor any changes to a user’s identity information (stored within their Device Management Infrastructure). Different elements of the same device may be controlled by different device management infrastructures.
















Remember service identities
















Remember application identities
















It must be possible to store enterprise security credentials on a smart card.
















A user that has federated identity information at different identity providers (e.g. operator and enterprise) should have the capability to set his/her preferences with respect to Single sign-on and Single Log-out in such a way that it covers all possible combinations (SSO at either IdP and SSO at either IdP, as well as the option to avoid SSO at one IdP while allowing SSO at the other IdP).
















SSO needs to be maintained while traversing (roaming) several operator domains and authentication domains, including potential different enablers service providers for enablers.
















SLO needs to function while traversing (roaming) several operator domains and authentication domains, including potential different enablers service providers for enablers.
















The ability to support SSO needs to be published/discoverable in a standard way.
















Any two entities communicating with each other should have the option to mutually authenticate.

Note: this requirement text will be used to update/expand requirement 2 in section 6.1.2 of OMA-RD_MWS_NI-V1_0-20031120-A. Comments/details: The reference req. in MWS NI is limited to mutual authentication of 2 providers. The NEW/To-be-updated requirement states ANY two entities. An entity can be a user, a device, an application, etc ... in addition to a provider.
















Any entity should be able to request authentication of an unsolicited source.
















The identity attributes must include support for a "alternate principal" attribute, to allow for escalation of failed requests in reaching the original identity.

Note - comments/details: this is useful when a request has to reach a certain "identity" which is not currently present or when outages are in progress, and allows for continuous escalation path for delivery of the request. It will result in repeated authentications and authorizations until the identity (that attempts to reach are being made) is indeed reachable.















9  Charging Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































10  Privacy Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































11  Group Management Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































12  User Agent Profile Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































13  M-Commerce Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































14  Content Screening Requirements

No.
Requirement
Requirement appropriate for these topics:



1
2
3
4
5
6
7
8
9
10
11
12
13
14





































































6.1.1 Security

<This clause identifies the high level security needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.2 Charging

<This clause identifies the high level charging needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.3 Administration and configuration

<This clause identifies the high level administration and configuration needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.4 Usability

<This clause identifies the usability needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.5 Interoperability

<This clause identifies the high level interoperability needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>

6.1.6 Privacy

<This clause identifies the high level privacy needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>
6.2 Overall System Requirements

<text>

6.3 System Elements

<This section identifies the high level requirements, on each system element in the use cases,  identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have a sub-section(s) covering the requirements on interfaces>

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements>
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Appendix B. <Additional Information>

<This annex provides additional information to support the requirements, and is explicitly identified as being either informative or normative. Requirements shall be presented at a high level, and not assume or imply the implementation of the requirements>
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