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1. Scope
This document provides the LDAP protocol binding for the operations of the SUPM-1 interface.

2. References
2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4511]
	“Lightweight Directory Access Protocol (LDAP): The Protocol”. J. Sermersheim, Ed. June 2006, URL:http://www.ietf.org/rfc/rfc4511.txt

	[RFC4512]
	“Lightweight Directory Access Protocol (LDAP): Directory Information Models”. K. Zeilenga, Ed. June 2006, URL:http://www.ietf.org/rfc/rfc4512.txt

	[RFC4513]
	“Lightweight Directory Access Protocol (LDAP): Authentication Methods and Security Mechanisms”. R. Harrison, Ed. June 2006, URL:http://www.ietf.org/rfc/rfc4513.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[SUPM-RD]
	“OMA Service User Profile Management Requirements”, Open Mobile Alliance™,

 OMA-RD-Service_User_Profile_Management-V1_0, URL:http://www.openmobilealliance.org/

	[SUPM-AD]
	“OMA Service User Profile Management Architecture”, Open Mobile Alliance™,

 OMA-AD-Service_User_Profile_Management-V1_0, URL:http://www.openmobilealliance.org/

	SUPM-TS
	“Service User Profile Management Technical Specification”, Open Mobile Alliance™,
OMA-TS-Service User Profile Management-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,
OMA-ORG-Dictionary, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application
	See [OMADICT]

	Authorized Principal
	See [OMADICT]

	Principal
	See [OMADICT]

	Resource
	See [OMADICT]

	Service
	See [OMADICT]

	Service Provider
	See [OMADICT]

	Service User Profile
	See [SUPM-RD]

	User Profile
	See [OMADICT]

	User
	See [OMADICT]

	User’s Characteristic Description Information
	See [SUPM-RD]

	SUPM Data View
	See [SUPM-AD]


3.3 Abbreviations

	AD
	Architecture Document

	LDAP
	Lightweight Directory Access Protocol

	OMA
	Open Mobile Alliance

	SUPM
	Service User Profile Management


4. Introduction
 (Informative)

The Service User Profile Management (SUPM) enabler provides a standardized interface to access and manage the data related to Service User Profile, with which applications and/or enablers can create, read, update and delete those data in order to support contextualization and personalization of the User’s services.

This interface supports requests to create/read/update/delete Service User Profile data, and the corresponding responses. 
This specification described the mapping of these operations for LDAP.
4.1 Version 1.0

This document covers all requirements [SUPM-RD] of SUPM V 1.0.
5. SUPM LDAP Binding principles
SUPM-1 interface features specified in [SUPM-TS] are mapped to LDAP with following general principles: 

· Data element groupings are mapped to object classes in LDAP as defined in [RFC4512]. In particular LDAP object classes identify the set of attributes required to be present in entries belonging to the class and the set of attributes allowed to be present. 

6. Operations/messages
 (Normative)

This section describes the SUPM operations/Messages supported by the SUPM LDAP Binding.
A data consumer is able to initiate the following operations:
a) Create service user profile information
b) Read service user profile information
c) Update service user profile information
d) Delete service user profile information
6.1 Service User Profile Management
[General information as:  Create, Read, Delete , Update messages shall comply with IETF RFC4511]

6.1.1 Create 
This operation allows the creation of a Service User Profile for a specific user. Initial attribute values are pre-populated as part of the profile creation.
This operation is mapped to LDAP AddRequest message, and corresponding response message as specified in [RFC4511].

6.1.1.1 Input message: AddRequest 
	Abstract 
part name
	LDAP 
part name
	Optional
	Description

	Originator
	NA
	No
	The data consumer which requests the creation of a Service User Profile for a specific user.
The originator is explicitly identified during the LDAP Session establishment (LDAP BindRequest) and is implicit in subsequent message exchanges. 

	UserId
	entry
	No
	Identification of the user for whom the profile is created.

	Attributes
	attributes
	No
	List of attribute names and attribute values. 


6.1.1.2 Output message: AddResponse
	Abstract 
part name
	LDAP 
part name
	Optional
	Description

	ResultCode
	resultCode
	No
	Success indication or error code

	ErrorMessage
	diagnosticMessage
	Yes
	Optional error diagnostic description.


6.1.2 Read 

This operation allows the access to Service User Profile.

This operation is mapped to LDAP SearchRequest message, and corresponding response messages as specified in [RFC4511].

6.1.2.1 Input message: SearchRequest 
	Abstract part name
	LDAP 
part name
	Optional
	Description

	Originator
	NA
	No
	The data consumer which requests the read of a Service User Profile for a specific user.
The originator is explicitly identified during the LDAP Session establishment (LDAP BindRequest) and is implicit in subsequent message exchanges. 

	BaseObject
	baseObject
	No
	Identification of the baseObject that is used for the read operation. 

Note: To read Service User Profile for one User, BaseObject value SHALL be the UserId.

	Attributes 
	attributes
	No
	Selection of attributes that are requested

	Filter
	filter
	Yes
	Filter in LDAP format.

	Scope
	scope
	Yes
	Hint to restrict the scope of queries when User profiles are organized in a hierarchy. Possible values are:  

· baseObject : only the information for the UserId indicated in baseObject is returned.

· singleLevel: Editor’s note tbd 

· wholeSubtree: Editor’s note tbd

	TimeLimit
	timelimit
	Yes
	Set the timeout for this operation


6.1.2.2 Output message: SearchResponse
Upon receipt of a SearchRequest, the server attempts to perform the necessary modifications to the Service User Profile and returns the result in a SearchResponse, defined as follows:
	Abstract 
part name
	LDAP 
part name
	Optional
	Description

	ResultEntries
	SearchResultEntry
	Yes
	Returns a Sequence of Service User Profiles as objectName and attributes.

	ResultCode
	resultCode
	No
	Success indication or error code

	ErrorMessage
	diagnosticMessage
	Yes
	Optional error diagnostic description.


6.1.3 Update 

This operation allows to update individual attributes of a Service User Profile for a specific user. It is recommended to use add (respectively delete) operation to create (respectively delete) a complete Service User Profile for a specific user.

This operation is mapped to LDAP ModifyRequest message, and corresponding response message as specified in [RFC4511].

6.1.3.1 Input message: ModifyRequest 
	Abstract part name
	LDAP 
part name
	Optional
	Description

	Originator
	NA
	No
	The data consumer which requests the creation of a Service User Profile for a specific user.
The originator is explicitly identified during the LDAP Session establishment (LDAP BindRequest) and is implicit in subsequent message exchanges. 

	UserId
	object
	No
	Identification of the user for whom the profile is updated.

	Attributes 
	changes
	No
	A sequence of operations and modifications.

	operation
	operation
	No
	Used to specify the type of modification being performed.  Each operation type acts on the following modification.  The values of this field have the following semantics, respectively:

-- add: add values listed to the modification attribute, creating the attribute if necessary.

-- delete: delete values listed from the modification attribute. If no values are listed, or if all current values of the attribute are listed, the entire attribute is removed.

-- replace: replace all existing values of the modification attribute with the new values listed, creating the attribute if it did not already exist.  A replace with no value will delete the entire attribute if it exists, and it is ignored if the attribute does not exist.

	modification
	modification
	No
	Indicates the attribute type and value being modified.
Editor’s Note: detailed structure is TBD.


6.1.3.2 Output message: ModifyResponse
Upon receipt of a ModifyRequest, the server attempts to perform the necessary modifications to the Service User Profile and returns the result in a ModifyResponse, defined as follows:

	Abstract 
part name
	LDAP 
part name
	Optional
	Description

	ResultCode
	resultCode
	No
	Success indication or error code

	ErrorMessage
	diagnosticMessage
	Yes
	Optional error diagnostic description.


6.1.4 Delete 

This operation allows the deletion of the Service User Profile for a specific user. It is recommended to use the update operation to delete individual attributes of a Service User Profile.

This operation is mapped to LDAP DelRequest message, and corresponding response message as specified in [RFC4511].

6.3.1.1 Input message: DelRequest 

	Abstract 
part name
	LDAP 
part name
	Optional
	Description

	Originator
	NA
	No
	The data consumer which requests the deletion of a Service User Profile for a specific user.
The originator is explicitly identified during the LDAP Session establishment (LDAP BindRequest) and is implicit in subsequent message exchanges. 

	UserId
	entry
	No
	Identification of the user for whom the profile is deleted.


6.3.1.2 Output message: DelResponse
Upon receipt of a DelRequest, the SUPM Component will attempt to perform the requested removal of Service User Profile belonging to a specific user and return the result in the DelResponse defined as follows:
	Abstract 
part name
	LDAP 

part name
	Optional
	Description

	ResultCode
	resultCode
	No
	Success indication or error code

	ErrorMessage
	diagnosticMessage
	Yes
	Optional error diagnostic description.


7. Specific security considerations

[List here mapping of general security and privacy requirements (as defined in RD, AD, or generic TS) in case of LDAP. This include LDAP bind messages for LDAP sessions, LDAP access control mechanisms.]

7.1 Authentication and LDAP Bind operation
The Bind operation as defined in [RFC4511] allows authentication information to be exchanged between the LDAP client (data consumer) and the LDAP server (SUPM component).

A data consumer shall first establish a transport connection (TCP) with the SUPM component.  After establishement of the transport connection the data consumer shall initiate a LDAP session using the LDAP BindRequest operation. The data consumer is identified in the Bind Request message. The BindRequest operation shall be sent before any other SUPM operation. 

The SUPM component shall support the “name/password authentication mechanism of Simple Bind” of “Simple Authentication Method” as defined in [RFC4513].

The LDAP session is closed by the data consumer by sending an UnbindRequest operation as defined in [RFC4511]. 
8. <Other chapters as needed>
< Add other chapters to correspond to abstract specification> 
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Appendix B. Static Conformance Requirements
(Normative)

B.1 SUPM Component
B.1.1 Operations

	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix C. SUPM-1 LDAP sequence diagram
(Informative)

 [Probably one sequence diagram is sufficient for LDAP. May include LDAP bind sequence.]







( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20100101-I]
( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20100101-I]

