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1. Scope (Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[IMF RD]
	“Identity Management Framework Requirements”, Open Mobile Alliance, OMA-RD_Identity_Management_Framework-V1_0-20050107-D, URL: http://www.openmobilealliance.org/ftp/Public_documents/REQ/permanent_documents/OMA-RD_Identity_Management_Framework-V1_0-20050107-D.zip


	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[MWS NI RD] 
	“MWS Identity Management Requirements”, Open Mobile Alliance, OMA-RD_MWS_NI-V1_0-20031120-A, URL: http://www.openmobilealliance.org/ftp/Public_documents/mws/permanent_documents/OMA-RD_MWS_NI-V1_0-20031120-A.zip

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Architecture Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not, replace it with the following paragraph.  
DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  
DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.  
DELETE THIS COMMENT >>

	Interface
	See [Error! Reference source not found.].

	
	

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  
DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction
(Informative)

4.1 Use Cases

<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

4.2 Requirements

The architecture is based on requirements contained in the OMA-RD_Identity_Management_Framework-V1_0-20050107-D [IMF RD]. IMF RD has used as a source requirements from [MWS NI RD] and modified them where appropriate. IMF RD has also added a significant number of new requirements. The following table represents the extent to which the IMF RD requirements are satisfied by the architecture and the technical specification for Identity Management (IdM). The first column contains the requirement tags from the IMF RD, the second column contains the current status corresponding to those requirements and the third column represents additional notes to support the assessment made in the second column.

	Req #
	Addressed
	Notes

	HLF-1
	TBD (To be determined)
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-2
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-3
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-4
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-5
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-6
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-7
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-8
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-9
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-10
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-11
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-12
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-13
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-14
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-15
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-16
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-17
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-18
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	HLF-19
	Met by OWSER 1.0
	Source: MWS NI 6.1.1.1, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	HLF-20
	Met by OWSER 1.0
	Source: MWS NI 6.1.1.2, text slightly modified. May need to be revisited for OWSER 2.0; will  need to be validated for ANY other potential realization.

	HLF-21
	Met by OWSER 1.0
	Source: MWS NI 6.1.3.1, text slightly modified.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	HLF-22
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-2
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-3
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-4
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.2.2, text significantly changed. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	SEC-5
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-6
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-7
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-8
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	SEC-9
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.2.1, text changed by adding more specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	SEC-10
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.2.3, text changed to increase scope. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	SEC-11
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.2.4, text changed to increase scope. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	SEC-12
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.2.5, text changed to increase scope. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	CHRG-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-2
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-3
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-4
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-5
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-6
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-7
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-8
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-9
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-10
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-11
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-12
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-13
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	ADM-14
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	US-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	US-2
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	US-3
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	US-4
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	IOP-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	IOP-2
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	IOP-3
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	IOP-4
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	IOP-5
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	PRV-1
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	PRV-2
	Partially met by OWSER 1.0
	Source: MWS NI 6.1.3.4, text significantly reworded. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AFF-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.1.25, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AFF-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.1.26, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AFF-3
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.1.27, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AFF-4
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.1.28 , text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	DS-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.19 , text somewhat changed.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	DS-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.23, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	DS-3
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.20 , text somewhat changed.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	DS-4
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	DS-5
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	DS-6
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	DS-7
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	AS-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.1, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.4, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-3
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.8 text practically identical. May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-4
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.9, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-5
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.10, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-6
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.11, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-7
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.12, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-8
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.13, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-9
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.14, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-10
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.5, text somewhat changed.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-11
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	AS-12
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.3, text significantly changed.  Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	AS-13
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	AM-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.2, text significantly changed.  Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	UD-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.15, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	UD-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.16, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	UD-3
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.17, text slightly modified.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	UD-4
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.18, text somewhat modified  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-1
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.29, text somewhat modified. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI text somewhat modified. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-3
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.33, text somewhat modified . Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-4
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.34, text practically identical. May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-5
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.35, text slightly changed. May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	MIP-6
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.35, text practically identical. May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	IS-1
	TBD – check  w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.3 , text somewhat changed.  Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	IS-2
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.2.21 , text somewhat changed.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-1
	Partially by OWSER 1.0
	Source: MWS NI 6.2.1.1, text changed to add specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-2
	Met by: OWSER 1.0
	Source: MWS NI 6.2.1.2, text reworded for readability.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-3
	Met by: OWSER 1.0
	Source: MWS NI 6.1.3.2 and MWS NI 6.2.1.3, text reworded for readability.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-4
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.4, 6.2.1.5 and 6.2.1.6, text changed to for readability.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-5
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.7, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-6
	Partially by OWSER 1.0
	Source: MWS NI 6.2.1.8, text changed to add specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-7
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.9, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-8
	Partially met by OWSER 1.0
	Source: MWS NI 6.2.1.10 (possibly business) and 6.2.2.12, text changed to add specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-9
	Partially met by OWSER 1.0
	Source: MWS NI 6.2.1.13 and 6.2.1.14, text significantly changed to add scope and specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-10
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	FED-11
	Partially met by OWSER 1.0
	Source: MWS NI 6.2.1.15, text significantly changed to add scope and specifics. Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-12
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.16, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-13
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.17, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-14
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.18, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-15
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.19 and 6.2.2.20, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-16
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.21, text practically identical.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-17
	Partially met by OWSER 1.0 ?
	Source: MWS NI 6.2.1.23, text changed to move from a business requirement to a technical spec implementable requirement.  May need to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.

	FED-18
	TBD – check w. MWS OWSER 2.0
	Source: MWS NI 6.2.1.39, text significantly changed.to add specifics. Needs to be revisited for OWSER*; will need to be validated for ANY other potential realization

	FED-19
	TBD
	New, introduced in IMF RD. Needs to be validated against OWSER* and against ANY other potential realization

	FED-20
	TBD
	New, introduced in IMF RD. Obviously met by OWSER 1.0. Needs to be validated against ANY other potential realization

	BR-1
	Met by OWSER 1.0
	Source: MWS NI 6.2.1.6, text somewhat changed.  Needs to be revisited for OWSER 2.0; will need to be validated for ANY other potential realization.


4.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases.  

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>

5. Architectural Model
(Normative/Informative)

<< This section defines the enabler’s architectural model.  The model identifies a)  all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those enablers not defined by OMA).


This section SHOULD contain a diagram of the architecture. Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities. However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture. Figure 1 is an illustrative example of an architectural diagram and should be modified to reflect this architecture.


Working Groups SHOULD re-use functions specified by other enablers. Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views (i.e. the reference point view) defined in  “Inventory of Architectures and 
Services).  This diagram and explanation, however, are optional.  
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5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has. Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses). Each dependency MUST include a reference to the document(s) that specifies the depdency. All of these references MUST also be included in Section 2.1.

If this architecture has no dependencies, then this section only needs to contain a statement as such.
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.

5.2 Architectural Diagram
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Figure 2: Example Diagram of an Architectural Model

5.3 Functional Components and Interfaces

<< This section describes all of the architecture’s functional components and interfaces. Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name
Description
Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface that can be used by some other functional component, enabler, application, etc.


All of the interfaces should be described in this section.  The interfaces MUST be described in a language-independent way as required by [ARCH-PRINC].  

Each interface description MUST include at least the following information:

Name

Description

Entities in this enabler that will use the interface 

Interface naming convention: The name of an interface consists of one, two, or three characters, followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface).  Each work group decides about the character(s) for their interfaces as long as there is no duplication with already existing names (work groups can consult ARCH to confirm).  Interface names should be chosen in an intuitive way to allow easy recognition of the interface (e.g. based on what functionality is communicated over the interface).  Some examples are:

B-1
B stands for “Browsing”

POC-5
POC stands for “Push to Talk over Cellular”

MMS-7
MMS stands for “Multimedia Messaging”
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5.4 Flows

<< The objective of this section is to describe the high-level logical flows between the architectural entities.
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Components (functions)

The requirements of an identity management framework can be implemented by a composition of the following components.  Some of the components are unique to identity management.  Others are part of a larger architecture, but can be composed as part of an identity management implementation.

	Identity Management Components

	Resource:  
	Any component, enabler, function or application that can receive and process requests.

	Authentication Service:
	An entity that provides assertions (in the form of tokens) based on evidence presented to it that it trusts.   It can validate claims from other authentication services on behalf of a resource.

	Identity Attribute Service:
	A service that maintains information (attributes) about principals.  It responds to requests for information about principals.

	Other components

	Component Discovery
	A means to discover the address of components, for example the address of an authentication service or identity attribute service.

	
	


Definitions

Security Token – A security token represents a collection of claims (which can include identifier, alias, pseudonym, attributes…)

OSE Guidelines

The OSE architecture principles specify the following for implementations:

· An implementation MUST specify or reference one or more interfaces for its intrinsic functionality that will be used to interface to (i.e. invoke) its functions. 

· If an implementation depends on already defined OMA functions, it MUST identify which other enablers' intrinsic functionality it will invoke to perform these already-defined OMA functions.

· An implementation MUST specify or reference only the functions, protocols and invocations that are essential (i.e. core) to its purpose
This document complies with these principles in that it describes a basic implementation with interfaces, protocols (and examples of bindings).  It references functions outside of this implementation and it is scoped to the functions of an IMF.

For reference, OSE overview diagram:
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Actors

The actors related to the identity management implementation are:

1. principal making a request to a resource 

2. SP deploying principal’s authentication service (to authenticate the principal and create a single sign on security token) 

3. SP deploying resource’s authentication service (to verify the proof of authentication of the principal and accept/issue security tokens).  This service also provides authorization rights for the resource.  Note: in some implementation the principal’s authentication service and the resource’s authentication service can be the same service.  

4. resource  (web service end point offering a SOAP interface and operational meta-data  )

5. SP deploying identity attribute service

Scenarios

There are 2 basic scenarios, and for each scenario, a browser and web services version of the scenario.  In both cases, we assume

1. the principal is invoking a resource that needs identity information (i.e., authentication token) pertaining to the principal invoking the resource to process the request. The principal authentication may result in two tokens for the user

a. an authentication token which represents the completion of an authentication protocol and

b. an identity token which may or may not contain additional information about the principal

2. the resource relies on the authentication service to perform the authentication .

Scenario 1:  Principal makes a request of a resource.  The resource requires the principal to authenticate.

a. Based on browser interaction

b. Based on web services interaction (the principal is capable of web services interaction)

Scenario 2:  Principal makes a request of a resource.  In order to fulfil the request, the resource must acquire the requestor’s authentication token from an authentication service and attributes from an identity attribute service.

a. Based on browser interaction, and involves retrieving attributes about the principal.

b. Based on web services interaction and involves retrieving attributes about principal B, based on a request by principal A  (e.g., principal A wants to send a message to principal B and therefore the resource needs some personal data about principal B in order to fulfill the request from principalA)

These scenarios identify the maximal set of actors and message exchanges (assuming that each actor is independently implemented); in real deployments, optimizations may be used to combine multiple actors into single implementations or to reduce the number of message exchanges.

Scenario 1a: Single Sign On (browser-based):

1. The principal’s browser accesses a resource

2. At the resource, the principal’s request is redirected to the authentication service associated with the resource.  

3. Upon receipt of the redirection, the resource authentication system must determine the realm of the principal.  

a. This is an optional step.  If the resource authentication service cannot determine the principal’s realm, then the authentication service may prompt the principal for realm information.

4. The resource authentication service redirects to the principal’s authentication service in order to perform the authentication and validate the principal.  

5. The principal requests a token from the principal's authentication service 

a. Validation of the principal’s authentication information may involve displaying some UI in this optional step.

6. The principal’s authentication service returns a security token for the principal and redirects the principal to the resource authentication service

7. Principal posts the security token to the resource authentication service.

8. The security token (from step 6) is sent to the resource authentication service by redirecting the principal.

a. Resource’s authentication service receives this token and validates that it is an identity security token for the principal.

b. For some resources that require additional resource specific information, the resource's authentication service may also issue a new security token, security token 2, for the authenticated principal’s use of the resource.  

9. The resource returns the result of the original principal request.

The following sequence diagram illustrates scenario 1a.
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Scenario 1b: Single Sign On (web services-based);

1. Principal (web service) requests the Resource’s policy (meta-data)

2. The resource returns its Policy including any requirements on Authentication Service location or token type.

3. The Principal can do one of the following (steps 4-6 shows the use of case c): 

a. Request and receive a Security Token from the Principal’s Authentication Service for the target resource

b. authenticate to its own Principal’s Authentication Service and access the target resource

c. authenticate to the Principal’s Authentication Service and then the principal uses its own authenticated token to request a resource token from the resource authentication service (as shown in this example)

4. The Principal’s Authentication Service issues a security token

5. The Principal provides its security token (step 4) and requests a Security Token from the Resource’s Authentication Service

a. If necessary, a user interface is presented to capture the Principal’s credential(s).

6. The Resource’s Authentication Service issues a security token

7. The Principal sends a request to the Resource

8. The Resource responds to the original Principal request

The following sequence diagram illustrates scenario 1b.
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Scenario 2a: Attribute Sharing (browser-based):

[precondition] Principal is authenticated to the resource (scenario 1a)

1. Principal goes to resource  and makes a request for a resource

Resource determines that more information is needed about the principal.  Resource has 2 choices: 

It gets the attribute information itself since it has the principal identity:

a. It has a relationship with an identity attribute service for particular attributes it needs

b. If no preconfigured service, Optional: UI to prompt Principal for identity attribute service

c. Resource makes a request on behalf of the principal to acquire attribute values about the principal from the identity attribute service 

It gets information from an identity attribute service (this choice is the one shown in this scenario) from the principal (or its proxy):

d. by redirection to principal

e. Principal  (or its proxy) requests attributes from  attribute service

2. The resource determines the location of the principal’s identity attribute service

3. The resource requests needed attributes by redirection to principal

4. The principal requests attributes from identity attribute service

5. The identity attribute service requests security tokens for the principal from the principal authentication service by redirection to principal 

6. The principal requests a security token from the principal authentication service.

7. The principal authentication service responds with a security token for the Identity attribute service 

8. Principal sends security tokens to identity attribute service

9. Identity attribute service authorizes retrieval of identity attribute and responds with attribute values to the resource using redirection through the principal

10. Principal sends attribute values to the resource

11. Resource returns a result based on the original request.
The following sequence diagram illustrates scenario 2a.
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Scenario 2b: Attribute Sharing (web services based):

0. [precondition: Principal A is already authenticated as in scenario 1b.]

1. Principal A makes a request of the resource and provides the security token.  The resource will need attributes of Principal B.

2. Resource locates identity attribute service for Principal B

3. Resource requests attributes for Principal B (provides security tokens of Principal A and resource)

4. Identity attribute provider requests authorization from Principal B authentication service to share Principal B attributes based on security tokens of resource and Principal A

5. Principal B authentication service returns authorization to identity attribute service

6. Identity attribute provider returns requested attributes to resource

7. Resource returns response to Principal A (based on original request) 

The following sequence diagram illustrates scenario 2b.
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Each of the steps in the above scenarios represents (potentially multiple) message flows between various actors of the identity system.  Obviously significant specification work is needed to define all of the interactions, including error conditions.  There are existing technology specifications  that address these scenarios and the requirements from the IMF RD.  We propose that the design for this enabler should provide an I0 interface to invoke the functions (e.g., attribute retrieval) that are actually implemented using I2 interfaces.

There is a dependency in the above scenarios on a registration and discovery mechanism .
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