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1. Scope

This document describes the Policy Management interface (PEM-2) specification, and is part of a group of documents defining the Policy Evaluation, Enforcement and Management (PEEM) enabler specifications. The PEM-2 interface is used by other resources (management requestors) to make a request for policy management, where Policy Management is the act of creating, updating, deleting, and viewing policies. The specification is extensible, in the sense that other operations may be added, if required in support of specific policies defined by other enabler releases. The PEM-2 specification is loosely coupled with the Policy Expression Language (PEL) specification, in the sense that PEM-2 needs to support management operations for policies written using PEL specification. PEM-2 is independent of the PEM-1 specification.

2. References

2.1 Normative References

	[PEEM RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/release_program/docs/CopyrightClick.asp?pck=RD&file=OMA-RD-Policy_Evaluation_Enforcement_Management-V1_0-20050112-C.pdf

	[PEEM AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-AD-Policy_Evaluation_Enforcement_Management-V1_0_0-20060625-D.zip

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Open Mobile Alliance, Candidate Version 2.0, 24 July 2007, URL:  http://www.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Core-V2_0-20070724-C

	[RFC 4825]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg,  IETF RFC 4825, May 2007, URL: http://www.ietf.org/rfc/rfc4825.txt


2.2 Informative References
	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions
3.2 Definitions

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources [Derived from [RFC 3060], [RFC 3198] and [RFC 3460]].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is any expression that yields a Boolean value. 

	Policy Enforcement
	The process of executing actions, which may be performed as a consequence of the output of the policy evaluation process or during the policy evaluation process.

	Policy Evaluation
	The process of evaluating the policy conditions and executing the associated policy actions up to the point that the end of the policy is reached.

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. 

	Policy Processing
	Policy evaluation or policy evaluation and enforcement

	Policy Rule
	A combination of a condition and actions to be performed if the condition is true

	Request 
	An articulation of the need to access a resource (e.g. asynchronous events).

	Requestor
	Any entity that issues a request to a resource.

	Resource
	Any component, enabler, function or application that can receive and process requests.


3.3
Abbreviations

	URI
	Uniform Resource Identifier

	XCAP URI
	An HTTP URI that represents an XCAP Resource

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language


4. Introduction

The specification of the Policy Evaluation, Enforcement and Management (PEEM) enabler is driven by the need to reduce management complexity whilst introducing consistent new subscriber services with the same or reduced time to market. The PEEM enabler processes policies, and provides means to manage policies. Policies are applied to requests to, or responses from resources or, when explicitly called by a resource. Policy Management is the act of creating, updating, deleting, and viewing policies. Various management actors such as service provider, network operator, enterprise, and end-user that may manage policies, via applications, must be supported. Such actors are called Management Requestors. The PEEM architecture [PEEM AD] introduced the PEM-2 interface, used by authorized principals to manage policies related to a resource. This interface is therefore also referred to as PEEM management interface. The PEEM requirements with respect to policy management are captured in the [PEEM RD]. The PEM-2 specification defines the input/output messages and parameters exchanged over the PEM-2 interface and the protocols used to exchange those messages. The PEM-2 interface specification is independent of the PEL used by the policies exchanged across the interface.  For a request to operate properly, the policies are expected to be defined using a PEL supported by the PEEM implementation.
In a typical PEEM management flow, an authorized principal issues a request for Policy Management to the PEEM enabler, through the PEM-2 interface. Upon reception of the request, the PEEM enabler identifies the type of policy management request (e.g. create, delete, view, modify), executes the appropriate function and returns the results to the authorized principal.
5. PEM-2 Interface definition
5.1 Procedures at the PEEM management requestor (client side)
A PEEM management requestor is a resource that uses the PEM-2 interface to issue policy management requests. A PEEM management requestor acts like an XDM Client (XDMC), and SHALL follow the procedures described in as described in [XDMSPEC] section 6.1.

5.1.1 PEEM policy identifier parameter

A PEEM policy SHALL be encapsulated in an XML document, and a Policy identifier SHALL be an XCAP URI. The construction of a policy identifier SHALL follow the procedures described in [XDMSPEC] Section 6.1.1.1.1, that apply to creation of an XCAP URI for an XML document.

5.1.2 Mandatory Operations

The PEM-2 interface SHALL support the operations of Create Policy, Modify Policy, Delete Policy and View Policy. These operations SHALL re-use interface messages specified in [XDMSPEC].  For mandatory policy management operations, only those procedures in the referred sections SHALL apply,  that are relevant to handling XCAP URIs that represent XML document (i.e. policy identifiers). The procedures that are relevant to handling of XCAP URIs that are tags internal to XML documents SHALL NOT apply for policy management mandatory operations.

5.1.2.1 Create Policy

The Create Policy operation SHALL follow the procedures described in [XDMSPEC] Section 6.1.1.2.1. That section itself refers to mandatory procedures defined in [RFC 4825]. For this request, the XCAP URI parameter is the PEEM policy identifier parameter constructed as described in section 5.1.1 of the PEM-2 technical specification (this document).

5.1.2.2 Modify Policy

The Modify Policy operation SHALL follow the procedures described in [XDMSPEC] Section 6.1.1.2.1. That section itself refers to mandatory procedures defined in [RFC 4825]. For this request, the XCAP URI parameter is the PEEM policy identifier parameter constructed as described in section 5.1.1 of the PEM-2 technical specification (this document).

Upon receiving such a request PEEM SHALL store the policy identified in the request (over-writing an existing policy with the same identifier), and acknowledge the success of the operation, or return a failure status.

5.1.2.3 Delete Policy

The Delete Policy operation SHALL follow the procedures described in [XDMSPEC] Section 6.1.1.2.2. That section itself refers to mandatory procedures defined in [RFC 4825]. For this request, the XCAP URI parameter is the PEEM policy identifier parameter constructed as described in section 5.1.1 of the PEM-2 technical specification (this document).

Upon receiving such a request PEEM SHALL delete the policy identified in the request, and acknowledge the success of the operation, or return a failure status.

As a side effect of the delete policy operation, the XCAP URI can be later re-used.

5.1.2.4 View Policy

The View Policy operation SHALL follow the procedures described in [XDMSPEC] Section 6.1.1.2.3. That section itself refers to mandatory procedures defined in [RFC 4825]. For this request, the XCAP URI parameter is the PEEM policy identifier parameter constructed as described in section 5.1.1 of the PEM-2 technical specification (this document).

Upon receiving such a request PEEM SHALL retrieve the policy identified in the request, and acknowledge the success of the operation, or return a failure status.

5.2 Procedures at the PEEM component (server side
The PEEM component acts as a XDM Server (XDMS), when handling policy management requests received via the PEM-2 interface. For handling of incoming requests, PEEM component SHALL follow the procedures described in [XDMSPEC] section 6.2. Only those procedures in that section, that are relevant to handling XCAP URIs that represent XML document (i.e. policy identifiers) SHALL apply. The procedures that are relevant to handling of XCAP URIs that are tags internal to XML documents SHALL NOT apply for policy management mandatory operations.

In particular:

· Upon receiving a Create Policy request, PEEM component SHALL create a new policy using the policy identifier received, store the policy identified by the XCAP URI, and acknowledge the success of the operation, or return a failure status.
· Upon receiving a Modify Policy request, PEEM component SHALL identify and replace replace an existing policy in its repository, with the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return a failure status.
· Upon receiving a Delete Policy request, PEEM component SHALL identify and delete an existing policy in its repository, using the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return a failure status.
· Upon receiving a View Policy request, PEEM component SHALL identify and retrieve an existing policy in its repository, using the policy identified by the XCAP URI received, and acknowledge the success of the operation, or return a failure status.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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