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1 Reason for Contribution

Document 0077 reflects an excellent baseline. However, it does not adequately show EPEM being optional, and it does not provide descriptions of alternative ways to  build solutions in the OMA architecture. In addition, it is still too wordy. This document attempts to clarify the reasoning in the document. OMA-ARC-2004-XXX2-Modification-to-0077 attempts to re-word the EPEM section, and make it more pedagogical. 
2 Summary of Contribution

This document proposes edits of input contribution OMA-ARC-2004-0077, up until the reasoning about the EPEM; the changes to the document discussing EPEM specifically is done in OMA-ARC-2004-XXX2. 
3 Detailed Proposal

This section describes edits of input contribution 0077. The intention of this contribution is to 
modify document 0077. 
***********************************START OF RESTRUCTURE AND CHANGES TO 0077*****************************

Introduction

This document introduces 
a flexible, extensible architecture that offers support to a diverse group of application developers and service providers.  The architecture satisfies the pre-requisites of the OMA Service Environment as defined in sections 4.1, 5.1, 5.2 and 6.1
.. The architecture satisfies the Requirements for the Service Environment as defined in OMA-RD_Architecture_V1_0-20031021-A, as described in section XX.  
The purpose of the OSE is to:
· Simplify the controlled exposure of resources to internal and third parties application developers in order for them to create and run compelling new services. 

· Simplify the integration and management of resources, enablers, applications, and infrastructure. 

· Simplify the devolution the current silo-like conglomerate architecture to an integrated, unified and well coordinated service enablers environment.   

· Support re-use and integration of  OMA enablers, service provider resources, and infrastructure. 
.
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The OSE Architecture





6.1 















6.2 Architecture Principles


The OSE architecture is based upon a number of key principles, designed to support the objectives described above. This architecture can be realized in many technologies, including but not limited to, Parlay and web services. These key principles are described in the following sections.
6.2.2 Extensibility 

OMA interfaces should not be monolithic. New enablers can be introduced by developing an enabler implementation that connects to an underlying resource in the service provider. 
The enabler application development interfaces can be communicated to third party developers directly (e.g., by written documents so the applications can statically bind to the destination enabler) or registered with the (proposed) discovery enabler (so the application can dynamically bind to the destination enabler).

One way of managing enablers is to use policies. Policies can be loaded dynamically for OSE evaluation and enforcement to protect the new enabler. 
Policies associated to other resources can be updated to exploit (e.g. via delegation) the new enabler implementation as well as to allow the new enabler implementation to use other existing enabler implementations already deployed in the domain. So when a new enabler implementation is added to the OSE, it is easy to allow other enablers to use it for protection and reuse / delegation simply by adding corresponding policy assertions to their policies.

Life cycle management interfaces are expected to provide support for upgrade of enablers when new releases are installed and deployed. 
6.2.3 Componentization and Re-Usability
One main principle of the OSE is “not to re-invent the wheel”. Whenever a function exists, which an enabler might re-use, it is not necessary to implement this . The applications view the service provider domain as a set of capabilities embodied as implementations of enablers. Interfaces can also be modular, and new enablers introduced by re-using sections of enablers.
Enabler implementations may reuse other enablers located in the same or different service provider domains.

By simplifying the re-use of enablers, OSE can eliminate vertical silo solutions and can simplify the integration of new applications and enablers into the service provider domain. 
6.2.4 Single component interfaces

Through the OSE, the application development interfaces of enablers are exposed to other requestors. These interfaces are made available to developers and applications as discussed in section Error! Reference source not found..

The enabler implementations are responsible for abstracting the underlying resources by mapping between the underlying protocols and the needs of the application development interfaces.

6.2.5 Application development interfaces

The application development interfaces are the interfaces offered by the enabler implementations for the development of applications or other enabler implementations 
that use them. The application development interfaces 
follow the OMA specifications and they are technology specific realizations of the specified interfaces (e.g. web services, Java, .Net, CORBA, …).  

6.2.6 Operations and Management
In the service provider domain, certain functions are needed to provide basic support to the enabler implementations. These functions include:

· Creation

· Deployment

· Activation & deactivation

· Management:

· Dependency management

· Upgrade

· Removal

The OSE provides the necessary infrastructure to perform these functions. Each enabler implementation may expose life cycle management interfaces as specified by OMA.
In addition, there is a need to control that enablers work properly, get and use the appropriate resources, etc. These may include logging, measuring, but also actuation, e.g. SNMP traps, etc. 
6.2.7 Evolution

The proposed OSE architecture consists of enablers and resources that have been specified and made available by a number of different standards and specification organizations and fora. OSE provides a general framework 
such that the above resources including enabler implementation may be accessed in a uniform and consistent manner. 


6.2.8 Application and Enabler Exposure management

The OSE enables the exposure of OMA enablers, other enablers, and applications to each other in a controlled manner
.  One way the the OSE does this is through a a policy-based mechanism, which can be used to protect the underlying SP resources from unauthorized requests and manages their use (e.g. through appropriate charging, logging, enforcement of user privacy or preferences, etc…).  The OSE provides a consistent and centralized management mechanism if the SP requires such control.



5 
6.3 OSE Elements

The OSE architecture consists of the following main elements
:

1. The OMA enablers. These provide the standardized public interfaces that are used to access the resources
. Examples of enablers are Location and Device Management.

2. Enabler interface bindings provide the specific formats (syntax) and protocols used to access enablers using particular programming languages (e.g., Java or C) or network protocols (e.g., web services). These are developed by the working groups as part of the enabler development. 
3. Common Functions. These are functions which are re-used in several enabler specifications. They may be implemented as part of an enabler; or as a separate enabler. One of these is EPEM, which can control access to the  service provider’s enablers, infrastructures, and resources; as well as other resources (e.g. applications).     

4. Life cycle management interfaces, which allow the service provider to control the deployment of enablers.
5. Other enablers, e.g. transaction management, which is provided as part of a service provider environment, but not specified by OMA. 

6. Applications and services, which are provided to the end-user based on OMA enablers.

7. Resources and infrastructure, which are functions provided through enablers. These may be exposed to application developers (e.g. location); or be used to provide services to end-users (e.g. SMS in WAP Push). 
8. 

6.3.2 Interfaces to
 Applications and Services


The OSE does not mandate any particular applications or services. 

The OSE architecture places no constraints on application deployment. However, it describes the interfaces to the applications or services. 
This environment may reside within the service provider domain or outside the domain (in a third party domain).



6.3.3 Interfaces to Resources
 and Infrastructure

The Resources are the underlying capabilities present in the service provider domain. The resources, which may expose lower level standardized protocols or interfaces, are invoked by these enabler implementations.  

6.3.4 
The service provider platform provides functions responsible for aspects like monitoring 
, system support (e.g. thread management, load balancing, caching), operation, management and administration. These may not directly be exposed to applications.  Enabler implementation and resources can rely on these infrastructure capabilities (such as thread management, load balancing, fault detection, caching). The infrastructure and the resources are outside the scope of OMA.
6.3.5 OMA Enablers 
Enablers provide interfaces to underlying resources and interfaces which can be used in application and service development.  

Enabler implementations may be invoked explicitly by applications or other enablers
. They may also be invoked implicitly (i.e. not the explicit target of a request) to perform a function (cf. the notion of non callable enabler). Enablers can also perform a function on their own, e.g. when they in themselves provide a service (an example of this is MMS, where both client and server are defined in the specification). 
Editor's Note: The notion of callable enabler refers to the notions of callable enabler as discussed in the past by the architecture WG; albeit this concept required further discussion and agreement as to their characteristics. The term callable enabler has been described as a way for familiarity
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Figure 1. OMA Service Provider Environment architectural view. 

OMA defines several enablers, such as location, device management, etc. In addition, additional functionalities (e.g. authentication, access control, discovery, directories, …) can be provided either through OMA enablers, or through other enablers, or through infrastructure features, or through applications available in the domain.
6.4 OSE interfaces
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6 Intellectual Property Rights Considerations

The author is not aware of any IPR relevant to this document
7 Recommendation

The changes outlined here should be implemented in the OSE document. 




























































































































































































































































































































































� We qualify this as the service provider portion, because the picture does not illustrate all possible actors or components. For examples, terminals are not illustrated in figure 1. The picture would however be very similar when enablers or applications are located on terminals.


� Mechanisms include bindings and flows. Functionalities include all the other aspects described in the picture.


� Because the figure focuses on describing the functionalities, mechanism and flows in the OSE, EPEM appears as a central component. This does not imply in any way that EPEM is an enabler in any way more important than others enablers in the OSE. It just implies that when looking at the protection and delegation capabilities provided by the OSE for enabler implementations, EPEM plays a central role by processing all OMA-level exchanges to and from the protected resources.


� As a result, it is possible to deploy enabler implementations without EPEM as logical proxy (See section � REF _Ref66808488 \r \h ��6.2�). This corresponds to the situation where no policies are ever imposed and therefore a particular OSE can not deploy EPEM (at least in proxy mode).


� Author’s comment: cf. the notion of callable enabler. Note this is simply referring to the notions of callable enabler discussed in the past by the architecture WG; granted that these have never been well defined. We do not propose to introduce this terminology or define it. It is just as a reference to these notiosn for people who may feel comfortable with them.


. 


.


� Author’s note: See OMA-REQ-2004-0094-EPEM_presentation_REQ for details and the EPEM RD.


� Zero policies means that no policies are to be enforced by EPEM. If the service provider has (legacy) enabler implementations that all do authentication / authorization and just wishes to provide authentication / authorization, there is no need to do additional policy enforcement. Policies are set to zero and EPEM is not needed to be deployed in the OSE.


On the other hand, if the service provider wants to add a charging or logging step, something that we would assume for the sake of argument not to be say performed by any of the enabler, the service provider can use EPEM with policies only related to charging or logging.


When the enabler implementation can also delegate / reuse authentication & authorization, then policies can cover authentication / authorization and EPEM is needed to provide enforcement.


So for any enabler implementation purchased by service providers that does not delegate to reuse functions, the service provider can identify the delegatable functions that it performs and not use related assertions in the policies that are associated to the enabler and only use EPEM for new delegatable functions that are not implemented within the enabler implementation.
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OSE requirements


			define structure and mechanism(s) to eliminate silos 


			define mechanism to encourage reuse during spec development, product development, and deployment


			define mechanism for service providers to protect their resources


			support bindings to multiple "transports"


			facilitate integration with non-OMA specifications and products


			provide migration path from current specifications


			proposal satisfies ARC requirements as illustrated in OMA-ARC-2004-0070-OSEproposal_mapped2_ARCHREQ
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OSE Flows
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Enabler implementation issues a request to another enabler resource
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Request affects the target resource





Request affects the target resource


Request to enabler through enabler application development interface
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Enabler Interfaces
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Interface Descriptions








				Interface



				Description



				Comments







				I0



				Application development interface provided by an enabler implementation 



				Each enabler specification defines this interface for implementations for the development of services or applications that use them.







				I1



				I0+I1 is the enhanced interface to an enabler implementation exposed through EPEM.



				EPEM may add SP required parameters (I1) to the enabler interface (I0), based on service provider-defined policies (e.g. credentials or account information as imposed by security policy, …).







				I2



				Driver to the underlying resource that partially or completely implements the enabler's function



				Translates from possibly proprietary or legacy interface, or lower level standard interface to standardized enabler interface.  







				I3



				Life cycle management interfaces exposed to the SP platform.



				 As defined in OSPE
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EPEM is Optional


			Enabler specifications define how certain functions are performed.  EPEM is a particular enabler that will specify how to perform policy evaluation and enforcement.  


			If an enabler needs to perform policy evaluation and enforcement, the enabler should reference EPEM.  If the enabler does not require policy evaluation and enforcement, then EPEM is not needed.  
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EPEM is Optional


			An enabler implementation can invoke any standardized functions either by: 


			(1) implementing the function itself, 


			(2) invoking a separate (modular) implementation that does the function (provided by the same vendor or a different one), 





or 


			(3) delegating the invocation to a policy evaluation and enforcement entity (EPEM).  


			Any of these implementation options result in a conforming implementation of an enabler. 
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EPEM is Optional


			The service provider deploying enabler implementations has multiple options.  


			For those implementations using method (1) above, the service provider can allow each implementation to independently perform functions like authorization.


			For those implementations using method (2) above, the service provider must deploy the separate (modular) implementations of functions required by the enabler implementations.  


			For those implementations using method (3) above, the service provider can deploy an EPEM implementation and any separate delegated implementations to perform functions like authentication, authorization, charging, etc. 
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Optional EPEM Logically Present in OSE


			In all three cases, policy evaluation and enforcement is performed – in some cases by the enabler implementation and in some cases by other entities. 


			Therefore, one could say that the EPEM function is logically always present in the OSE. Different actors choose which policies are to be applied and how. 


			EPEM implementations can be added to deployments to handle policies not done by enabler implementations
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IMPLICATIONS ON OMA WGs


			Enabler specifications writer must specify how to perform any intrinsic functions, i.e., those that are needed to implement the function of the enabler. 


			Any requirements or features that are not intrinsic should not be specified.  Many such requirements will be accomplished using the EPEM mechanism for evaluating and enforcing policies. And many features can be logically delegated to specialized enablers.   


			The requirements specifications should carefully consider whether a requirement is truly necessary to perform the intended function or whether it is rather a policy that should be changeable by each service provider.
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Recommendations


			Material in documents 0068 (base OSE) and 0069 (topology picture) and 0071 (EPEM optionality) as restructured in 0077 be inserted into current OSE architecture document


			Implications on OMA WGs as discussed in 0071 should be socialized with OMA WGs and submitted early on to TP.
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