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1 Reason for Contribution

In the Architecture WG’s meeting in Hawaii, text was added to the Security section of the “IMS in OMA” AD, OMA-AD_IMSinOMA-V1_0-20040826-D. This contribution provides comments and suggests a few additions and corrections for Section 6.8.5 of the document.

2 Summary of Contribution

This document proposes adding specific notes and suggests a few corrections for Section 6.8.5 of f the “IMSinOMA” AD document as detailed below. This revised version seeks to resolve the issues raised in ARC-0315.
3 Detailed Proposal

6.8.5 IMS Security Functions

OMA enablers may rely on the security mechanisms provided by IMS, as described in this section.

IMS classifies the security functions into:

1.  
Access Security, as specified in 3GPP TS 33.203 and 3GPP2 S.R0086; and 

2. 
Network Security, 3GPP specifies network security procedures in 3GPP TS 33.210. 3GPP2 does not have a corresponding specification. However, their network security requirements are contained in S.R0086.
6.8.5.1 IMS Access Security

The IMS Access Security functions affect the IMS implementation in the UE and the network. IMS Access Security has the following characteristics:

· Mutual authentication between the IMS subscriber user and the network. 

· The private user identity is used for authentication.  The private user identity is stored, along with shared security parameters both on a tamperproof identity module (e.g., 3GPP’s UICC, 3GPP2’s RUIM) or in the terminal secure memory, and also in a server in the network.. 

· IMS Authentication is based on HTTP Digest Authentication using IMS-AKA as per  3GPP and 3GPP2 specifications (see 3GPP TS 24.229 and 3GPP2 X.S0013-004.) Furthermore, the IMS AKA protocol uses and references HTTP Digest AKA (see 3GPP TS 33.203.)
· Users are authenticated for accessing IMS services.

· Users may register one or more public user identities.  Upon authentication of the private user identity the network is able to verify that the public user identity or identities are valid.

· Confidentiality between the UE and the access point is specified based on SIP as defined in 3GPP TS 33.203 Rel-6 (not in Rel-5) and required in 3GPP2 S.R0086. 

· Integrity protection over the air, between the UE and the access point is negotiated during the SIP registration. Integrity protection in the core network is specified in 3GPP 33.210 and 3GPP2 S.R0086.

· A security association agreement procedure (RFC 3329) allows negotiation of the security mechanism between the UE and the Access Point (1st hop.)

6.8.5.2 IMS Network Security

The IMS Network Security functions affect the implementation of network nodes. IMS Network Security has the following characteristics:

· Inter-domain interfaces supports confidentiality and integrity protection as per 3GPP 33.210 or 3GPP2 S.R0086.

· Intra-domain interfaces may support, at the discretion of the operator, confidentiality and/or integrity protection.

· 

· 

.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the revisions proposed in Section 3 of this contribution be agreed by the Architecture WG and accordingly be incorporated into “Section 6.8.5  IMS Security Functions“ of the “IMSinOMA” AD document. 
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