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1 Reason for Contribution

This contribution starts the discussion about an architectural design for the identity management enabler.  It defines the essential components and representative scenarios for implementation of an identity management framework.

2 Summary of Contribution

This contribution introduces components, scenarios, actors, and potential message flows for an identity management implementation.  This document provides two basic approaches for implementing an identity management enabler:  (1) based on browser capability and (2) based on web services capability.   There may be other approaches. 

This document includes an analysis independent of potential underlying technologies.  We intend it to be compatible with Liberty Alliance and WS-* approaches.
3 Detailed Proposal

Components (functions)

The requirements of an identity management framework can be implemented by a composition of the following components.  Some of the components are unique to identity management.  Others are part of a larger architecture, but can be composed as part of an identity management implementation.

	Identity Management Components

	
	

	Resource:  
	Any component, enabler, function or application that can receive and process requests.

	Authentication Service:
	An entity that provides assertions (in the form of tokens) based on evidence presented to it that it trusts.   It can validate claims from other authentication services on behalf of a resource.

	Identity Attribute Service:
	A service that maintains information (attributes) about principals.  It responds to requests for information about principals.

	Other components

	Component Discovery
	A means to discover the address of components, for example the address of an authentication service or identity attribute service.

	
	


Definitions

Security Token – A security token represents a collection of claims (which can include identifier, alias, pseudonym, attributes…)
OSE Guidelines

The OSE architecture principles specify the following for implementations:

· An implementation MUST specify or reference one or more interfaces for its intrinsic functionality that will be used to interface to (i.e. invoke) its functions. 

· If an implementation depends on already defined OMA functions, it MUST identify which other enablers' intrinsic functionality it will invoke to perform these already-defined OMA functions.

· An implementation MUST specify or reference only the functions, protocols and invocations that are essential (i.e. core) to its purpose
This document complies with these principles in that it describes a basic implementation with interfaces, protocols (and examples of bindings).  It references functions outside of this implementation and it is scoped to the functions of an IMF.

For reference, OSE overview diagram:
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Actors

The actors related to the identity management implementation are:

1. principal making a request to a resource 

2. SP deploying principal’s authentication service (to authenticate the principal and create a single sign on security token) 

3. SP deploying resource’s authentication service (to verify the proof of authentication of the principal and accept/issue security tokens).  This service also provides authorization rights for the resource.  Note: in some implementation the principal’s authentication service and the resource’s authentication service can be the same service.  
4. resource  (web service end point offering a SOAP interface and operational meta-data  )

5. SP deploying identity attribute service

Scenarios

There are 2 basic scenarios, and for each scenario, a browser and web services version of the scenario.  In both cases, we assume

1. the principal is invoking a resource that needs identity information (i.e., authentication token) pertaining to the principal invoking the resource to process the request. The principal authentication may result in two tokens for the user

a. an authentication token which represents the completion of an authentication protocol and

b. an identity token which may or may not contain additional information about the principal

2. the resource relies on the authentication service to perform the authentication .

Scenario 1:  Principal makes a request of a resource.  The resource requires the principal to authenticate.

a. Based on browser interaction

b. Based on web services interaction (the principal is capable of web services interaction)

Scenario 2:  Principal makes a request of a resource.  In order to fulfil the request, the resource must acquire the requestor’s authentication token from an authentication service and attributes from an identity attribute service.

a. Based on browser interaction, and involves retrieving attributes about the principal.

b. Based on web services interaction and involves retrieving attributes about principal B, based on a request by principal A  (e.g., principal A wants to send a message to principal B and therefore the resource needs some personal data about principal B in order to fulfill the request from principalA)

These scenarios identify the maximal set of actors and message exchanges (assuming that each actor is independently implemented); in real deployments, optimizations may be used to combine multiple actors into single implementations or to reduce the number of message exchanges.

Scenario 1a: Single Sign On (browser-based):

1. The principal’s browser accesses a resource

2. At the resource, the principal’s request is redirected to the authentication service associated with the resource.  

3. Upon receipt of the redirection, the resource authentication system must determine the realm of the principal.  

a. This is an optional step.  If the resource authentication service cannot determine the principal’s realm, then the authentication service may prompt the principal for realm information.

4. The resource authentication service redirects to the principal’s authentication service in order to perform the authentication and validate the principal.  

5. The principal requests a token from the principal's authentication service 

a. Validation of the principal’s authentication information may involve displaying some UI in this optional step.

6. The principal’s authentication service returns a security token for the principal and redirects the principal to the resource authentication service

7. Principal posts the security token to the resource authentication service.

8. The security token (from step 6) is sent to the resource authentication service by redirecting the principal.

a. Resource’s authentication service receives this token and validates that it is an identity security token for the principal.

b. For some resources that require additional resource specific information, the resource's authentication service may also issue a new security token, security token 2, for the authenticated principal’s use of the resource.  

9. The resource returns the result of the original principal request.

The following sequence diagram illustrates scenario 1a.

 
[image: image2.emf]Principal

Browser

Principal 

Authentication 

Service

Resource 

Authentication 

Service

Request resource

Redirect to resource ’s authentication service

Request Token

determine realm

Redirect to principal’s authentication 

service

Request token

UI to collect 

authentication 

data

1.

2.

3.

3.a

4.

5.

5.a.

Resource

Return principal’s 

token

6.

POST principal token

7.

Return resource token

8.

POST resource token

9.

Return result

10.

Arrows indicate 

corresponding 

request / response


Scenario 1b: Single Sign On (web services-based);

1. Principal (web service) requests the Resource’s policy (meta-data)

2. The resource returns its Policy including any requirements on Authentication Service location or token type.

3. The Principal can do one of the following (steps 4-6 shows the use of case c): 

a. Request and receive a Security Token from the Principal’s Authentication Service for the target resource

b. authenticate to its own Principal’s Authentication Service and access the target resource

c. authenticate to the Principal’s Authentication Service and then the principal uses its own authenticated token to request a resource token from the resource authentication service (as shown in this example)

4. The Principal’s Authentication Service issues a security token

5. The Principal provides its security token (step 4) and requests a Security Token from the Resource’s Authentication Service

a. If necessary, a user interface is presented to capture the Principal’s credential(s).

6. The Resource’s Authentication Service issues a security token

7. The Principal sends a request to the Resource

8. The Resource responds to the original Principal request
The following sequence diagram illustrates scenario 1b.
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Scenario 2a: Attribute Sharing (browser-based):

[precondition] Principal is authenticated to the resource (scenario 1a)

1. Principal goes to resource  and makes a request for a resource

Resource determines that more information is needed about the principal.  Resource has 2 choices: 

It gets the attribute information itself since it has the principal identity:

a. It has a relationship with an identity attribute service for particular attributes it needs

b. If no preconfigured service, Optional: UI to prompt Principal for identity attribute service

c. Resource makes a request on behalf of the principal to acquire attribute values about the principal from the identity attribute service 

It gets information from an identity attribute service (this choice is the one shown in this scenario) from the principal (or its proxy):

d. by redirection to principal

e. Principal  (or its proxy) requests attributes from  attribute service

2. The resource determines the location of the principal’s identity attribute service

3. The resource requests needed attributes by redirection to principal

4. The principal requests attributes from identity attribute service

5. The identity attribute service requests security tokens for the principal from the principal authentication service by redirection to principal 

6. The principal requests a security token from the principal authentication service.

7. The principal authentication service responds with a security token for the Identity attribute service 

8. Principal sends security tokens to identity attribute service

9. Identity attribute service authorizes retrieval of identity attribute and responds with attribute values to the resource using redirection through the principal

10. Principal sends attribute values to the resource

11. Resource returns a result based on the original request.
The following sequence diagram illustrates scenario 2a.
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Scenario 2b: Attribute Sharing (web services based):

0. [precondition: Principal A is already authenticated as in scenario 1b.]

1. Principal A makes a request of the resource and provides the security token.  The resource will need attributes of Principal B.
2. Resource locates identity attribute service for Principal B
3. Resource requests attributes for Principal B (provides security tokens of Principal A and resource)

4. Identity attribute provider requests authorization from Principal B authentication service to share Principal B attributes based on security tokens of resource and Principal A
5. Principal B authentication service returns authorization to identity attribute service

6. Identity attribute provider returns requested attributes to resource

7. Resource returns response to Principal A (based on original request) 

The following sequence diagram illustrates scenario 2b.
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Each of the steps in the above scenarios represents (potentially multiple) message flows between various actors of the identity system.  Obviously significant specification work is needed to define all of the interactions, including error conditions.  There are existing technology specifications  that address these scenarios and the requirements from the IMF RD.  We propose that the design for this enabler should provide an I0 interface to invoke the functions (e.g., attribute retrieval) that are actually implemented using I2 interfaces.

There is a dependency in the above scenarios on a registration and discovery mechanism .   

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Architecture work group should discuss the design approach above and use it as the basis for the AD for the IMF requirements.
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