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1 Reason for Contribution

This contribution provides answers to the questions raised by the SEC WG in contribution “OMA-ARC-2005-0072-Questions for Common Security Enablers Discussion” presented by SEC to ARC at the Frankfurt meeting.
Changes from original document discussed during the ARCH conf call Feb 14 are shown via change bars.

2 Summary of Contribution

See section 1.   See our answer to question 9 as a proposed way for the SEC WG to proceed.
3 Detailed Proposal

 What do we mean by Common Security Functions (SEC_CF)? Please accept our apology for having introduced the “Common Function” term.  We are no longer using it since any and all enablers can be re-used; there is no meaningful distinction between types of enablers.  Now back to your question – we expect the SEC enabler to provide security in the OSE, including the following functions:
authentication

authorization

data exchange confidentiality

data exchange integrity
non repudiation

replace attack countermeasures

intrusion detection 
 As discussed in document OMA-ARC-2005-0059R02-OSE Next Steps (which was approved by ARCH), we consider the SEC enabler to be a high priority enabler for realization of the OSE.
During the development of the SEC deliverables, SEC should consider at least the following:

The PEEM work being done in ARC

The IMF work in ARC

The NI 1.0 and NI 2.0 work in MWS

The security-related requirements in OMA-RD_Architecture-V1_0-20031021-A

Additionally, other WGs may have relevant input on the scope of the SEC work so ARC suggests SEC to socialize this questionnaire with other WGs (e.g. via the CHAIRS mail list).

We recognize the first version of the SEC enabler may precede completion of some of the above work, but SEC should be aware the items above might affect your future work. 
(1) What should the finished specification of SEC_CF work include?

The SEC enabler should provide end-to-end security, based on the requirements (see question 9 in section 3.3).  Of course, re-use of existing specifications is preferred, even if profiling is required.
· Profiling of existing standardised solutions? Yes, if appropriate for OMA needs
· Referencing existing standardised solutions? Following the OMA guidelines and OSE normative statements, Yes if appropriate
· A new security solution? Only if you cannot find an existing recognized solution, or cannot derive what we need from an existing solution
 (2) What is the level of customisation allowed on the SEC_CF once it is developed? Do you mean customization by whomever deploys it, or do you mean customization by a WG?
3.1 How does it relate to the rest of OMA/OSE?

· (3) Should the Security Common Function define standardised interfaces with the PEEM framework to provide security services to other OMA enablers? The SEC enabler should have an I0 interface that can be used by any enabler (including PEEM) or even an application to perform the various security functions.  The SEC enabler should support both a “callable” and possibly a “proxy” deployment model, with the requisite interfaces and compatability with a delegation mechanism.
3.2  How will it look like in terms of Architecture?

(4)Is there any architectural need for the SEC_CF to be constrained to particular deployment architectures such as Security functions implemented as a proxy/gateway, single box security engine with interfaces to PEEM, etc? No, there should be no such constraint for the SEC enabler.  We fully expect that it should permit any of the deployments you mention, including others (e.g., callable by any OMA enabler or even by applications).  Compatibility with PEEM, IMF, and NI functions and deployment model requirements are also required.
(5)Should SEC_CF define multiple optional security architectures (which the enabler can choose from) that would integrate already standardised security solutions such as 3GPP-GAA, IMS security, IETF-TLS, etc? The SEC enabler should define the functions to be performed, and those functions should be able to be realized or implemented (using the conceptual I2 interfaces) by the mechanisms (or other ones) that you identified.  The SEC enabler must be bearer agnostic (like other enablers, per OMA principles) and should clarify how interworking should work across different network technologies.
 (6)Should SEC_CF define a mandatory single security architecture that is based on the assumption that all new  OMA Services will be based on a single protocol (i.e. Web Services) and use this single common security architecture?  No, there is no assumption that all new enablers will be based on a single protocol.  The SEC enabler must be technology neutral (per OMA Principles), but permit realization in all the appropriate protocol bindings, such as web services as defined by the MWS group. 
(7)Should the security enabler present an interface that responds to requests of the form "here is a message *msg*  from *A* to *B* and a policy *pol* of how it should be treated" and respond with "*yes/no*, modified message *modified-msg*"?  Yes, the SEC enabler should probably present such an interface.  The security experts might decide that other interfaces are also required, but this one certainly is.  And again, the SEC enabler must work in the different deployment options identified earlier (which might affect the interfaces that are exposed).  For example, there may be two ways to proceed:

· the enabler is called (by an enabler, including PEEM) and information is directly passed

· the enabler is pre-configured (through some interface) with the information (e.g., policies) and then the enabler is called (but without the information directly being passed)

The WG should evaluate these choices.
(8) Should this enabler cover transport level security as well as application level security? Can we update the current work item? Yes, the enabler should also cover transport security.  The SEC enabler must distinguish and choose properly between network dependent and independent transport security.
3.3  What is the design methodology we should use?

(9)Should the SEC_CF based on a "Top Down" approach where we start from an idealistic security solution and try to apply it to OMA OR should the SEC_CF take the "Bottom Up" approach and address the security problems that exists today within the current enablers of OMA by providing, standardise solutions that exist today in some form? We can then generalise these solutions to be re-used in future services.  We suggest you use both approaches to gather requirements about the sort of functions enablers require today (and therefore would require in the future from the SEC enabler), and to come up with a good design.  The new SEC enabler might not equate in terms of realization to the security solutions already provided in some OMA enablers, though we would expect that it provide equal functions.  As a way forward, the Security WG might consider including the following:
(1) Analyze typical security requirements
(2) Produce use cases using the OSE structure

(3) Produce use cases for the different OSE deployment choices

(4) 
(5) Consider how the evolving IMF (ARCH) and NI (MWS) work might affect the SEC enabler

(6) Check with other WGs to gather their requirements and use cases
3.4 How should we handle the RD and the AD?

(10) Should we develop a RD and an AD?  All enablers require an RD per the process, and we strongly recommend that you do an AD. 
(11) Is there any need for a definitive Security Common Function Architecture at this moment without having an agreed RD?  There is a need for a Security enabler, and we think you should have an Architecture to describe it.  An RD is required per the OMA process, as is an AD and specification (including IOP).  We believe the SEC enabler is one of the highest priority missing piece from the OSE.  
(12) Is it possible to define the RD and AD, from the point of the OMA Enablers as the customer for this work?  You should identify the needs of the SEC enabler in terms of what the end consumers (e.g., end users, applications, enablers) require.  Customers for this enabler include: enablers needing to provide security functions, applications needing security functions, and service providers wishing to deploy enablers and applications in a secure and protected environment (perhaps using PEEM).
(13) Should the RD contain use cases?  This is up to your WG. We suggest you look at the RD template, best practices, and process documents.   
3.5 What is the process we will use to enforce and test SEC_CF implementations?

The normal OMA process includes an architectural review by the ARCH WG and development of a specification including IOP and conformance requirements followed by a consistency review.  We can use all of these steps to enforce use of the SEC enabler as prescribed by the OSE. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARCH WG should discuss this set of answers and send them to the SEC WG.
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