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1 Reason for Contribution

Document OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE was submitted. Submission of the document was withheld while attempting offline resolution. 

This contribution should be considered when document OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE is considered and disposed.
Document OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE was later submitted.
2 Summary of Contribution

The contribution provides comments to OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE. 
3 Detailed Proposal

3.1 Introduction

We believe that the motivation presented in OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE result from confusion between the notions of logical architecture (including the layering described in OMA-ARC-2005-0091R06-functional_factorization_OSE) and physical architecture as met in particular realizations, implementations including their packaging or deployments.

If this distinction is clearly understood, the issues raised by OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE are actually addressed. Some of these concerns however point out to issues that would benefit from editorial improvement of the OSE text.

3.2 The 6 problematic bullets identified in OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE
OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE identifies in section 3.1 6 bullets that it claims to be ambiguous or self contradictory. We propose a few comments associated to each of the bullets.

· "One way of controlling access to enablers is to use policies." (OSE V1.0, section 5.1.4)

· Comment: That is factually correct. Another way for example is to not expose at all the enablers to some parties and trust everybody within the SP domain. 
· It’s a statement on deployments
· "The OSE does not mandate any enabler in the Service Provider domain" (Section 5.2.1)

· Comment: That is factually correct. It is not contradicted by any of the other statements above or below.

· It’s a logical and a deployment statement.

· "If required, the OSE provides a policy-based management mechanism to protect underlying Service Provider's resources" (Section 5.2.9)

· Comment: This is factually correct because you may not use the PEEM enabler to achieve the PE functionality and you may decide not to protect via policies that are managed / not to use policies.
· It’s a mostly a deployment statement (but also logically correct).

· "Components providing policy enforcement are not required to be deployed in OSE when deployment do not need policies to be applied to express enabler implementation: (Section 5.4.1)

· Comment: That is factually correct. If no policies are ever to be applied, an implementation or deployment option is not to deploy any component (PEEM or other) responsible for applying policies. An alternative, logically useful but less efficient is to deploy such component (implemented, packaged and deployed as desired and not constrained by the OSE in anyway) and use pass through policies (i.e. the zero policies). While this may appear more efficient of course, it has also some advantages as it would allow introducing later policies if desired. 
· It’s a deployment only statement.
· "The Policy Enforcer (PE) may transparently intercept requests towards enablers or resources when they enter the Service Provider environment" (Section 5.4.4).

· Comment: That is factually correct. However the sentence may be ambiguously written. Indeed the “may” is because of “transparently”; not bearing on the intercept statement. 

· Note that it is not a normative statement (may not MAY)

· It is an implementation statement due to history of discussions at ARCH on the possible transparency of PE for requesters. 

· Suggestion: This statement could be clarified or removed to state that PE processes all requests to, from and among enablers …
· "The Policy Enforcer at a logical level controls any exchange. However, there may be cases when the policy to be applied may be a zero policy whereby the Policy Enforcer does not process the request. In this case, since the Policy Enforcer does not process the requests, the Service Provider may choose not to deploy the Policy Enforcer" (Section 5.4.2).

· Comment: That is factually correct. It is related to the comment to bullet 4. PE is a functional layer. The fundamental execution model of the OSE, as described in the approved OSEv1.0, clearly states that all requests to, from and among enablers are processed by PE and this is to perform policy enforcement. However, if no policies are ever to be applied, an implementation or deployment option is not to deploy any component (PEEM or other) responsible for applying policies. This is not the only way to do so as discussed in comment to bullet 4. 

· It’s a logical and deployment statement.

3.3 Analysis presented in OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE
The following is the derived analysis of the issues with the 6 bullets presented in OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE. 
Comments are overlaid on top of the analysis extracted from OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE.

The first statement indicates that there may be multiple ways of controlling access, and Policy Enforcement is only one of them
. The 2nd statement clearly states that ALL enablers are optional in the OSE
. The 3rd statement clearly indicates that OSE will have a policy enforcement mechanism (assumed to be an enabler (PEEM), since enablers are the only mechanisms that we create in OMA). It also clearly states that such enabler can be used, if needed (therefore optional
), The 4th statement reinforces the previous ones, but then qualifies them
 – therefore allowing for multiple interpretations. While so far these statements only referred in general to Policy Enforcement, the 5th statement indicates that a Policy Enforcement capability COULD 
be used (“may”) to intercept requests
, when use at a certain layer in the OSE. The 6th statement is a significant change from all previous statements, in that it simply states that Policy Enforcement controls any message exchange,
 and that the only way
 to disable such control is through the introduction of a so-called “zero-policy” (i.e. a policy that will be processed like any other one, but the rule evaluated will result always into passing the request without enforcing other rules).
 Note that none of the statements says that the Policy Enforcement layer has to be where it is
, but the last statement states what its function is WHEN is represented as such. Also note from the last statement, that all the previous notions of “optionality” are supported through what we would call “virtual optionality” (namely disabling a functionality, rather than having a true option of having or not such a layer).

3.4 Analysis

All the statements identified in OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE are actually factually correct.
Confusion comes from mixing considerations on deployment, packaging, and implementations with logical statement about the PE functionality. Some of the statement could be editorially improved and it is possible that we should more clearly distinguish (identify / separate) logical statements from clarification of how they relate to deployment / implementation / packaging. However, we have shown these statements useful. They were added because requested by members for clarification. So they should remain somewhere in the OSE.

3.5 Conclusions

The assumptions of document OMA-ARC-2005-0117R01-Interpretations-of-Policy-Enforcement-in-OSE are that these six bullets that are discussed above illustrates that different interpretations exist for policy enforcement in the OSE.
We have shown that actually all statements are factually correct and that there are no such aforementioned multiple interpretation nor confusion about the policy enforcement functionality.

Therefore, the bases for proposing alternate interpretation of policy enforcement do not hold at this stage and would actually result into a fundamental contradiction of the OSE. Indeed the proposed implementation with its proposal for a SHOULD would imply an optional fundamental execution model for the OSE in terms of processing of all messages to, from and among enablers. This is no more the OSE that OMA approved.
These conclusions are maintained with respect to OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE. Indeed, R02 states that the different statements discussed in section 3.1 of OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE may be individually correct but that when taken as an ensemble they would be confusing. As described above, some clarifications are welcome, but not only are each of the statements correct - but they are also consistent among each other and essential to the approved OSEv1.0 model.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendations
This contribution does not agree to contribution OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE. 
However it proposes that editorial improvement of the OSE Ad be considered based on comments made in OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE. These suggestions are identified as such in section 3 (section 3.1 – comment to 5th bullet and section 3.4).
To avoid any ambiguity, this is an objection to OMA-ARC-2005-0117R02-Interpretations-of-Policy-Enforcement-in-OSE.

































































































�Yes and this is indeed the case. See above.


�And they are. This is fundamental to the OSE and not contradicted by any of the statements above.


�This is indeed correct and correctly said in the OSE. PEEM is optional. Also any other mechanism to enforce policies in the OSE is optional if we decide not to apply policies.


�But it is correct.


�No, it is not normative. It’s English. See the usual document conventions at the beginning.


�As suggested it could be improved in phrasing but may was because of “transparent” not intercept…


�This states that PE is a layer and emphasizes a fundamental aspect of the OSE execution model.


�There are no restrictions that this would be the only way. In fact not deploying anything is another way. Also as explained the value is to reconcile the case where there is no deployment with the logical picture where the layer is still present. Note also that even when no policy is applied, there is value to consider from the onset having a policy enforcer to be “future-proof”.


�See above. This is correct and not an issue. It’s also supported by the requirements in the PEEM RD. 


�It is clearly implied by: 1) this execution model 2) the interface category. But it is indeed worth capturing these facts on the PE layer and this is why 0091 is providing that explanations worth adding…


�Incorrect. See also above. This is a deployment option: you don’t have to do it. That is logically understood as: set to zero and it’s like it’s not there. Then optimize in your deployment and don’t deploy it. Although, I would still recommend that you consider deploying to be future proof.
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