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1 Reason for Contribution

Some discussion in the PEEM AD should address the policy expression language as this is expected to be one of the item that will be specified by the PEEM enabler specifications.
2 Summary of Contribution

This contribution provides initial considerations on the policy expression language in the form of a new section. This is initial text to populate that section.
3 Detailed Proposal
[...]

5.4    Policy Expression Language

5.4.1  Policy topologies and information model
The PEEM enabler implementation behaves like a workflow engine that can be:
· Executed when requested (Callable usage pattern)
· Executed on intercepted request or responses (proxy mode)

The policies that must be enforced can be determined as part of the policy or may be identified by the requester when calling PEEM.
Policies are combinations of conditions and actions. The topology of a policy is defined as a graph of where at each node conditions are evaluated and a branch is followed and along each branch and action can be executed. This is illustrated in Figure 1.

[image: image1]
Figure 1 – Example of graph that describes the topology of a policy.
Editor’s note: Definition and references to be added to appropriate section.

The topology of a policies can be changed in numerous ways without changing the result of its enforcement and its impact on a system. As such authoring or the policy or optimizers can appropriately author or re-arrange policies to have the optimal topology for a particular problem, context, PEEM implementation etc. For example, when speed / latencies are issues, parallelization should be increased and depth of the graph should be minimized. When CPU are issues, parallelization is not a good idea. When compensation (reverting operations) is problematic, parallelization is not always possible. If delegation is to be minimized, these steps must be pushed to the bottom of the graph leaves. When delegation is time consuming, they should be brought towards the root and parallelization with compensation is encouraged. Re-grouping to rely pre-compiled sub-graphs may also improve performances at execution. 
For example, the policies can be mapped into topology templates. This matches the IETF Policy Information Model [RFC 3060] that relies on equivalent topologies where the policies are enforced by evaluating to find the first condition true or all the conditions that true.
The conditions and actions of policies can require the execution of arbitrary functions including delegation to OMA enabler implementations. 
Because the PEEM enabler may depend on delegation to other resources, in both the callable and proxy usage patterns, the PEEM enabler performs choreography and orchestration tasks as defined by W3C and OASIS.
5.4.2  Properties of an appropriate policy expression language

The PEEM RD [PEEM-RD] identifies the need to specify a policy expression language.
Based on the considerations presented in section 5.4.1 and the functions performed by the PEEM enabler, a suitable policy expression language must satisfy the following conditions:

· Can express any combination of condition and actions
· Can perform pattern matching on input data
· Can specify the format of output data
· Can express OMA relevant conditions or actions used in policy:

· To be standard and extensible

· Examples:

· Security strength must be …

· Authentication is required

· Rating must be checked and charging performed before passing the request

· Users must have a minimum amount in their account
· Can support optimization by:

· Re-arrangement of the policy topology:

· E.g. Parallelization, compensation
· Pre-compilation of sub-graphs.
· Can support:
· Delegation
· Workflows
· Interface transformation
· Composition, choreography and orchestration
5.4.3  Related technologies for policy expression languages
Editor’s notes: Other relevant languages may be identified in this section. These are preliminary considerations. Refernces should be appropriately handled by editor.
The following languages are related and able to satisfy most of the conditions identified above:

· BPEL  – Business Process Expression Language

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsbpel
· BPEL and WS-BPEL seem a good initial candidate

· Relation to XACML

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml 
It is expected that it should be possible to define a model that combines and takes advantages of these two languages as initial policy expression language. OMA specific extensions must then be specified.
Other candidate languages may exist.
[...]
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to add the text proposed in section 3 to the PEEM AD.
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