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1 Reason for Contribution

These are comments to contribution 227R03. Please review in conjunction with 227R03, and take into consideration our recommendation before disposing of 227R03.

2 Summary of Contribution

This contribution provides comments to contribution 227R03, and recommends to have a discussion/agreement in ARC on criteria for (candidates for) Policy Expression Language, prior to discussing submission of candidate specifications.

3 Detailed Proposal

[...]

5.4    Policy Expression Language

5.4.1  Policy topologies and information model

The PEEM enabler implementation can be:
· Executed when requested (Callable usage pattern)
· Executed on intercepted request or responses (proxy mode)

At run time, the policies that must be enforced can be determined as part of the policy enforcement (i.e. an evaluation step that determines what applies to the present context
) or may be identified by the requester when calling PEEM (i.e. by passing the policy or a pointer to it (e.g. pointer to the policy loaded when performing policy management).

Policies are combinations of conditions and actions. The topology of a policy is defined as a graph where each node represents conditions to be evaluated and each outbound branch has an action to be executed if the corresponding condition is true
 . This is illustrated in Figure 1.

[image: image1]
Figure 1 – Example of graph that describes the topology of a policy (composed of multiple policy rules). For simplicity, in this example, it is assumed that only one condition is true per path. So for example the “if a” path really reads as “if a and not b and not c”.
  The first condition is analogous to the “case of” programmatic conditional statement with “do nothing” when no condition is satisfied (and decide if result is success or failure).
Editor’s note: Definition and references to be added to appropriate section.

A particular model can select a convention where only one path (one condition) can be followed per node. The IETF policy information model already discussed in [RFC 3060] also allows conditions to be ordered (e.g. top to bottom), to allow multiple paths to be true at a node and to execute (sequentially) each true path till it ends
.
The topology of a policy can be changed in numerous ways without changing the result of its enforcement and its impact on a system. This may of course affect the conditions and actions. Optimizers can appropriately author or re-arrange policies to have the optimal topology for a particular problem, context, PEEM implementation etc. For example, when speed / latencies are issues, parallelization should be increased and depth of the graph should be minimized. When CPU are issues, parallelization is not a good idea. When compensation (reverting operations) is problematic, parallelization is not always possible. If delegation is to be minimized, these steps must be pushed to the bottom of the graph leaves. When delegation is time consuming, they should be brought towards the root and parallelization with compensation is encouraged. Re-grouping to rely on pre-compiled sub-graphs may also improve execution performances. 
The IETF Policy Information Model [RFC 3060] relies on the equivalence of topologies to define a model where the policies are enforced by executing the action corresponding to the first 'true' condition or all the actions corresponding to 'true' conditions..

The conditions and actions of policies can require the execution of arbitrary functions including delegation to OMA enabler implementations. 
Because the PEEM enabler may use delegation to other resources, in both the callable and proxy usage patterns, the PEEM enabler performs choreography and orchestration tasks as defined by W3C and OASIS.
 
Editor’s note: Definition and reference to be added from OASIS and W3C.
5.4.2  Properties of an appropriate policy expression language

The PEEM RD [PEEM-RD] identifies the need to specify a policy expression language.

Based on the considerations presented in section 5.4.1
 and the functions performed by the PEEM enabler, a suitable policy expression language must satisfy the following conditions:

· Can express any combination (including sequences) of condition and actions 

· In particular it can support:
· Delegation
· Workflows (e.g. serial / conditional delegations and scripts)
· Interface transformation (i.e. able to specify the output format in ways consistent to an expecting interface description and binding, i.e. by providing constructs of the necessary messages proper to this binding or appropriate delegation to systems able to do so).
· Composition, choreography and orchestration as modelled by W3C and OASIS
· Can perform pattern matching on input data

· Can specify the format of output data
· Can express OMA relevant conditions or actions used in policy:

· To be standard and extensible. 
· Examples:

· Security strength must be …

· Authentication is required

· Rating must be checked and charging performed before passing the request

· Users must have a minimum amount in their account

· Can support optimization by:

· Re-arrangement of the policy topology:

· E.g. Parallelization, compensation
· Pre-compilation of individual or groups of policies (i.e. sub-graphs).






5.4.3  Related technologies for policy expression languages
Editor’s notes: Other relevant languages may be identified in this section. These are preliminary considerations. Refernces should be appropriately handled by editor.
The following languages are relevant and able to satisfy most of the conditions identified above:

· BPEL  – Business Process Expression Language

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsbpel
· BPEL and WS-BPEL seem a good initial candidate

· Relation to XACML

· http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=xacml 

It is expected that it should be possible to define a model that combines and takes advantages of these two languages as initial policy expression language. OMA specific extensions must then be specified.
Other candidate languages may exist.
[...]

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Based on comments provide, we cannot support the text proposed by 227R03 for the PEEM AD, although we applaud the initiative, since it may lead to the discussion on criteria, which we support – either as part of the AD or part of the TS.
While we agree with some of text in the Policy Expression Language section proposed by 227R03, we recommend that ARC first discuss/agree that indicating the candidates for the Policy Expression Language is something we want to do as part of the AD or later as part of the TS. If it is the 1st, we recommend to ARC to discuss/agree on whether these are criteria for candidates, or criteria for the final selection, then invite contributions for criteria. We express no objection to BPEL+XACML as a candidate, other than it may be premature to accept this until we have decided on the criteria to do so. We also recommend that once we do have agreed criteria, submission of a candidate needs to be accompanied with an assessment on how the criteria are met. Without such assessment, any judgement on candidates cannot be made.
































































































� If a path had to address both a and b to be true, the first node should be binary with two paths: (if C and not a and not b) and (if not c and A and B) then the node on that latter branch can be split up into (if a and not b) and (if b and not a) if these cases are relevant.


� Should be achievable if support any logical combination of conditions and actions.





�PAGE \# "'Page: '#'�'"  ��I question why we need this section the AD. This has to do with how internally the policy evaluation and execution will be implemented – which is outside the scope of the specification. We are to specify interfaces to components that may be visible, and a language (or languages) that allow us to describe conditions and actions.  In short – we need an architecture that meets our requirements. The discussion about topology may lead to a particular implementation or particular algorithms, but we should not use the AD for this purpose.


�PAGE \# "'Page: '#'�'"  ��The use of  “evaluation” in this context is unfortunate, since it may be confused with the evaluation of conditions of a policy rule. Other possible terms: “selection” or “identification”.


�PAGE \# "'Page: '#'�'"  ��This may require further explanations/examples, including a pointer to the PEEM RD specific requirement. I don’t understand why we would allow the requester to indicate what policy should apply, when policies are under the control of the domain owner. Maybe there is a specific case that may require support of this option – but in the absence of specifics it is difficult to understand the need.


�PAGE \# "'Page: '#'�'"  �� If such text makes into the AD, text needs to be added here to support the case for “evaluation only”. In this case, all the action does is to return a TRUE or FALSE (or YES or NO) to the requester. Depending on specific implementation, it may also do NOTHING, and continue to evaluate the next set of conditions. The current wording matches well the “evaluation and execution” model, but not sufficiently the “evaluation-only” model.


�PAGE \# "'Page: '#'�'"  ��This may benefit from more explanation.


�PAGE \# "'Page: '#'�'"  ��Same as comment about the entire section – this is relevant for the implementation of PEX, but not for the specifications we need to provide.


�PAGE \# "'Page: '#'�'"  ��While I agree with the premise, I disagree with the conclusion. The notions of choreography and orchestration tasks are far more complex than the simple case of “delegation”, even presuming that the latter can be demonstrated as a primitive example of the more complex tasks. The PEEM RD does not require choreography and orchestration. Hence, not only is this not a requirement, but it is also an overkill.


�PAGE \# "'Page: '#'�'"  ��Those considerations are relevant to an implementation, and possibly to the internal software architecture of the Policy Engine, but not to the selection of the specifications according to our requirements.


�PAGE \# "'Page: '#'�'"  ��This is an interesting topic for discussion. Here the contribution practically suggests that the AD text will identify “conditions” (I would suggest the use of the word “criteria” instead) that a policy expression language must meet. First of, we need to agree whether we want/need such critewria in the AD. Second, if agreed to have them, we need to agree what they mean – are those criteria for allowing candidates to be submitted, or are those criteria for the final selection ? (if it is the first, we may lower initially the threshold; if it is the 2nd, we may raise the threshold). Third, criteria need to be grounded in our requirements. Plus, in defining the language we should also pay attention to the practical deployment needs. The language selected should facilitate smooth migration from the current set of standard or proprietary languages used for policies, or better even, facilitate coexistence and interworking of policies written with other means. Finally, we should avoid an overkill – no need to force vendors in supporting a language that does much more than what is needed, and no need for deployers to pay the penalty in performance and cost for a more complex product than needed. Therefore, we need to enforce provisions that only the constructs of the language that meet the requirements are part of the “mandatory standard”, while any others come in as potential unspecified extension – via the language extensibility.


�PAGE \# "'Page: '#'�'"  ��This is a general comment, for the rest of all remaining criteria proposed in the 227R03 contribution. For every single criteria submitted there is a need to back it up with one or more PEEM RD requirements, or otherwise demonstrate the need for such a criteria. For example, in this particular case, what requirement mandates that “any combination (including sequences)” be supported ?


�PAGE \# "'Page: '#'�'"  ��These seem examples of extensibility” – but they don’t really help. What would the “standard” part be vs. the extensible part, 


�PAGE \# "'Page: '#'�'"  ��These are implementation considerations, therefore inappropriate. The language only needs to reflect WHAT needs to be done, not HOW.


�PAGE \# "'Page: '#'�'"  ��These may or may be not relevant languages as candidates. It is simply too early for ARC to make such a determination. We need to first agree on the criteria on which we determine if a language is a candidate. Then, it is not enough to state/claim that a candidate meets those criteria – it needs to be proven. Contribution 227R03 states criteria (which first need to accepted before any continuation), then merely claims that the submitted candidates meet the enumerated criteria. Furthermore, while some candidates may meet the requirements, they also may be supersets of our requirements, going far beyond our PEEM needs. That is to be avoided, because selecting such a language implies implementing all constructs of such a language, which may result into implementations that could be too complex, costly and under-performing for the needs of PEEM. If there are no good alternatives, and only such a superset language can be identified, then only the subset of the language needed to fulfil PEEM requirements should be considered as the candidate for PEEM policy expression language. 


�PAGE \# "'Page: '#'�'"  ��What does this mean – relation to XACML ? Please clarify.
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