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1 Reason for Contribution

This contribution is entered to address properties for the PEEM Policy Expression Language, as one of the items that is expected to be specified by PEEM.

2 Summary of Contribution

This contribution provides initial considerations on the criteria needed to be met by the PEEM Policy Expression Language, based on an analysis of the PEEM RD requirements and other operational considerations.

3 Detailed Proposal

The following definitions are copied here from the PEEM RD, since the requirements analyzed and the proposal may benefit from having those handy.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement1
	The processes of policy evaluation and policy execution.

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Expression
	The language to express policies

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true


An analysis of the PEEM RD resulted in identification of the following requirements that are directly or indirectly related to the PEEM Policy Expression Language:

6.1#9 MUST specify a language based on standard schema and semantics. (Motivated by almost all Use Cases)

6.1.3#5 The PEEM enabler specification MUST support ways to include in a policy rule references to input data (i.e. contained in the service request/response), during policy management (with the intent to be replaced by the real input parameter values during the policy enforcement).” (Motivated by Use Case 5.5 and 5.7)

6.1.3#6 The PEEM enabler specification MUST be able, as part of the policy enforcement process or as part of the policy management process, to derive from policies what additional input data a requestor must supply. (Motivated by Use Case 5.5 and 5.7)

6.1.6#2 The PEEM enabler specification MUST be able to support the expression of policies that protect user identity and related user information including privacy preferences, e.g. for anonymity

6.2#9 The policy expression language MUST be able to create rules to use at least the following information (Motivated by mostly all of use cases): 

a. Subscriptions of the end user

b. End-user segment, (e.g. gold, silver bronze users)

c. Subscriptions/agreements (SLAs) with 3rd parties

d. End users account status

e. End user personal data

f. Service Provider variables and conditions

g. Regulatory/legislative (e.g. user protection) variables and conditions

6.2#12 The policy expression language of the PEEM enabler specification MUST be able to express policies that require the user’s consent

6.2#16 PEEM enabler specification SHOULD be able to support the override of policies (ones cancelling/pre-empting others) due to different priority levels in different policies. Note – this requirement may have implications on the policy expression language, but from implementation perspective such indication is preferable to be external to the policy.
6.2#19 The PEEM enabler specification MUST support the processing of policy rules according to their priorities.  Note – this requirement may have implications on the policy expression language, but from implementation perspective such indication is preferable to be external to the policy.
Policy Expression Language properties 

Based on an analysis of PEEM requirements, the conclusion is that the majority of them specify the behaviour of PEEM as an entity, practically leaving up to the architecture phase, the technical specification phase, and ultimately to the implementation of PEEM to sort out more specifics. There are very few requirements that specifically indicate what needs to be part of the policy expression language itself. It is likely that because of this fact, different alternatives will have to be evaluated in the specification phase.

Some conclusions can be drawn from analyzing those few requirements directly implicating the policy expression language – in particular the need to identify different types of data within the language, so that the PEEM policy engine that performs evaluation, or evaluation and execution, understands how to interpret the information encoded in the policy. It is also plausible that not all types of data needed by policies have been clearly identified in the PEEM requirements. As a result of looking at those particular requirements identified, the following observations on the properties needed in the policy expression language can de derived:

However, the following types of data are identifiable from those requirements:

1. the following types of data need to be identifiable and supported:

a. conditions, including components of conditions (e.g. references to input parameters)
b. actions, including components of actions (e.g. references to input parameters)


2. other language constructs are not directly required. That leaves open the possibility of defining a language that contains all the typical constructs in a programming language, or other possibilities in which only the “data” is being identified (as described before), while the syntax of the constructs is not specified and could be implemented in a multitude of ways in the behaviour of the policy evaluation and execution engine. In either case, several operational considerations also need to be taken into account:

a. before endorsing a particular policy expression language, the possibility of supporting multiple policy expression languages needs to be thoroughly explored.

b. any policy expression language specified needs to be sensitive to the fact that there already exist a multitude of policy expression specifications, and they possibly will continue to proliferate. In order to accommodate this co-existence, the PEEM policy expression language needs to allow expression of meta-data to support or at least facilitate mapping of its data (and possible constructs) and inter-working to prevalent other forms of policy expression in the industry.

c. Since some of the policies would only need to express evaluations (decision rendering), such policies clearly need a less rich set of data (and possible constructs) than policies that need to express evaluations and executions. Given this, any specified policy expression language should clearly identify the subset of the data (and possible constructs) needed for an implementation that may support evaluation-only.

i. An alternative that would consider separate policy expression languages for evaluation-only and evaluation and execution needs to be explored, in particular if a single expression language is selected that would impose unnecessary burden on an evaluation-only model.

d. The sequence of policy rules in a policy, when not clearly indicated via a priority for evaluation (either relative or absolute) should not necessarily force a sequential evaluation; in such a case, different implementation algorithms, including parallel processing of the policy rules, or a changed sequence based on other internal criteria should not be inhibited by the specification.

e. If an existing language is considered for the PEEM policy expression language, the language that will be OMA specified needs to only include that set of data (and possible constructs) that are necessary to meet the PEEM requirements. In other words, PEEM should not adopt a language that supports more than is needed by PEEM requirements, because this would be an unnecessary imposition on the vendors, as well as it could result into a suboptimal and costly implementation. If certain features of the considered language can be considered potentially valuable to accommodate future needs, although they are not needed based on the current PEEM requirements, any such features should be clearly identified as optional in the PEEM policy expression language specification.

NoteAnr alternative based on meta-data would allow for identification of the main components of a policy rule – namely “conditions” and “actions”, while leaving the precise syntax inside those components flexible to accommodate internal implementation of PEEM. Such an alternative would have the advantage to easier accommodate support for currently existing deployed policies, because of the relative ease of migration. At the same time, such an alternative may put a burden on the vendor implementations to support multiple syntaxes, and the risk that, when this may not be available, a policy written for one vendor’s implementation may not be portable to another vendor’s implementation. The alternative of including all constructs in the language would result into a Touring complete type of language, which would require perfect conformance for all policies written for any type of current or future resources. This would have the advantage in the long-term of having a policy portable across vendor implementations, but the disadvantage in the short-term of having difficulties in supporting the large variety of policy expressions existing in the industry.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to add the text identified under the title “Policy Expression Language  properties” (with the exception of the Note in italics – which is likely not needed in the AD) as a new subsection in the section 5.3 to the PEEM AD. 
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