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1 Reason for Contribution

Contribution OMA-ARC-2005-0322-Comments_0318 has been submitted. R01 and R02 adds co-authors and provide editorial fixes. R03 adds supporters.
2 Summary of Contribution

This contribution explains how PEEM mapped to the IETF PEP-PDP model as described in OMA-ARC-2005-0322-Comments_0318 can also provides a programmable PEP.
3 Detailed Proposal
3.1 PEEM and IETF PEP-PDP Model
Per OMA-ARC-2005-0322-Comments_0318, Figure 1 illustrates how the IETF PEP-PDP model is supported by PEEM.
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Figure 1 – Mapping of IETF PEP-PDP model on PEEM

It is important to understand that in this picture the notion of ENFORCEMENT as in PEP is at a macro level while actions (and hence enforcement) (e.g. changing of variables, checking of auth tokens/credentials, etc) can be done during PDP (i.e. macro decision-making). 
PDP provides a macro decision by enforcing its policy and returns a result. It is at a macro level because it’s the result of the enforcement of the whole policy and because it combines the “local” from PEP plus the PDP.

PEP ENFORCES that macro level decisions to decide what to do at the next level considering the result.
3.2 Additional requirement
Following OMA-ARC-2005-0322-Comments_0318, it was pointed out that Service Provider also wish to be able to program the behavior of the PEP (i.e. define a workflow for the PEP). This request may also be viewed as the fact that at the level of IETF PEP-PDP model, we may want sometime to be able to model and specify the behavior of PEP. How can this be captured with the PEEM enabler?
Because the PEEM policy expression language is Turing complete, it can also describe any desired behavior of the PEP.

Executing a Policy is the function provided by the PEEM enabler.

The element containing the PEP can be realized by implementing the PEEM enabler in that element, provisioning it via the PEM-2 interface, and invoking it using the PEM-1 or PEM-3 interface. When invoking via PEM-1, the policy can also be passed at run time via PEM-1.
The policy may delegate enforcement of some policy sub-graphs to another PEEM.
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Therefore we have programmable PEP achieved via PEEM chaining (PEEM delegation) as illustrated in Figure 2, Figure 3 and Figure 4.
Figure 2 – Programmable PEP by calling PEEM (1) and passing program details at the same time via its PEM-1 interface
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Figure 3 - Programmable PEP by calling PEEM (1) and passing program details in advance via its PEM-2 interface
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Figure 4 - Programmable PEP using a PEEM (1) in proxy mode and passing program details in advance via its PEM-2 interface

In addition, it should be clear per the IETF PEP-PDP model that in all these cases a local PDP can also be involved with the requester.

Figure 5 – Example with PDP also within the requester.
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Figure 6 – Another way to look at the decomposition discussed in Figure 5
Note that throughout all these cases, PEEM performs the same functions: enforce the policy. There are no changes of functions. Just different roles exemplified by different policies loaded in the different PEEM instances involved.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We provide this material to better explain how the IETF PEP-PDP model is supported by PEEM. 
ARC WG may consider adding this material to discussions of IETF PDP-PEP model in PEEM AD, if such a section exists (e.g. following OMA-ARC-2005-0322R04-Comments_0318).
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