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1 Reason for Change
There are four change requests in this document for PEEM AD. 
1. Some editorial change requests their details are given in section 6.

2. Policy evaluation, execution and enforcement are three dedicated words that each has its own definition in PEEM enable documents. At the same time, there are other models of POLICY which are given by some other organizations, e.g., IETF, 3GPP, TMF(Telecommunication Management Forum). Policy relative concepts in such models like IETF are not totally same, sometimes use the same word but with different meaning. PEEM AD analyzes the mapping of PEEM to IETF PDP/PEP. The mapping rule is: evaluation(PEEM) vs. decision(IETF), execution(PEEM) vs. enforcement(IETF), and enforcement (PEEM) hasn’t equivalent definition in IETF. To some extent, it’s not easy to identify them especially in the sections that describe the relationship between two models. This CR proposes to use clear words to avoid ambiguous understanding. 
Change 2 suggests to replace word “decision” with “result” when it means the policy is evaluated, then executed,  and in the end, a result is returned. 
        Change 3 suggests to point out explicitly which definition is used when the section is relative to two models at the same time and under the situation that it's quite easy that different person has different understandings. 

3. When analyzing “Using PEEM to PDP/PEP behaviours—scenario B” in section 5.6.2.2, the scenario that PDP and PEP roles in IETF are all acted by PEEM enabler is analysed. The original PEEM AD only explains the situation that PDP and PEP roles are acted by different PEEM enabler implementations. It is also prevalent that two roles are realized in one enabler implementation in PEEM. A figure that describes the relationship in this situation is suggested to be added in section 5.6.2.2
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accepted by the group
6 Detailed Change Proposal
Change 1:  Some editorial change requests
5.3   Functional Components and Interfaces

This section describes the functional components and interfaces identified in Figure 1,. The components and interfaces specified by PEEM are loosely coupled, in the sense that the specification for each of them does not have to be tightly coupled with the specification of the others.

A single PEEM component has been identified which exposes both PEM-1 and PEM-2 interfaces:

· PEEM (Policy Evaluation, Enforcement and Management)
……
5.3.1   PEEM (Policy Evaluation, Enforcement and Management component)

PEEM has the following features:
5.6.2.1   Using PEEM for PEP/PDP behavior – Scenario A 

In this scenario, the PEP functionality is realized by any enabler (OMA enabler or any other). The mechanisms utilized for this enabler to identify and apply the rules that tells him which requests needs for external authorization could perfectly be unknown.

PDP behavior is realized by PEEM.
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Figure 10. PEEM support for PEP/PDP behaviour - Scenario A

The support for the PEP/PDP behavior in this scenario takes place in the following way.

As we said at the beginning of this section, PEP behavior (as stated in Section 5.6.1), is realized by the enabler in a way that is outside of the PEEM spec:

· It could be specified in an OMA enabler spec that reuses PEEM

· It could be done proprietarily by the legacy enabler

· It could be done by an ad-hoc programming

· Etc.

Additionally, please note that in the figure appears the label “Enabler With embedded PEP behaviour”, but this could be in fact any kind of requester, e.g.: an application.

Change 2:  replace some “policy decision” with “policy result”; replace all “rendered decision” with “rendered result” 
5.3.1   PEEM (Policy Evaluation, Enforcement and Management component)

PEEM has the following features:
· identifies the policies …… 

· evaluates policies ……
· may execute policies ……
· returns, after completing all previous processing, a policy result to a requestor and/or allows a request to continue to its original target destination. A request for policy enforcement (which can be an evaluation request, or an evaluation and execution request, see definition for Policy Enforcement) can arrive to PEEM either as a direct request for support from another entity (see also the section describing PEEM specified callable interface) or as a request from another entity to another resource, proxied (or intercepted) by PEEM. In the first case, PEEM completes the processing by returning a policy result (the result of the evaluation, or evaluation and execution) to the requesting entity. That entity is in control of deciding how to handle the rendered result. In the second case, PEEM completes the processing by forwarding the original request (stripped of the no longer needed “P” values) to the destination resource (if the processing resulted into a “pass” condition) or returns an error to the originating entity if the processing resulted into a “fail” condition. There is also the notion of a “zero policy” – an enforcement of such a policy would have the net effect of passing through the request to the target resource as though no policies need to be enforced prior to forwarding the request.
5.3.2
PEM-1 (PEEM specified callable interface)

The PEM-1interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a direct request for policy enforcement. This interface is also referred to as PEEM callable interface. The originating entity is using this interface to issue a request to PEEM. The PEEM implementation processes the request and returns a policy result (the result of the policy enforcement processing) to the originating entity, using the same interface. 
PEM-2 (PEEM specified management interface)

The PEM-2 interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a request for policy management. This interface is also referred to as PEEM management interface. The originating entity is using this interface to pass a management request for policies to PEEM. The PEEM implementation processes the request and returns a policy result to the originating entity. The PEM-2 interface is designed for the management of policies, which are entities specific to PEEM. The PEM-2 interface is not being used to manage external aspects of PEEM as an enabler (see also I1 description).
Appendix E    Informative detail
E.1.1    PEX (Policy Evaluation and Execution component)

The PEX (Policy Evaluation and Execution) component is responsible for the policy enforcement portion of the PEEM requirements. This component has the following features:
· identifies the policies …… 

· evaluates policies ……
· may execute policies……
· returns, after completing all previous processing, a policy result  to a requestor and/or allows a request to continue to its original target destination. A request for policy enforcement (which can be an evaluation request, or an evaluation and execution request, see definition for Policy Enforcement) can arrive to PEEM either as a direct request for support from another entity (see also the section describing PEEM specified callable interface) or as a request from another entity to another resource, proxied (or intercepted) by PEEM. In the first case, the PEX component completes the processing by returning a policy result  (the result of the evaluation, or evaluation and execution) to the requesting entity. That entity is in control of deciding how to handle the rendered result. In the second case, the PEX component completes the processing by forwarding the original request (stripped of the no longer needed “P” values) to the destination resource (if the processing resulted into a “pass” condition) or returns an error to the originating entity if the processing resulted into a “fail” condition. There is also the notion of a “zero policy” – an enforcement of such a policy would have the net effect of passing through the request to the target resource as though no policies need to be enforced prior to forwarding the request.

Change 3:  There are different definitions of “enforce” in IETF and OMA PEEM, explicitly express which definition is used when IETF definition is used in this document. 
5.6   Mapping IETF PEP-PDP model to the PEEM model (informative)

5.6.1   Essence of the PEP/PDP behavior

Considering the information contained in the sections above, we can conclude that the core of the PEP/PDP behavior that should be supported by PEEM, is the following:

PEP behavior: 
· Identifying requests that need an external authorization decision

· Ability to request for external authorization decision

· Enforcing the decision taken in the external authorization function

PDP behavior:

· Receiving a request for taking a decision over an authorization

· Identify relevant policies and take a decision

· Return the decision
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Figure 6. Essence of PEP/PDP behaviour at RunTime


Please note that the terminology “Enforce” in this section means the definition of IETF PEP-PDP model and has the corresponding  meaning of “execute” in PEEM. 
Change 4:  There are still some situations that when comparing to IETF PDP/PEP model, one PEEM implemantation will act as the PDP and PEP roles at the same time, the behavior is added in section 5.6.2.2 
5.6.2.2    Using PEEM for PEP/PDP behavior – Scenario B

In this scenario, both ends of the flow are played by PEEM compliant elements.
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Figure 8. PEEM support for PEP/PDP behaviour - Scenario B

When evaluation and execution are realized within one PEEM implemantation, one PEEM implemantation acts as the PEP and PDP roles at the same time which is shown in figure 9. 

[image: image4.emf]Enforce

Result::

Reject(if

notOK)

Request

EnforceResult:

ProgressRequest(if

OK)

Requested

Resource

PEEM-Evaluation and Execution (PEX)

PEEM

Execution

in PEP role

PEEM

Evaluation

in PDP role

I0+P

Enabler'I0Interface s


Figure 9.   PEEM suport for PEP/PDP behaviour in one PEEM implementation – Scenario B 
Of course, following the guidelines already written in the PEEM AD and PEEM RD, other deployment options may exist for the PEP side, as illustrated in next picture (e.g.: some OMA WGs could decide to fully reutilize the PEEM specs in their defined enablers); the essence is that the PEP role is played by PEEM functions.
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