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1 Reason for Contribution

This contribution attempts to progress the work on the CBCS AD.
2 Summary of Contribution

This contribution further motivates the dependency between PEEM and CBCS.  In addition, it introduces a PEEM architecture diagram.
R01: It is attempted to address some comments provided in 179 & 186
179#1: PAGE \# "'Page: '#'
'"  
General comments:

a) I believe there is in general too much detail in the intro section proposed, and references to specific requirements, much of it difficult to understand without a well provided context. It almost looks like the entire CBCS architecture is trying to be argued/justified in the Intro section. Much of the content, with better explanations, may belong in the “Dependencies” section.

The intention of the introduction section is to answer: 1) what is the purpose of the architecture and 2) what problem does the architecture solve.  In doing so, we have attempted to highlight few aspects (through paraphrasing) found in the CBCS RD.  In order to back up some of the claims, we point to the RD normative requirements and point to the requirements explicitly.  However, we have attempoted to reorganize the text to satisfy this comment.
b) the intro section uses a lot of terms that need to be defined – definitions probably exist and should be pulled from CBCS RD or other documents, before they are being used/agreed (e.g. content/content services, screening/screening rules, content categorization/content category, etc)

Good point.  We have added an editor’s note.  It is perhaps best to copy the definitions from the RD after RD approval?  Find below the current definitions in the RD of terms specifically identified by you:
	Authorized Principal
	A Principal (see [OMA-DICT]) with permissions to perform specific action(s) or receive specific information

	Categorization Based Content Screening Subscriber
	The entity (e.g. a User) engaged in a subscription with a Categorization Based Content Screening Service Provider

	Categorization Based Content Screening User
	The person or the entity, using a device, whose receivable or transmitted content is subject to  a CBCS Enabler implementation

	Categorization Based Content Screening User Profile
	The User Profile (see [OMA-DICT]) applicable to the CBCS Enabler

	Content Provider
	The entity making content available to the Categorization Based Content Screening User

	Content Category
	A category assigned to content, aiming to describe the characteristics of the content

	Categorized Content
	Content for which one or more Content Categories have been assigned 

	Pre-Categorized Content
	Categorized Content which includes its Content Category and the Content Provider’s identity

	Non-Categorized Content
	Content for which no Content Category has been assigned

	Content Categorization Entity
	The entity that assigns Content Categories to content.

	Content Scanning
	The act of determining the Content Category (or Content Categories) of the content

	Content Screening
	The act of blocking, allowing or amending content

	Screening Rule
	A Policy Rule (see [OMA-DICT]) that uses Screening Criteria and Screening Actions

	Screening Action
	A Policy Action (see [OMA-DICT]) applicable to the CBCS Enabler

	Screening Criteria
	Policy Conditions (see [OMA-DICT]) applicable to the CBCS Enabler


c) Is there a reason/guideline followed to use Subscribers, Principals, etc … capitalized ? Or is the intent those will be defined ?

Much of this text was pulled form the RD.  The approach in the RD was to capitalize terms that were defined.
179#2: use of term ‘access’
Changed to ‘exposure’.

179#3: unusual use of reference

The reference can indeed still change but this is unlikely after TP approval.  I puts extra burden on AD editor.  As an AD editor, I am fine with the approach.  In addition, it is good practise to VOID reference-able items in deliverables in order to prevent dependency issues.
179#4 and 179#5: 

Sentences have been edited.
179#6: note

Note was edited
179#7, 179#8, and 179#11-179#14: 

Text was moved to dependency section and edited
179#9 & 179#10: PEEM AD reference

Text was modified to address these concerns
179#15, 179#18 &: PAGE \# "'Page: '#'
'"  
Coment in figure “mrbrenner:interfaces need to be described. Can’t have 2 labels – either CBCS or PEM. Explain “delegated resource”.”
These are addressed below.
a) introduces components and interfaces, but neither are described – how can ARC accept a figure for the AD  without explanations of its components and interfaces ?

Text was added.
b) There is no need to replicate components that interact with CBCS – logically they are all represented by a single box. Unless may want to show specific Target Resources, Target Resource Requestors, etc – in which case they should be named differently.

Figure was changed.
c) There seems to be an implied mapping between CBCS-1 and PEM-1, and CBCS-2 and PEM-2. But the interfaces have not even been described, how can we assume such a mapping ? And we should use either one label or the other – the mapping, if any, should be explained in text, not on the figure.

Note the ‘prime’ that is used, e.g. PEM-1’ and PEM-2’.  We have added text.
d) “delegated resource” needs to be explained. Also, this seems to indicate a significant difference between PEEM and CBCS in as far as components/paterns/interfaces. PEEM interacts with delegated resources using “interface to other resources”. The CBCS proposed figure has such an “Interface to other resources”, but then also has a CBCS-3 interface that also seems to interface with a “Delegated Resource” (the Content Categorization Component).

Content Categorization Component is now shown as a Delegated Resource example with a specific interface (namely CBCS-3).  Other delegated resources with interfaces defined by their respective enabler can also exist and are now explicitly depicted and described.
e) Please clarify in the (upcoming description) whether Content Categorization Component is part of the CBCS Architecture. And if it is 

It is part of the architecture, a legend was added. 
179#16 & 179#18: CBCS user profile
User Profile was mentioned.  Added CBCS in front of it, consistently.
179#19: Diameter note
This existing, agreed text.  It is not uncommon for ADs to mention potential realization technologies.
179#20: recommendation missing
Recommendation was added
186#1: We believe that in that architecture, the content screen component is nothing but PEEM (in callable or proxy mode). If not, we require first an analysis to motivate alternate views.

We have depicted CBCS not as PEEM as a) the content screen component must be able to ‘talk’ CBCS-3 (as BLOB or as PEM-1 template parameter), b) must be able to receive data as outlined in the CBCS-1 section, 3) must allow for management of screening rules (CBCS-2).  We anticipate that CBCS-1 and CBCS-3 TSes are needed to support the exchange of information as outlined in Sections 5.3.3 and 5.3.5.
186#2: However, we recommend that the architecture must explicitly show the following actors:

· Sender of message/broadcast

These are target resource requester and e-requester
· Receiver of message/broadcast

This is the target resource
186#3: Furthermore, CBCS and messaging in general involves P2P (person to person) or R2P (resource to person) messaging, depending on who initiates the message / broadcast.
The CBCS RD defines what needs to be satisfied in order to be a ‘CBCS enabler’.
186#4: In proxy mode, messaging is: P2PEEM -> PEEM2P. In callable mode, messaging is P2PEP->PEP2P and PEP calls PEEM. The PEP (interceptor) seems to also be part of the CBCS enabler.
Isn’t that the E requestor a component of the ‘interceptor’?
186#5: Eventually, we recommend discussing if the management requester is part of the CBCS enabler (to allow setting / support) of CBCS management, specific to CBCS.

Management is enabled by CBCS-2
3 Detailed Proposal

Change 1:  Provide content for the introduction section
4.
Introduction
(Informative)

5. Editor’s note: a contribution is invited that copies definitions of terms used below from the RD and proposes they are included in the AD.  In addition, reconsider the use of capitals for defined terms.




As the multimedia capabilities of mobile terminals improve, an increasing number of content services become available to mobile Subscribers.  As a consequence, the mobile User’s exposure to illegal, undesired or malicious content also increases.  As mobile devices have become widespread among all parts of the population, this creates a new challenge of protecting Subscribers, for example minors, from inappropriate content.

The objective of the Categorization Based Content Screening (CBCS) Enabler is to screen content, independent of either the Resource (e.g. Device [CBCS-RD: CBCS-FUNC-24]) used to request screening or the Enabler or protocol used to deliver the content to the device [CBCS-RD: CBCS-FUNC-017].

The screening process may use information such as a content category, other characteristics (e.g. pre-categorized content [CBCS-RD: CBCS-FUNC-005], originator, etc. [CBCS-RD: CBCS-FUNC-012])
, CBCS user profile (such as the user’s age), and screening rules.  As a result of applying the rules, the content may pass, be blocked, be subject to modification, be combined with a warning, or pass after consent is received.  The screening rules can be managed by authorized Principals [CBCS-RD: CBCS-ADM-006].
NOTE: the above references and description is not intended to exhaustively capture all requirements in the CBCS RD [CBCS RD].

Change 2:  Introduce the architecture diagram
5.1
Dependencies
Editor’s note: a contribution is invited that copies definitions of terms used from the RD and proposes they are included in the AD. In addition, reconsider the use of capitals for defined terms.
The following places the description of the CBCS enabler found in Section 4 in the context of concepts defined in the PEEM AD [PEEM AD].  The CBCS enabler contains two components: 
· content screening component: screens according to manageable Screening Rules, CBCS User Profile information and content category/other characteristics (see also Section 5.3.1, but for the purposes of identifying dependencies, please note the resemblance with PEEM [PEEM AD: Section 5.3.1]), and
· content categorization component (see also Section 5.3.2).  
The content screening component can be deployed in the proxy usage pattern [PEEM AD: Section 5.2] and/or in the callable usage pattern [PEEM AD: Section 5.2].  The callable usage pattern reduces functional overlap between enablers [OSE RD] in case the same screening rigour is applied to content delivered using browsing, including (but not limited to) HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.  Finally, it is evident from [CBCS-RD: CBCS-ADM-006] that an interface is required for the purposes of managing Screening Rules [PEEM AD: Section 5.3.3].

To ensure the use of coherent terminology and consistent architectural mapping, this enabler reuses the PEEM AD as a baseline when defining a CBCS-specific PEEM callable interface and a CBCS-specific PEEM management interface. The high level PEEM requirements are defined in the PEEM RD [PEEM RD]. Note that the purpose of the PEEM RD and PEEM AD is not to mandate if and how enablers such as CBCS should support the PEEM callable interface and PEEM management interface. Instead, the CBCS RD [CBCS RD] and this document define CBCS enabler specific requirements and how to apply the PEEM callable interface and PEEM management interface. This enabler depends on PEEM [PEEM AD] for its PEEM specified callable interface (a.k.a. PEM-1) and PEEM specified management interface (a.k.a. PEM-2).  The CBCS enabler may be realized using PEEM proxy mode and PEEM callable mode.
NOTE: in the PEEM proxy mode the enablers delivering the content that is intercepted may have already categorized the content and therefore needs to support a means to convey the categorization information.
5.2
Architectural Diagram
Editor’s note: contributions are invited to introduce a figure that is inspired by the PEEM AD.  One that conveys the CBCS enabler can be in PEEM proxy mode and PEEM callable mode

This section contains the CBCS architectural diagram using some PEEM nomenclature [PEEM AD]. 
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Figure 1. CBCS Enabler architecture
The CBCS user profile is made available to the Content Screening Component using an I2 interface, and it is not depicted.
5.3
Functional Components and Interfaces

Editor’s note 1: Since CBCS depends on PEEM, it is FFS if a Diameter binding exists for the CBCS’ PEM-1 interface.

Editor’s note 2: It is FFS is all requirements in CBCS RD [CBCS RD] are addressed
5.3.1
Content Screening Component
The Content Screening Component has the following features:

· identifies the Screening Rules associated with the request 

· processes the Screening Rules, i.e. goes through the following steps:

· evaluates Screening Rules using content category/other characteristics received and other context information (e.g. CBCS User Profile). 

· execute the Screening Actions resulting from a positive evaluation of the Screening Criteria, and

· may return, after completing all previous processing, a screening decision to a requestor. A request for Screening Rules processing can arrive to the Content Screening Component either as a direct request for support from another entity or as a request from another entity to another resource, proxied (or intercepted) by CBCS. In the first case, the policy processing may complete by returning a policy decision to the requesting resource or perform enforcement itself. When a policy decision is returned to a resource, that resource is in control of deciding how to handle the rendered decision. In the second case, the policy processing completes by forwarding the (possibly modified) content to the destination resource or block the content.
· provides the functions of describing, creating, updating, deleting, provisioning and viewing of Screening Rules.
5.3.2 Content Categorization Component
Upon request, applies one way functions that maps content/other characteristics to one or more fixed ranges of Content Categories.  The content category is returned.
5.3.3 CBCS-1 (PEM-1’)
5.3.4 This interface is derived from PEM-1 [PEEM AD].  Specifically, Content Screening User identification, content (or a content signature (e.g. URI)), and characteristics (e.g. content originator) is passed over this interface in order to allow evaluation of the Screening Rules.
5.3.5 CBCS-2 (PEM-2’)
5.3.6 This interface is derived from PEM-2 [PEEM AD]. It allows Authorized Principles to request management of Screening Rules.
5.3.7 CBCS-3
5.3.8 Using this interface a component can request categorization of content (or a content signature (e.g. URI)) and/or characteristics (e.g. content originator).  A set of content categories is returned.
5.3.9 Proxy Interface

The Proxy interface is not specified by CBCS, but is used to exchange messages compliant to the target enablers.  The messages exchanged through this interface may be different for each target resource.  Examples are include (but not limited to) browsing, HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.
5.3.10 Interface to other resources

The Interface to other resources (e.g. other than the Content Categorization Component) is not specified by CBCS, but is used to exchange messages compliant to the interface of the target or delegated enablers or more generally messages compliant to the target or delegated resource interfaces. The messages exchanged through this interface may be different for each resource. 
The “Proxy Interface” and the “Interface to other resources” have similar properties and behaviour.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Telcordia kindly asks ARC to discuss and agree the material for inclusion in the next incarnation of the CBCS AD.
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