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1 Reason for Contribution

The SEC AD revision does not answer all the issues raised during the review phase.  Some new problems were introduced and some previous issues were not satisfactorily addressed.
2 Summary of Contribution

This contribution contains remaining problems with the SEC AD; see section 3 below.
3 Detailed Proposal

0. The first issue was closed with this comment: “The document not a typical architecture document so the naming conventions for interfaces will differ from what ARC is using. All references to I2 interfaces etc. are removed. This is due to the fact that SEC_CF does not define/mandate any particular architecture but instead gives guidance on the security framework that OMA Enablers should take into consideration in their own work.”   What sort of architecture document is this – there is only one type in OMA.  This enabler does not “give(s) guidance” on a framework, but rather specifies components and interfaces – this is no different from any other enabler, just like the charging enabler is just like every other enabler.  
1. 3.2: the definition of domain sounds like an enabler (functional entity), and conflicts with how domain is used in OSE and other places (for example, set of components under a single administrative control).  See how domain is used in section 4, para 3.  

2. 5: Security Agent (SECA): This element is the entity through which an application or a user interacts with a requesting resource.  Should it be "requested" not "requesting"

3. 5: OMA Security Gateway (OSG): This element provides security services such as authentication, encryption and integrity protection for any requesting resource that makes use of the SEC_CF.   Again, shouldn't this be "requested" not "requesting"?  The OSG protects the resource that is behind it, being invoked, not the entity (user) that is using the SECA.

4. 5: Note: in the case where KMC is not integrated into the OSG, the KMC could be based on the BSF as defined in [GBA]   What is BSF?  This seems like an implementation choice, not a specification statement.  Remove please.

5. 5: KMC-IF seems to be an interfaces defined elsewhere, not by this enabler (based on the name).  If so, it might go in dependency section.  Or it might be an I2 interface (ie one not specified by this enabler) in which case it is out of scope of this enabler and should not be shown (see section 5.3.2.3).  Suggest a short para in some informative section that says key management not addressed by this enabler but can be done in 3GPP environ using GBA.  Then remove it from all other sections, including figures.

6. 5.1: why is GBA a dependency?  Is it network neutral?  Must it be used by an implementation?

7. 5.2: This is a deployment picture not an architecture picture; architecture pictures would not have two copies of the OSG component.  Make the figure into an informative deployment picture in appendix.  An architecture picture would have only SECA, OSG, and requesting and requested resource.  You should add arrows back.  There are definite directions of flow (eg requesting resource towards OSG).  There is no "requested resource" in the picture.  For the deployment version, I may be confused but I think the picture can be simply fixed by removing the SEC-1 line to the right OSG (from the bottom SECA), and labelling the left resource as "requested resource".  Also label rightmost box as SECA and use SEC-1 to the OSG.  KMC should be removed from arch picture since it is NOT in the spec (at most you say that the OSG does or delegates the key mgmt function).

8. 5.3.1.1 -- the first bullet says "Interfaces with the removable security tokens such as (U)SIM in 3GPP deployments. It MAY interface with R-UIM in 3GPP2 deployments. ".  I would rephrase to say that it acquires security tokens.  Could it get them from the user (eg he types them in)?

9. 5.3.1.1 -- does SECA do authentication - do you mean for mutual authentication case?  Does it really do authorization -- I don't think so.  Note the wording differences for SECA vs OSG -- OSG refers to "all the security services defined in the SEC_CF".  Should the wording be the same (esp if you are handling the mutual authentication aspects)?

10. 5.3.1.1 -- "It can communicate with visited domain’s requesting resource directly or indirectly via the Home OSG."  Should "requesting" be "requested"?

11. 5.3.1.2 -- what does the last bullet mean.  Is it different that the authentication, integrity, confidentiality mentioned earlier in section?  If not, delete bullet.

12. 5.3.1.3 -- delete, not part of spec.  

13. 5.3.2.1 -- ". If HTTP is not used as transport protocol for this interface.."  But both sections 1 and 4 explicitly say the enabler is ONLY for TCP transport?   Delete sentence.  The prior sentence should remove the introductory clause "If resource protocol uses HTTP".   BTW, I don't know why the word "resource" was added -- what is a "resource protocol"?

14. 5.3.2.3 -- remove

15. 5.3.2.4 -- ARG!  If not defined, remove everywhere (figure and other text).  How an OSG communicates to application is undefined and therefore the interface is out of scope.  Don't show in figure or refer to in text.

16. 5.4 -- this is informative, not normative (like rest of chapter 5).  Move to new section or better an appendix.

17. 5.3.2.1 -- the first flow of section 5.6 shows that OSG authenticates SECA -- I believe this is the mandatory part of this protocol.  So the first sentence of this section should say this (it currently says the reverse).  Authentication of the OSG.

18. 5.6.1.2 -- this is an intriguing flow where theOSG initiates the communications to an entity referred to as the "requester" and "client".   Is the intent to just show that either SECA or OSG can initiate the communication channel?  How does this relate to the "client-server" limitation mentioned in sections 1 and 4.  If both flows are allowed, what sort of flow is not covered by "client-server"?   

19. 5.6 -- remove KMC flows since not part of spec.

20. The resolutions to A001 and A016 contradict – 001 says there are no options and 016 says there are?

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend the SEC AD be fixed according to above comments.  I would be happy to attend a SEC meeting to explain the comments or work on fixes.  
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