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1 Reason for Change

In the context of Web-based service provisioning for Smartcard profile, Input Contribution OMA-BCAST-2008-0087R02 demonstrated that the inclusion of Smartcard Profile Trigger in the last HTTP response of a Webshop purchase had many flaws and was hardly implementable.
One suggested direction was to use BSM solicited pull message (initiating a registration) as a trigger, instead of Smartcard Profile Trigger. The annoying point was the dual registration case that could occur if BCAST client is shut down at the time of Web purchase: when launching later on BCAST client, the terminal would have sent a registration request for the services it knows, and then the BSM would has sent a trigger to register to all services including the new ones, thus two registrations in a row. This problem has been solved by OMA-BCAST-2008-0168R01, that mandates registration request to be for “oma-bcast-allservices” on BCAST client start, and that permits to include in the registration response some MBMS User Service IDs not known to the terminal (like the ones purchased at the Webshop).
0168R01 being agreed, the CR consists in removing the Smartcard Profile Trigger from BCAST spec, and replace it when relevant by the BSM solicited pull message.
Companion CRs are : CR OMA-BCAST-2008-0352 against TS Services, and CR OMA-BCAST-2008-0353 against TS SPCP.
Revision 01:
Changes made following comments on R00 in Chicago:

· In Arrow 2 of Smartcard profile figure, “HTTP POST request” changed to “HTTP(S) POST request”, denoting either “HTTP POST” or “HTTP POST over SSL/TLS”
· In Arrow 4 of Smartcard profile figure, “HTTP 200 OK response” changed to “HTTP(S) 200 OK response”, denoting either “HTTP POST” or “HTTP POST over SSL/TLS”
· In step 6, “If the BSM expects the terminal to be in a registered (and thus connected) state,” changed to “If the terminal is in a registered state in the BSM,”
2 Impact on Backward Compatibility

None, as previous design was deemed to be not implementable.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  Update web service provisioning flows for Smartcard profile only
5.4.7.3
Web Service Provisioning Flows (Informative) 

Service Provisioning can be achieved by webshop/web portal. This section shows the subscription flows in for both DRM Profile and Smartcard Profile. It should be noted that this section is informative considering various possibilities of implementation to support web portal based service provisioning.

5.4.7.3.1
Subscription procedure in case that terminal supports DRM profile
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Figure 81. Subscription flows in case of DRM profile

1. The Terminal receives the Service Guide and presents it to the User. The user proceeds to a web-portal to subscribe to or purchase one or more purchase item(s).  The entry point to web-portal is given by the ‘PortalURL’ in Purchase Channel fragment of the Service Guide. GlobalPurchaseItemID(s) may be used as request parameters if the user has selected one or more specific purchase items ([BCAST10-Services], section 5.1.8).

2. The Terminal sends a HTTP(s) POST to the web portal’s URL, constructed as described in step 1, and the user is presented with a page from which the navigation begins.  
3. The user browses the web-portal to get information related to Purchase Item(s) provided by Service Provider. The Service Provider may offer user specific purchase items or purchase options.  
4. After the user has subscribed to or purchased one or more purchase item(s),  the web portal sends a 200 OK message to the Terminal to indicate success. The response message contains a Trigger message.

5. On reception of the Trigger message the Terminal requests the relevant LTKM(s) following the procedure defined for the DRM profile. 

5.4.7.3.2
Subscription procedure in case that terminal supports Smartcard profile
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Figure 82. Subscription flows in case of Smartcard profile
1. The Terminal receives the Service Guide and presents it to the user. The user proceeds to web-portal to subscribe to or purchase one or more purchase item(s).  The entry point to web-portal is given by the ‘PortalURL’ in Purchase Channel fragment of the Service Guide. GlobalPurchaseItemID(s) and PurchaseDataID(s) may be used as request parameters if the user has selected one or more specific purchase items ([BCAST10-Services], section 5.1.8).

2. The Terminal sends a HTTP(s) POST to the web portal’s URL, constructed as described in step 1, and the user is presented with a page from which the navigation begins.  
3. The user browses the web-portal to get information related to Purchase Item(s) provided by the Service Provider. The Service Provider may offer user specific purchase options.  
4. After the user has subscribed to or purchased one or more purchase items, the web portal sends a 200 OK message to the Terminal to indicate success. With this message, that usually also delivers an HTML page, the purchase is considered completed. 

5. The web portal communicates the results of the purchase transaction to the BSM via means that are out of scope of this specification.

6. If the terminal is in a registered state in the BSM, the BSM sends the terminal a BSM solicited pull  message via one of the LTKM trigger bearers (UDP or SMS) negotiated in last registration procedure.
7. Reacting on this trigger, the Terminal sends a Registration Request for “oma-bcast-allservices”  to BSM.. If the NAF determines from the registration procedure that the terminal is not authenticated, it will also prompt a GBA run. 

8. The BSM sends to the terminal a Registration Response which lists all subscribed purchase items, including the newly subscribed purchase items. If HTTP is part of the negotiated LTKM delivery mechanisms, the BSM may also include in the response all the LTKMs needed for the terminal, including the LTKMs associated to the newly subscribed purchase items.
9. After Registration, and if no LTKMs were included in the Registration Response, the Terminal will receive relevant LTKM(s) over UDP in accordance to the procedure defined in Smartcard profile. 
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