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1 Reason for Contribution

OMA-AD-SRM-V1_1-20090612-D is in formal AD review.  
Summary of Contribution

This contribution presents reviews comments to OMA-AD-SRM-V1_1-20090612-D.
2 Detailed Proposal

	ID
	Open Date
	Type
	Section
	Description
	Status

	A001
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: The term device is generic and in OMA dictionary. The definition here is very particular and not in dictionary. 

Proposed Change: Use the definition in OMA dictionary or qualify with term like SRM device or DRM device. Define it + then update the whole document to use this terminology. Update RD if needed and all other affected documents.
	Status: OPEN / CLOSED

<provide response>

	A002
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: Unclear if SRM/DRM device includes means to protect access to content or just SRM/DRM agent or? Aren’t these statements in fact the same as for Secure Removable media?

Proposed Change: Clarify + then update the whole document to use this terminology. Update RD if needed and all other affected documents.
	Status: OPEN / CLOSED

<provide response>

	A003
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: The term rights may need to be particularized to DRM or SRM (if different from DRM)

Proposed Change: Qualify with term like SRM rights or DRM rights. Define it + then update the whole document to use this terminology. Update RD if needed and all other affected documents.
	Status: OPEN / CLOSED

<provide response>

	A004
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: The notions of SRM, DRM/SRM agent and SRM device are overlapping… A SRM satisfy the definition of SRM device… Explain removable media more unambiguously. Link between the menas to protect access and DRM agent…

Proposed Change: Clarify. Make sure to distinguish what can be distinguished from the notion of SRM/DRM device…
	Status: OPEN / CLOSED

<provide response>

	A005
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: How is SRM agent trusted and with respect to what? 

Proposed Change: Clarify. In text somewhere detail how the trust is established and guaranteed tamper proof…Otherwise it seems the statement trusted is overstated or should not apply…
	Status: OPEN / CLOSED

<provide response>

	A006
	2009.07.04
	T
	3.2
	Source: Oracle

Form: INP doc

Comment: The term SRM agent covers the functions of enforcement of Secure Removable Media… This is confusing.. who si what?

Proposed Change: Clarify and also clarify with respect to (SRM / DRM) device.
	Status: OPEN / CLOSED

<provide response>

	A007
	2009.07.04
	T
	4
	Source: Oracle

Form: INP doc

Comment: Second paragraph. The restriction of smart cards to “Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.” Is factually incorrect and does not align with other industry usage of smart cards for access control, banking transactions / banking cards, transportation, wallet etc… There is not reasons to put such a restriction. 

Proposed Change: Remove the restriction.If the rest of text matters, particularize to SIM and ralted cards….
	Status: OPEN / CLOSED

<provide response>

	A008
	2009.07.04
	T
	4
	Source: Oracle

Form: INP doc

Comment: Second paragraph. The sentence “Differently from the secure memory card, the smart card enables users to make a telephone call by using the devices and is issued by a mobile network operator.” Implies that smart cards are used to make calls? This is further confusing media and device…

Proposed Change: Update definition and / or text…
	Status: OPEN / CLOSED

<provide response>

	A009
	2009.07.04
	T
	4
	Source: Oracle

Form: INP doc

Comment: Last paragraph. The text is not understandable unambiguously. State if it is or not compatible with some versions and backwards compatible with others.  If it is not be unambiguous about it even if you try to be “as close as you want or can” … Especially as section 4.2 claims compatiobility…

Proposed Change: Update text… Consider removing based on section 4.2 that states it…
	Status: OPEN / CLOSED

<provide response>

	A010
	2009.07.04
	T
	4.3
	Source: Oracle

Form: INP doc

Comment: Why do we describe the RD use cases?

Proposed Change: Consolidate with 4.4. and refer to RD only instead of listing use cases unless if some use cases require some text (e.g. are not supported…).
	Status: OPEN / CLOSED

<provide response>

	A011
	2009.07.04
	T
	4.4
	Source: Oracle

Form: INP doc

Comment: On the other hand that section is expected to state if all the requirements are satisfied by the AD/version or not… That is not presented!

Proposed Change: Update as requested…
	Status: OPEN / CLOSED

<provide response>

	A012
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: For “The OMA SRM 1.1 enabler defines the mechanism for Direct Provisioning of Rights that was unfulfilled use case and requirement in OMA SRM 1.0.”, we recommend stating that “SRM 1.1 further defines… “. Otherwise oen may infer that it does not encompass SRM 1.0… 

Proposed Change: Update as requested…
	Status: OPEN / CLOSED

<provide response>

	A013
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: “To achieve these functions, the OMA SRM 1.1 enabler uses OMA DRM version 2.0 [OMADRMv2] and OMA DRM 2.1 [OMADRMv2.1] as its foundation.“ is confusing. Wouldn’t following DRM 2.1 imply following DRM 2.0? 

Proposed Change: Update as requested or clarify the terminology…
	Status: OPEN / CLOSED

<provide response>

	A014
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: “The architecture defined in this document takes precedence over those specified by the foundation documents, thus creating the OMA SRM 1.1 enabler “. How could this be?

1) If we are talking of DRM, SRM can not modify DRM architectures! This must be done via a DRM release! Clarify and ensure this is not implied or initiate new WID or CR to address with DRM!

2) If this is for SRM 1.0, isn’t that business as usual? Or is there a backward compatibility or change that implies that SRM 1.0 is not more valid? In any case explain and address as release .1 evolution and explain any unconventional relationship to 1.0. Note if there are issues beyond release updates they should be pointed out and a CR should be presented for ARC endorsement. This statement is problematic enough if it is not business as usual that we request a new review after clarified in any way other than “it’s business as usual” and removal of the sentence.

Proposed Change: Update as requested or clarify the terminology… + consider impact on other specs and need to re-review depending on disposition.
	Status: OPEN / CLOSED

<provide response>

	A015
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: What is “SCE 1.0 [OMASCEv1.0] REL”? (*REL*)

Proposed Change: Clarify or remove REL.
	Status: OPEN / CLOSED

<provide response>

	A016
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: Define what is meant by relationship (dependencies, interaction in normal course of usage, …????). If interaction explain if this is an implementation statement or ???

Proposed Change: Clarify. Recommend using dependencies instead as this si the caption of figure 1.
	Status: OPEN / CLOSED

<provide response>

	A017
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: “SRM Extensions for BCAST are only dependent on OMA DRM 2.0 [OMADRMv2.0]. This means that these extensions can be used without implementing OMA DRM v2.1.” is unclear: is it a statement on SRM 1.1 or BCAST? If on BACAST, why is it made here and why des it matter?

Proposed Change: Clarify and update as needed based on request.
	Status: OPEN / CLOSED

<provide response>

	A018
	2009.07.04
	T
	5.1
	Source: Oracle

Form: INP doc

Comment: “Likewise, SRM 1.1 does not mandate SCE 1.0 implementation.” is confusing… How can SCE 1.0 be a dependency (see figure 1) and reconciled with that sentence.

Proposed Change: Clarify and update as needed based on request.
	Status: OPEN / CLOSED

<provide response>

	A019
	2009.07.04
	T
	5.2 – Figure 2
	Source: Oracle

Form: INP doc

Comment: What is the meaning of box around diagram? It is confusing, no matter what is the intent…

Proposed Change: Remove.
	Status: OPEN / CLOSED

<provide response>

	A020
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: How can SRM add functions to DRM interfaces????

Proposed Change: This is broken. Please reconsider what is DRM and what is SRM and separate the enablers into appropriate releases and WIDs or CR to release of DRM! This SRM AD and work can not go ahead with changes to DRM until this is clarified!
	Status: OPEN / CLOSED

<provide response>

	A021
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: How can DRM agent be trusted without some discussion on signature and ways to ensure that it can’t be compromised…

We do believe that this is a fundamental issue that MUST be discussed in AD. The assumption of uncompromised client on SRM are unclear and questionable… The interfaces albeit assuming trust do not seem to discuss in any way how a compromised client would be detected or handled… In fact needless to say that as proposed so far compromising the client would break the enabler!

Proposed Change: Think carefully and update carefully to address all aspects above (here and in others sections)…
	Status: OPEN / CLOSED

<provide response>

	A022
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: How can SRM agent be trusted without some discussion on signature and ways to ensure that it can’t be compromised…

We do believe that this is a fundamental issue that MUST be discussed in AD. The assumption of uncompromised client on SRM are unclear and questionable… The interfaces albeit assuming trust do not seem to discuss in any way how a compromised client would be detected or handled… In fact needless to say that as proposed so far compromising the client would break the enabler!

Proposed Change: Think carefully and update carefully to address all aspects above (here and in others sections)…
	Status: OPEN / CLOSED

<provide response>

	A023
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: Trusted agent unclear for SRM and DRM… The RI does not seem trusted! The notions of uncompromisable agent is unclear. So why is it trusted again????

Proposed Change: Think carefully and update carefully…
	Status: OPEN / CLOSED

<provide response>

	A024
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: Trusted agent unclear for SRM and DRM… The RI does not seem trusted! The notions of uncompromisable agent is unclear. So why is it trusted again????

Proposed Change: Think carefully and update carefully…
	Status: OPEN / CLOSED

<provide response>

	A025
	2009.07.04
	T
	5.3
	Source: Oracle

Form: INP doc

Comment: How can SRM add functions to DRM Agent ??? 

Proposed Change: This is broken. Please reconsider what is DRM and what is SRM and separate the enablers into appropriate releases and WIDs or CR to release of DRM! This SRM AD and work can not go ahead with changes to DRM until this is clarified!
	Status: OPEN / CLOSED

<provide response>

	A026
	2009.07.04
	T
	Table 1
	Source: Oracle

Form: INP doc

Comment: CRM vs DRM aspects are unclear!

Proposed Change: This is broken. Please reconsider what is DRM and what is SRM and separate the enablers into appropriate releases and WIDs or CR to release of DRM! This SRM AD and work can not go ahead with changes to DRM until this is clarified!
	Status: OPEN / CLOSED

<provide response>

	A027
	2009.07.04
	T
	5.4.1 and 5.4.3.1
	Source: Oracle

Form: INP doc

Comment: Replay is mentioned without mention previously or after…

Proposed Change: Clarify or remove.
	Status: OPEN / CLOSED

<provide response>

	A028
	2009.07.04
	T
	5.4.2
	Source: Oracle

Form: INP doc

Comment: We believe that the non compromising of the SRM Agent (as well as DRM client but less relevant to this AD) is essential and MUST be discussed. How can it be ensured that the code was not tampered with or that tampering is detected?

Proposed Change: Clarification and additional text is essential to having the proposed solution viable!
	Status: OPEN / CLOSED

<provide response>

	A028
	2009.07.04
	T
	5.4.3.1
	Source: Oracle

Form: INP doc

Comment: Great! Can you explain how it is prevented by SRM 1.1 / 1.0? Where is it explained?

Proposed Change: Add explanation or reference to the explanation for 1.0…
	Status: OPEN / CLOSED

<provide response>

	A028
	2009.07.04
	T
	5.4.3.3
	Source: Oracle

Form: INP doc

Comment: Great! Can you explain how it (“To prevent the above problems, OMA SRM enabler has to provide with ways to recover the transaction failure.”) is done by SRM 1.1 / 1.0? Where is it explained?

Proposed Change: Add explanation or reference to the explanation for 1.0… This seems key to accept or not the AD…
	Status: OPEN / CLOSED

<provide response>


3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation
We request that these comments be added to the SRM ADRR and addressed.
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