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1. Introduction

NGMN Alliance is an initiative by a group of leading mobile operators to provide a vision for technology evolution beyond 3G for the competitive delivery of broadband wireless services to increase further end-customer benefits. The objective is to establish clear performance targets, fundamental recommendations and deployment scenarios for a future wide area mobile broadband network, and to make sure that its price/performance is competitive with alternative technologies.
This initiative intends to complement and support the work within standardisation bodies by providing a coherent view of what the operator community is going to require in the decade beyond 2010. Recommendations for common system features, radio access network, core network, terminals and services, and operator requirements are available in the NGMN Alliance White Paper “Next Generation Mobile Networks Beyond HSPA & EVDO” v. 3.0, which is available from the NGMN web site (http://www.ngmn.org).
2. Background
In the attached draft document, NGMN Security project attempts to identify and analyse gaps between NGMN security recommendations captured in the above-mentioned White Paper, and security specifications, recommendations and guidelines already developed in various SDOs and other industry bodies.

Some of these recommendations might be strictly related to OMA specifications as they deal with service aspects. For NGMN perspective it will be very important to identify what is currently covered by OMA specifications. In particular for four of these recommendations, it is unclear to what extent they are covered by OMA specifications. These four recommendations are:

· Item 8: Provide end to end security between the device to service platform and also Provide end to end security between user to user, e.g. security for the voice, messaging etc Signalling is mandatory, UP traffic is optional.

· Item 10: Terminals shall  provide comprehensive platform security features to protect against malware which minimise the impact on user experience

· Item 13: There shall be the capability for the end customer to prevent external parties accessing information on device location other than where this is specifically required by regulation.

· Item 15: Access across the first hop provided by the operator shall be secure, including authentication, authorization and confidentiality

3. OMA requested actions 

The NGMN Security project kindly requests the OMA Technical Plenary and the Architecture/SEC Ad Hoc Working Group to review the attached document and comment on the extent to which the above recommendations are covered by current OMA specifications, recommendations and guidelines. OMA is also kindly requested to give an indication of what changes would be needed to current OMA specifications   in order to close any identified gaps, and whether such work is currently part of the OMA’s work programme, or could be added to it. 

NGMN Security project thanks OMA for taking into account this request.

We would also appreciate any other general feedback from OMA on this task and we are looking forward to future successful collaboration.

4. Next face-to-face meeting and project deadline 

Due to the December, 2009 deadline for the current phase of the gap analysis, the NGMN Security project kindly asks OMA to provide their answer prior to the next NGMN Security project face-to-face meeting on November 16, 2009. 
NGMN Security project Liaison to OMA
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