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Summary

The GSMA has been studying opportunities for device management and service enablement within a working group under the Mobile IoT initiative.

Mobile IoT refers to 3GPP standardised secure operator managed IoT networks. In particular, low power wide area networks designed for IoT applications that are low cost, use low data rates, require long battery lives and often operate in remote and hard to reach locations. Mobile IoT technologies are: EC-GSM-IoT, LTE-M and NB-IoT which are part of 3GPP Release 13.
In the course of that study, a list of potential desirable capabilities was compiled, and a set of example API functions were identified to reflect the capabilities that could be exposed to the Mobile IoT solution users. 

OMA and oneM2M already have standards to support network API exposure of some of these capabilities, and GSMA understands that the two standards bodies are collaborating on improvements to these standards.

The GSMA kindly requests that in future collaboration, oneM2M and OMA reflect the needs of Mobile IoT solutions by considering the API functions identified below. 
Introduction

It is widely acknowledged that the emergence of the Internet of Things (IoT) will create thousands of new services that will connect billions of new IoT devices over the next decade.

In order to create a viable system, GSMA identified that Device Management is a crucial aspect of the solution, and that standardised APIs provide a benefit to ensuring a healthy market for products, services and solutions.
Several standards exist for APIs, and both oneM2M’s and OMA’s standards are of particular relevance to the work ongoing.  However, the current standards may not currently encapsulate some device management scenarios that are peculiar to Mobile IoT devices.  These devices may have high latency, are often resource-constrained, and may be battery powered.

Two exposure points for network APIs are expected, as shown in the figure below: either direct from the SCEF (Service Capability Exposure Function) or from an Intermediary Server:
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1/ SCEF (Service Capability Exposure Function)
The SCEF is the 3GPP network entity (see 3GPP TS 23.682) responsible for securely exposing the services and capabilities provided by 3GPP network interfaces.  

A representative set of functions from an SCEF are shown below:
	API set (SCEF)
	Example functions

	Device management
	· Provide methods that would cause the configuration of  transmission parameters for a device
· eDRX parameters, PSM timers and other sleep cycle parameters

· Preferred APNs

· Note that these functions may not provide direct control of the parameters, but may provide such mechanisms as ‘optimise for long battery’ and ‘optimise for fast response to MT traffic’.

· Set tariffs and quotas (rate quota, byte quota) for a device 

	Device Data Communication
	· Send a message to a device

· Receive a message from a device
 Note that for some encapsualtions of data (e.g. non-IP), there should be some mechanism to ensure the correct routing of a UE’s data to the appropriate application server or intermediate server.
· Receive notifications of device status, e.g.

· Paging opportunities

· Sleep state entered

Note that these notifications are defined in 3GPP document TS29.128 (SCEF to MME)

· Configure notifications of device status

· What notifications to receive for a given UE

Note that these configurations are defined in 3GPP document TS29.336 (SCEF to HSS)


2/ Intermediary server

In addition, GSMA kindly requests that oneM2M and OMA similarly consider these APIs, which are for the Application Server from an Intermediary Server. 

An Intermediary server represents a point where value-add and DM services may be provided.  It is equivalent to the 3GPP Services Capability Server, see 3GPP TS 23.682.
A representative set of functions are shown below:
	API set (Intermediary server)
	Example functions

	Device management 
	· Reset Device
· Reboot Device
· Modify Device Configuration
· Device Firmware Update Service (FOTA)
· Query Update Status,
· Update Firmware Version
· Stop Update Task
· Subscription/Notification Device Firmware Update

	Device Information 
	· Query single Device Info by DeviceID: manufacturer, device type, model, status, firmware version
· Query Device Info by filter condition: manufacturer, device type, model, status, firmware version
· Query Device Capability: PSM parameters, eDRX parameters

· Query Device Connectivity Statistics: Tx Data, Rx Data, Max Message Size, Average Message Size

· Subscription/Notification Device information change
· Notification of Add a new device,
· Notification of Delete a device; 
Notification of  device information change;

	Device Status 
	· Query Device Status reset, reboot, Reachability, firmware update

· Subscription/Notification of Device Status

	Device Location 
	· Query Device Location
· Subscription/Notification Device Location

	User Notification 
	· Configure User by SMS or Email as a notification target.

· Allow association of notification targets with triggers

	Device Trigger 
	· Create a device rule to trigger an action (server side)

· Change a device rule
· Query device rules

· Delete a device rule

	Group Management
	The following can be considered for the future, dependent on underlying 3GPP GENCEF (Group based enhancements in the network capability exposure functions) and MBMS functions:

· Create a device group
· Modify device group membership

· List devices within a group
· List groups containing a device

· Delete device group
· Send command to device group: firmware update; modify configuration
· Device Data Aggregation within group


Note:  the above tables reflect the capabilities of the Mobile IoT system, however it may not be appropriate to provide direct access of these via the API to the 3rd party.  It may be more appropriate to define an overlay API to provide indirect access to these functions.

The goal is a harmonised API that can be either used by oneM2M, or directly from some Application Servers.

Request
GSMA politely requests that both OMA and oneM2M consider the availability of APIs covering the functions described above for Mobile IoT devices, and provides pointers to any specification work completed or ongoing in the relevant areas.  

For work that is to be undertaken, GSMA kindly requests that OMA and oneM2M provide some indication of which standardisation body will undertake this work, along with a roadmap indicating when the work is likely to be undertaken, and by whom.  

Feedback is kindly requested before 28 October 2016. 
Contact

In case of further questions, these can be directed to David Hutton, Head of Network, Technology, [mailto:dhutton@gsma.com] 

Svetlana Grant, GSMA lead for Mobile IoT Device Management. [mailto:sgrant@gsma.com].

