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1 Reason for Change

This CR resolves comment B057:

	B057
	2011.12.21
	T
	7.4.1.2
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139

Comment: The name “WAC OAuth Device API” is incorrect. 
Proposed Change: Replace it with “WAC Webview Device API”
	Status: OPEN.

<provide response>


Note: this CR is not relevant unless the cooperation between OMA and WAC is settled.
WAC 2.x specifications are publicly available on the Wholesale Applications Community website:

http://www.wacapps.net/specifications
This main page is expected to be updated soon, because not all these specs have migrated from v2.0 to v2.1.
The WAC Webview Device API is new to 2.1 version, and is not yet listed in the main page, but is publicly available here (current status: close to finalization):
http://specs.wacapps.net/webview/
The CR resolves the comment, and besides adds a reference to this WAC Device API.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Add a reference to WAC Device Specifications
2.2
Informative References

	[AUTHO4API _SUP_Resource_Server_Redirect_Endpoint]
	“XML schema for Autho4API for the URL Prefixes for Granted Resources”, Open Mobile Alliance™, OMA-SUP-XSD_rest_autho4api_url_prefixes_for_granted_resources-V1.0, URL: http://www.openmobilealliance.org/

	[draft-lodderstedt-oauth-security]
	“OAuth 2.0 Threat Model and Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-security/
NOTE: The referenced IETF draft is a work in progress.

	[draft-lodderstedt-oauth-securityconsiderations]
	“OAuth 2.0 Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-securityconsiderations/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-zeltsan-oauth-use-cases]
	“OAuth Use Cases”, URL:https://datatracker.ietf.org/doc/draft-zeltsan-oauth-use-cases/ 

NOTE: The referenced IETF draft is a work in progress.

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMAPUSH]
	“OMA Push”, Version 2.3, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[REST_NetAPI_Common]
	“Common definitions for OMA RESTful Network APIs”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_Common-V1_0, URL:http://www.openmobilealliance.org/

	[WAC2.1]
	“WAC Specifications 2.1”, Wholesale Applications Community, URL: http://www.wacapps.net/ 

	[XMLSchema1]
	W3C Recommendation, XML Schema Part 1: Structures Second Edition, URL: http://www.w3.org/TR/xmlschema-1/ 

	[XMLSchema2]
	C Recommendation, XML Schema Part 2: Data types Second Edition, URL: http://www.w3.org/TR/xmlschema-2/


Change 2:  Correct the Device API name

7.4.1.2
Support in Native Applications

Client Side installed applications (like native code Applications) are usually not ready to receive incoming requests (via redirections). For this reason, these Applications implementing the Autho4API Client are not ready to receive the Authorization Code after user authorization and authentication step (i.e.: step 3 in Figure 3 is not possible). This implies that the Authorization Code flow needs some special considerations for Native applications, as described in section 9 of [draft-ietf-oauth-v2].
Many alternative strategies are possible to support the Authorization Code grant type for these Applications, implying different actions in involved actors. This section specifies the possible strategies (the ones outlined in section 9 of [draft-ietf-oauth-v2], and others), in order to enable native Applications support of Authorization Code grant type. The strategies can be ordered into two blocks:

Using an HTTP redirection capture mechanism:

With this strategy, as the application is not able to receive the HTTP redirection, an alternative mechanism is used so the redirection is captured by other means. The following options are possible:

· Using OMA Notification Channel API.. This mechanism is detailed in section 7.4.1.3.

· Embedding a browser or a local Web Server in Autho4API Client. With these approaches, the Autho4API Client will actually be able to receive HTTP redirections, but has also to embed the browser or a local Web Server. It must be noted that, as explained in [draft-ietf-oauth-v2], the use of embedded browsers may imply security challenges due to the fact that the Resource Owner authenticates in an unidentified window without the visual protections found in most external user-agents, thus reducing the Resource Owner’s protection towards certain types of attacks (e.g. clickjacking, phising).
Editor’s note: Reference to OMA Notification channel should be added.

· WAC Webview Device API: using this Device API defined in [WAC2.1], the application executing in a web runtime environment can launch – through the control of the web runtime - a limited browser to the authorization endpoint, and later on receive the Authorization Response (Authorization Code flow) or Access Token Response (Implicit Grant flow) captured by the web runtime from the HTTP-redirected limited browser. This capture mechanism can be considered reasonably secure because first the channels for request and response are the same (user agent browsing context controlled by the web runtime), and second the response can only be returned to the instance of the application which has initiated the flow. This mechanism though is limited to the native applications executing in a web runtime environment (e.g. widgets).

· URL Registry in OS:

Editor’s Note: Details on the URL Registry in OS to be included. To be studied whether a malware could register the same URL (in this case the OS usually asks the user which Application to call). Usability and security problems to be considered.

Using a secondary channel (i.e.: an alternative channel to HTTP redirection):

With this strategy, as the application is not able to receive the HTTP redirection, an alternative channel is used, so the Authorization Code is not given to the Application by an HTTP redirection. The following options are possible:

· Manual Copy-paste of the Authorization Code by the User. The Authorization Code will be shown in the Resource Owner’s User Agent (i.e.: in the browser) and the User will be requested to copy the Authorization Code and give it to the Autho4API Client.

· Automatic retrieval of the Authorization Code by the Autho4API Client from the Resource Owner’s User Agent. The Authorization Code will be conveyed to the Resource Owner’s User Agent  so that the Autho4API Client can retrieve it. This solution can imply that the Authorization Code is copied to the clipboard (by mechanisms out of scope of this specification) and the Autho4APIClient retrieves it from the clipboard, or the Autho4API Client automatically retrieves it from the Resource Owner’s User Agent (e.g.: in the title of the page displayed in the browser). 

Note: Further details on this mechanism, in terms on how the Autho4API Client retrieves the Authorization Code from the Resource Owner’s User Agent are out of scope of this specification.

· Sending the Authorization Code to the Resource Owner by SMS . The Authorization Code will be provided to the Autho4API Client by the Resource Owner. The Autho4API Authorization Server or the entity that actually sends the SMS must be able to know the MSISDN of the User, but this is out of scope of this specification.

· Sending the Authorization Code to the Resource Owner’s device by a silent Connectionless Push over SMS [OMAPUSH] (SMS sent to a certain port of the device, not a regular text SMS). The Authorization Code will be taken by the Autho4API Client by means out of scope of this specification. This implies that the Resource Owner’s device where the Authorization Code is pushed has to be the same device that the device where the Application with the Autho4API Client is running. The Autho4API Authorization Server or the entity that actually sends the Connectionless Push over SMS must be able to know the MSISDN of the User, but this is out of scope of this specification.
This mechanism based on a secondary channel is detailed in section 7.4.1.4.

These options are not exclusive for Native Autho4API Clients, but MAY be used also by other sort of Clients (other Public or Confidential clients according to [draft-ietf-oauth-v2].
Editor’s note: Pros and cons of each solution may be included. Applicability (smartphone, etc) of each solution may be included.. 
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