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1 Reason for Change

This CR resolves comments B058 and B060:

	B058
	2011.12.21
	T
	7.4.1.2
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139

Comment: The name “URL Registry in OS” is incorrect (IETF uses the term “URI registered with the operating system”. Details must besides be provided on this topic. 
Proposed Change: CR needed
	Status: OPEN.

<provide response>

	B060
	2011.12.21
	T
	7.4.1.2
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139

Comment: (As said by the note) Some text about URL registration (and not registry) should be added. IETF says something about it in section 9. 
Proposed Change:
	Status: OPEN.

<provide response>


R01:
Addition of OS acronym
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Complete text about OS-registered URI
7.4.1.2
Support in Native Applications

Client Side installed applications (like native code Applications) are usually not ready to receive incoming requests (via redirections). For this reason, these Applications implementing the Autho4API Client are not ready to receive the Authorization Code after user authorization and authentication step (i.e.: step 3 in Figure 3 is not possible). This implies that the Authorization Code flow needs some special considerations for Native applications, as described in section 9 of [draft-ietf-oauth-v2].
Many alternative strategies are possible to support the Authorization Code grant type for these Applications, implying different actions in involved actors. This section specifies the possible strategies (the ones outlined in section 9 of [draft-ietf-oauth-v2], and others), in order to enable native Applications support of Authorization Code grant type. The strategies can be ordered into two blocks:

Using an HTTP redirection capture mechanism:

With this strategy, as the application is not able to receive the HTTP redirection, an alternative mechanism is used so the redirection is captured by other means. The following options are possible:

· Using OMA Notification Channel API.. This mechanism is detailed in section 7.4.1.3.

· Embedding a browser or a local Web Server in Autho4API Client. With these approaches, the Autho4API Client will actually be able to receive HTTP redirections, but has also to embed the browser or a local Web Server. It must be noted that, as explained in [draft-ietf-oauth-v2], the use of embedded browsers may imply security challenges due to the fact that the Resource Owner authenticates in an unidentified window without the visual protections found in most external user-agents, thus reducing the Resource Owner’s protection towards certain types of attacks (e.g. clickjacking, phising).
Editor’s note: Reference to OMA Notification channel should be added.

· WAC OAuth Device API: 

Editor’s Note: Details on WAC OAuth Device API mechanism to be included when available and the cooperation between the two organizations is settled. As the WebRunTime is managing this, it can be considered a secure mechanism

· Redirection URI with OS-registered URI components: in this approach, the Redirection URI pre-registered with the service provider contains components (scheme, and eventually other components like authority and path) registered with the operating system, typically at application installation time. Whenever the native browser is opening a URL matching these components, it handles the URL to the application. This mechanism commonly available on operating systems has a few downsides:

· The mechanism is OS-specific.

· It raises a routing problem when several instances of the same application (sharing the same Redirection URI) reside in the device.    

· It raises the security issue that a malware application can register the same URI components, and thus intercept the redirection payload. 

Change 2:  Add OS abbreviation

3.3
Abbreviations
	AES
	Advanced Encryption Standard

	API
	Application Program Interface

	Autho4API
	Authorization Framework for Network APIs

	CBC
	Cipher Block Chaining

	GSMA
	Global System for Mobile communications Association

	HTTP
	HyperText Transfer Protocol

	JSON
	JavaScript Object Notation

	MSISDN
	Mobile Subscriber ISDN Number

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	OS
	Operating System

	SMS
	Short Message Service

	TLS
	Transport Layer Security

	URI
	Unified Resource Identifier

	URL
	Uniform Resource Locator

	URN
	Uniform Resource Name

	WAC
	Wholesale Applications Community

	XML
	eXtensible Markup Language
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