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1 Reason for Change

This CR addresses the following Auth4API 1.0 Consistency Review comments:

	ID
	Open Date
	Type
	Section
	Description
	Status

	B101
	2011.12.22
	  Q/T
	7.8.2.2.1.1 and 7.8.2.2.1.2
	Source: Ericsson

Form: OMA-CONR-2011-0142

Comment: According to step 3, the shared Auth4API Authorization Server provides its own redirect URI in the authorization request. 

Doesn’t this have security implications? This question is related to the previous comment on redirect URI (B014).

Proposed Change: The redirect_uri of the shared Autho4API Authorization Server shall be pre-registered  with the service provider specific Autho4API Authorization Server
	Status: 
CLOSED

The shared Autho4API Authorization Server shall pre-register with the service provider specific Autho4API Authorization Server its URI with a query parameter including redirection URI provided by Autho4API Client

	B116
	2011.12.22
	  T
	D.1.1
	Source: Ericsson

Form: OMA-CONR-2011-0142

Comment: The text states that the Autho4API Authorization Server of a certain Service Provider behaves as a regular Autho4API Authorization Server. 

Proposed Change: 

This is not entirely true since the shared Autho4API Authorization Server is allowed to re-write the redirect URI. See previous comment on redirect URI (B021).
	Status: CLOSED

Text is right. There is no behavior change for Autho4API Authorization Server of a Service Provider, but just to the (Shared) Autho4API Authorization Server

	B117
	2011.12.22
	T
	D.1.1 
	Source: Telefonica SA

Form: OMA-CONR-2011- 0150
Comment: Remaining Editor’s Note on security requirements for MSP scenario

Proposed Change: Add clarification note stating that this scenario assumes trusted relationship between (Shared) Autho4 API Authorization Server and the Autho4 API Authorization Server of the different Service Providers involved. Same for Access control Servers
	Status: 
 CLOSED.

Proposed change accepted


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that ARC/SEC discusses and approves the proposed changes and close the related CONR comments.
6 Detailed Change Proposal

5.2.1.1 Multiple Autho4API Authorization Servers serving multiple Service Providers

This scenario presents the following characteristics in addition to the general ones described for the Multi-Service Provider environment:

· There are multiple Autho4API Authorization Servers, each generating and managing Access Tokens for Resource Owners belonging to a specific Service Provider.
· The Autho4API Client directs the authorization requests to a single Autho4API Authorization Server acting as entry point, i.e. the (Shared) Autho4API Authorization Server, that in turn interacts with the Autho4API Authorization Server serving each specific Resource Owner.

· The Autho4API Client is not informed about the details of the Service Provider associated to the Resource Owner before completing the OAuth flow.

In this scenario the Autho4API Client proceeds to obtain authorization as described in section 7.4, targeting the authorization request to the single Autho4API Authorization Server acting as entry point.
Note: This Multi Service Provider environment maps with the deployment scenario described in section C.1. 

Note: In this scenario the Autho4API Client can use the Discovery process described in section 7.3.2 to identify the URLs of the (Shared) Autho4API Authorization Server acting as entry point, resulting in a mixed scenario with the one described in section 7.8.1.

5.2.1.1.1 Client Registration

In this scenario the Autho4API Client registers in the (Shared) Autho4API Authorization Server as described in section 7.1.
Upon registration of the Autho4API Client, the (Shared) Autho4API Authorization Server registers on behalf of the Autho4API Client in the Autho4API Authorization Servers of the different Service Providers, with the following consideration. If the Autho4API Client registered a redirection URI in the (Shared) Autho4API Authorization Server, the redirection URI registered in the Autho4API Authorization Server of each Service Provider SHALL be the URI of the (Shared) Autho4API Authorization Server with the following query parameter containing the redirection URI registered by the Autho4API Client.
	Name
	Type/value
	Optional
	Description

	client_redirect_uri
	xsd:anyuri
	NO
	redirection URL registered by the Autho4API Client in the (Shared) Autho4API Authorization Server


Example:
https://sharedAuthServerURI.com/?client_redirect_uri=https%3A%2F%2FclientURI.com
5.2.1.1.2 Obtaining Authorization

For the obtaining authorization, the following considerations apply.
· The (Shared) Autho4API Authorization Server offering the authorization and token endpoints to Autho4API Client must be able to cache Authorization Codes and Access Tokens.

· When Authorization Code grant is used, Authorization Codes are cached so the Autho4API Authorization Server offering the token endpoint can redirect Access Tokens requests to the Appropriate Autho4API Authorization Server of a Service Provider.

· Access Tokens are cached so the Autho4API Access Control Server acting as entry point for resource requests can redirect them to the Appropriate Autho4API Access Control Server of a Service Provider.

· 
· The (Shared) Autho4API Authorization Server offering the authorization and token endpoints to Autho4API Client must be able to redirect Resource Owner’s User Agent to the Autho4API Authorization Server of a Service Provider.

Note: To perform this step, the Autho4API Authorization Server offering the authorization and token endpoints will discover the Service Provider of the end user, by means out of scope of this specification.

· The (Shared) Autho4API Authorization Server offering the authorization and token endpoints to Autho4API Client must be able to indicate a redirection URI where the Resource Owner’s User Agent will be sent back after User Authentication and Authorization. The redirection URI will be included by the (Shared) Autho4API Authorization Server in the redirection of the Resource Owner’s User Agent to the Autho4API Authorization Server of a Service Provider only if the Autho4API Client included it in the initial Authorization Request. In that case, the redirect_uri URI will be the URI of the (Shared) Autho4API Authorization Server with a query parameter ‘client_redirect_uri’ containing the URI indicated by the Autho4API Client, which matches the one registered previously as described in section 7.8.2.2.1..

· The Autho4API Authorization Server offering the authorization and token endpoints to Autho4API Client must be able to cache the mapping between the following elements:

· When Authorization Code grant is used, an Authorization Code with a certain Autho4API Authorization Server of a Service Provider

· An Access Token with a certain Autho4API Authorization Server of a Service Provider

5.2.1.1.2.1. 
Detailed protocol flow – Authorization Code

The general flow shown in Figure 3 is modified as follows:
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1. The Autho4API Client directs the Resource Owner’s 

User-Agentto The Shared Autho4API Authorization Server endpoint:

GET https://SharedAutho4APIAuthServer.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

5. Redirection to (Shared) Autho4API Serverwith Authorization Code

302 Found

Location: https://SharedAutho4APIServer.example/authCode/abc?client_redirect_uri

=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb&

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

8. Access Token Request

POST https://SharedAutho4APIAuthServer.example/token

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

Content-Type: application/x-www-form-urlencoded;charset=UTF-8

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA

&redirect_uri=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

9. Acces Token (with optional refresh token)

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Cache-Control: no-store

Pragma: no-cache

{

"access_token":"2YotnFZFEjr1zCsicMWpAA",

"token_type":"example",

"expires_in":3600,

"refresh_token":"tGzv3JOkF0XG5Qx2TlKWIA",

"example_parameter":"example_value"

}
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GET https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz
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3. Redirection to Autho4API Authorization Server (Service Provider X)

302 Found

Location: https://Autho4APIAuthServerX.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FSharedAutho4APIServer.example%2FauthCode%2Fabc%3Fclient_redirect_uri

%3Dhttps%253A%252F%252FAutho4APIClient%252Eexample%252Ecom%252Fcb

3. Redirection to Authorization Endpoint:

GET https://Autho4APIAuthServerX.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FSharedAutho4APIServer.example%2FauthCode%2Fabc%3Fclient_redirect_uri

%3Dhttps%253A%252F%252FAutho4APIClient%252Eexample%252Ecom%252Fcb

7. Redirection to Autho4API Client with Authorization Code

302 Found

Location: https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

5. Redirection to (Shared) Autho4API Serverwith Authorization Code

GET https://SharedAutho4APIServer.example/authCode/abc?client_redirect_uri

=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb&

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

8. Access Token Request

POST https://https://Autho4APIAuthServerX.example/token

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

Content-Type: application/x-www-form-urlencoded;charset=UTF-8

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA&redirect_uri

=https%3A%2F%2FSharedAutho4APIServer.example%2FauthCode%2Fabc%3Fclient_redirect_uri

%3Dhttps%253A%252F%252FAutho4APIClient%252Eexample%252Ecom%252Fcb
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Figure 6: Obtaining Authorization using the Authorization Code grant type: Multiple Autho4API Authorization Servers serving multiple Service Providers detailed protocol flow
1. Autho4API Client directs the Resource Owner’s User Agent to the (Shared) Autho4API Authorization Server authorization endpoint.

2. (Shared) Autho4API Authorization Server discovers the Resource Owner’s Service Provider. There are several ways to discover the Service Provider, by means of network authentication or by other means. If none of the mechanisms are available, the Resource Owner can be requested to select her Service Provider.

3. Once the Service Provider is known, (Shared) Autho4API Authorization Server redirects the Resource Owner’s User Agent to the Autho4API Authorization Server of Service Provider X Endpoint. (Shared) Autho4API Authorization Server provides an URI in the ‘redirect_uri’ parameter, so that the Resource Owner’s User Agent can be redirected back to the (Shared) Autho4API Authorization Server later on. This provided URI is the URI of the (Shared) Autho4API Authorization Server including a query parameter ‘client_redirect_uri’ containing the ‘redirect_uri’ indicated by Autho4API Client in step 1.

4. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources.

5. The Autho4API Authorization Server of Service Provider X answers to the request in step 3 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 3; the Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response. 
6. (Shared) Autho4API Authorization Server caches the received Authorization Code and associates it with Service Provider X.

7. The (Shared) Autho4API Authorization Server answers to the GET request in step 5 redirecting the Resource Owner’s User Agent to the redirection URI received in the ‘client_redirect_uri’ query parameter which matches the redirect_uri provided by the Autho4API Client in step 1; the Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response. 

8. The Autho4API Client sends an Access Token request to the (Shared) Autho4API Authorization Server. (Shared) Autho4API Authorization Server checks the validity of Authorization Code, which was cached in step 6, and routes the Access Token Request to Autho4API Authorization Server of Service Provider X. In case that the Autho4API Client includes a redirect_uri parameter in the Access Token Request the (Shared) Autho4API Authorization Server shall include a redirect_uri parameter in the Access Token Request that it subsequently sends to the Autho4API Authorization Server of Service Provider X. In that case, the redirect_uri URI will be the URI of the (Shared) Autho4API Authorization Server with a query parameter ‘client_redirect_uri’ containing the redirect_uri provided by the Autho4API Client in the Access Token Request (which matches the one registered previously as described in section 7.8.2.2.1 and thus the one used in step 3).
9. The Autho4API Authorization Server of Service Provider X answers to the Autho4API Client, providing the Access Token and optionally a Refresh Token. (Shared) Autho4API Authorization Server caches the Access Token and, if present, the Refresh Token, associates them with Service Provider X and forwards the response to Autho4API Client.

5.2.1.1.2.2. 
Detailed protocol flow – Implicit Grant
The general flow shown in Figure 5 is modified as follows:
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1. The Autho4API Client directs the Resource 

Owner’s User-Agent to the SharedAuthorization Endpoint:

GET https://SharedAutho4APIAuthServer.example/authorize/?

response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

4. User Authentication and Authorization

5. Redirection to (Shared) Autho4API Serverwith Access Token in fragment

302 Found

Location: https://SharedAutho4APIServer.example/authCode/abc?client_redirect_uri

=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb#

access_token=2YotnFZFEjr1zCsicMWpAA

&state=xyz&token_type=example&expires_in=3600

1. The Autho4API Client directs the Resource 

Owner’s User-Agent to the Shared

Autho4API Authorization Server endpoint

Resource 

Owner

4. User Authentic

ation 

and Authorization

Autho4API 

Authorization Server 

(Service Provider X)

3. Redirection to Autho4API Authorization Server (Service Provider 1)

302 Found

Location: https://Autho4APIAuthServerX.example/authorize/?

response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FSharedAutho4APIServer.example%2FauthCode%2Fabc%3Fclient_redirect_uri

%3Dhttps%253A%252F%252FAutho4APIClient%252Eexample%252Ecom%252Fcb

3. Redirection to Authorization Endpoint:

GET https://Autho4APIAuthServerX.example/authorize/?

response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FSharedAutho4APIServer.example%2FauthCode%2Fabc%3Fclient_redirect_uri

%3Dhttps%253A%252F%252FAutho4APIClient%252Eexample%252Ecom%252Fcb

5. Redirection to (Shared) Autho4API Serverwithout Access Token in fragment

GET https://SharedAutho4APIServer.example/authCode/abc?client_redirect_uri

=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

2. Service Provider

Discovery

7-a. Cache 

Access Token

7-b. Redirection to Autho4API Client, 

without URI Fragment

GET https://Autho4APIClient.example.com/cb

8. Returns webpage with embedded script

9. Executes Script

9. Provides Access Token

6. Returns webpage with embedded script

7. Executes Script

7-a. Provides Access Token to Server

(Shared) 

Autho4APi 

Authorization 

Server 

Redirect-uri

Autho4API 

Client 

Redirect-uri


Figure 7: Obtaining Authorization using the Implicit Grant type: Multiple Autho4API Authorization Servers serving multiple Service Providers detailed protocol flow
1. Autho4API Client directs the Resource Owner’s User Agent to the (Shared) Autho4API Authorization Server authorization endpoint.

1. (Shared) Autho4API Authorization Server discovers the Resource Owner’s Service Provider. There are several ways to discover the Service Provider, by means of network authentication or by other means. If none of the mechanisms are available, the Resource Owner can be requested to select her Service Provider 

2. Once the Service Provider is known, (Shared) Autho4API Authorization Server redirects the Resource Owner’s User Agent to the Autho4API Authorization Server of Service Provider X Endpoint. (Shared) Autho4API Authorization Server provides an URI in the ‘redirect_uri’ parameter, so that the Resource Owner’s User Agent can be redirected back to the (Shared) Autho4API Authorization Server later on. This provided URI is the URI of the (Shared) Autho4API Authorization Server including a query parameter ‘client_redirect_uri’ containing the ‘redirect_uri’ indicated by Autho4API Client in step 1.

3. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources.

4. The Autho4API Authorization Server of Service Provider X answers to the request in step 3 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 3; the Access Token is provided in the URI as an URI fragment. The Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response, without including the URI Fragment. 

5. The (Shared) Autho4API Authorization Server returns a web page (typically an HTML document with an embedded script).

6. The Resource Owner’s User Agent executes the script provided by the web-hosted Autho4API Authorization Server, which instructs the Resource Owner’s User Agent to send the URI fragment to the web server and to be redirected to the URI received in the ‘client_redirect_uri’ query parameter, which matches the redirect_uri provided by the Autho4API Client in step 1. 

a) Resource Owner’s User Agent sends to the (Shared) Autho4API Authorization Server the Access Token; (Shared) Autho4API Authorization Server caches the Access Token and associates it with Service Provider X.

b) Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the script. The GET request does not include the previous URI fragment, which is retained in the Resource Owner User Agent.

Note: This redirection cannot be done by a HTTP 302, but can be easily performed for example with a script in Javascript.

7. The Autho4API Client returns a web page (typically an HTML document with an embedded script) capable of accessing the full redirection URI including the fragment retained by the Resource Owner’s User-Agent, and extracting the access token (and other parameters) contained in the fragment.
8. The Resource Owner’s User Agent executes the script provided by the web-hosted Autho4API Client resource locally, which extracts the Access Token and passes it to the Autho4API Client.

5.2.1.1.3 Accessing Protected Resources
For the access to protected resources, the following considerations apply:
· The Autho4API Access Control Server acting as entry point for resource requests, based on cached Access Token, forwards the resource request to the Autho4API Access Control Server of the Service Provider that issued the Access Token.

· Alternatively, the Autho4API Authorization Server acting as entry point for resource requests offers a Resource Server Redirection endpoint described in 7.8.2.2.2.1 where 

· The Autho4API Client sends a request including the issued Access Token.

· The Autho4API Authorization Server acting as entry point, based on cached Access Token, answers to the request with the set of resource endpoints valid for the Access Token, i.e.: the endpoint(s) of the Autho4API Access Control Server(s) of the Service Provider that issued the Access Token.

5.2.1.1.3.1. Resource Server Redirection endpoint
This endpoint is offered by the Autho4API Authorization Server. Autho4API Client uses this endpoint to query for the endpoint(s) where the Service Provider is exposing the resources granted for an Access Token.

The offered endpoint exposes a REST resource in an URL that follows OMA REST Common Resource URL Considerations [REST_NetAPI_Common]. This resource is named ‘URL Prefixes for Granted resources’ and is defined in Appendix E.

The REST resource is accessed by Autho4API Client as follows:

· Autho4API Client sends a GET request, using HTTPS, to the Resource Server Redirection endpoint offered by Autho4API Authorization Server.

· Autho4API Client includes in the Authorization request header the Access Token obtained in the Obtaining Authorization step.

· The Autho4API Authorization Server checks the association of the received Access Token with an Autho4API Access Control Server (e.g.: the Autho4API Access Control Server of the corresponding Service Provider) and responds with a list of endpoints of that specific Autho4API Access Control Server and the resources accessible in each of the endpoints. 
· The endpoints returned are URL Prefixes referring to the server root where the resources are exposed, i.e.: the URL Prefix has the form: hostname+port+base path. 
Example: http://example.com/ServerX/ResourceExposingPlatform
· The resources accessible in each of the returned endpoints are optionally matched by using ‘scope’ parameter indicated by the Autho4API Client in the Obtaining Authorization Step. 
· For accessing the actual resources, the Autho4API Client takes the provided URL Prefix and appends the needed parts. For OMA Network APIs this means that the URL Prefixes match the {serverRoot} variable.

C.1.1 Considerations for this deployment scenario

This scenario does not modify Autho4API Architecture described in section 6.2. As shown in the picture, in described scenario, the entities Autho4API Authorization Server and Autho4API Access Control Server will perform different functionalities among those described in section 6.3, as described below:

· (Shared) Autho4API Authorization Server: Is an Autho4API Authorization Server with limited functions, only those needed to support this scenario. 

· Use of Autho-1 interface: the (Shared) Autho4 API Authorization Server behaves as the Autho4API Authorization Server in communications with Resource Owner’s User Agent with the consideration that it can redirect Resource Owner’s User Agent to the Autho4API Authorization Server of a certain Service Provider, redirect it back to itself in order to cache the Authorization Code / Access Token and then redirect it back to the Autho4API Client. 

· Use of Autho-2 interface: the (Shared) Autho4API Authorization Server behaves as the Autho4API Authorization Server in communications with Autho4API Client and acts on behalf of Autho4API Client in communications with the Autho4API Authorization Server of a certain Service Provider.
· Autho4API Authorization Server of a certain Service Provider: behaves as a regular Autho4API Authorization Server.

· (Shared) Autho4API Access Control Server: Is an Autho4API Access Control Server with limited functions, only those needed to support this scenario. 

· Use of Autho-3 interface: the (Shared) Autho4API Access Control Server behaves as the Autho4API Access Control Server in communications with Autho4API Client and acts on behalf of Autho4API Client in communications with the Autho4API Access Control Server of a certain Service Provider.
· Autho4API Access Control Server of a certain Service Provider: behaves as a regular Autho4API Access Control Server.

This scenario assumes trusted relationship between (Shared) Autho4 API Authorization Server and the Autho4 API Authorization Servers of the different Service Providers involved and between (Shared) Autho4 API Access Control Server and the Autho4 API Access Control Servers of those Service Providers.
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