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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  Clarify what parts of the development that is included, e.g. RD, AD and TS work. If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

2. References

2.1 Normative References

	[draft-ietf-oauth-v2]
	“The OAuth 2.0 Authorization Protocol”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2/
NOTE: The referenced IETF draft is a work in progress.

	[draft-ietf-oauth-v2-bearer]
	“The OAuth 2.0 Protocol: Bearer Tokens”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-bearer/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-hammer-oauth-v2-mac-token]
	“HTTP Authentication: MAC Access Authentication”, URL:https://datatracker.ietf.org/doc/draft-hammer-oauth-v2-mac-token/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-lodderstedt-oauth-revocation]
	“Token Revocation”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-revocation/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-recordon-oauth-v2-ux]
	“OAuth 2.0 User Experience Extension”, URL:http://tools.ietf.org/id/draft-recordon-oauth-v2-ux-00.txt
NOTE: The referenced IETF draft is a work in progress.

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[AUTHO4API_RD_10]
	“Authorization Framework for Network APIs Requirements”, Version 1.0, Open Mobile Alliance™

	[SEC_CF-V1_1]
	“Security Common Functions ”, Version 1.1, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


2.2 Informative References



	[draft-lodderstedt-oauth-security]
	“OAuth 2.0 Threat Model and Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-security/
NOTE: The referenced IETF draft is a work in progress.

	[draft-lodderstedt-oauth-securityconsiderations]
	“OAuth 2.0 Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-securityconsiderations/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-zeltsan-oauth-use-cases]
	“OAuth Use Cases”, URL:https://datatracker.ietf.org/doc/draft-zeltsan-oauth-use-cases/ 

NOTE: The referenced IETF draft is a work in progress.

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

This section and its sub-sections provide an overview of the enabler/reference release and the functionality introduced or removed in each of the versions developed.

In this overview section, the release is to be described in general terms, explaining in one or a few paragraphs what the release is about.  The text will be reused on the OMA release pages on a page which provides an overview of the release.  Therefore, the text entered here should be general and not specifically describe the functionaility that each of the versions introduce.

For intial interim releases, such as those which include just the RD phase, or the RD and AD phase, the text will be consistent with the material available.
DELETE THIS COMMENT

<< From a market perspective... 

For the RD phase:

· What problem does this solve from an end to end market perspective?


For the AD phase:
What is the purpose of this architecture?

· What problems does this architecture solve?


For the specification development phase:
· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >> 
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

The text will be re-used on the OMA release pages and it is therefore important that the description is brief; target length should be a few paragraphs, rather than several pages.
DELETE THIS COMMENT

4.2 Abstract protocol flow



4.2.1 
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Figure 1: Abstract protocol flow

a) The Autho4API Client requests authorization from the Resource Owner’s User Agent.  
b) The Resource Owner’s User Agent returns an authorization grant which represents the authorization provided by the resource owner. 
c) The Autho4API Client requests an access token with client credentials and presents the authorization grant in request.

d) The Autho4API Authorization server validates the client credentials and the authorization grant, and if valid issues an access token. 
e) The Autho4API Client requests the protected resource from the Autho4API Access Control Server and presents the access token.

f) The Autho4API Access Control Server validates the access token, and if valid, serves the request.
5. Requirements
(Normative)

Requirements applicable to this combined release are defined in [AUTH4API_RD_10]. 
6. Architectural Model

<< This section defines the release’s architectural model.  

Remove this section if no architectural work is part of the release. Subsections may also be removed if appropriate; this may be done after consultation with the architecture group.
The model identifies: a) all internal functional components of this release, and b) all of the communication relationships between the components of this release and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>
6.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this release calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

6.2 Architectural Diagram
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Figure 2: Architectural Diagram
6.3 Functional Components and Interfaces/reference points definition
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6.3.1 Functional components

6.3.1.1 Internal functional components

6.3.1.1.1 Autho4API Authorization Server

The Autho4API Authorization Server is responsible for issuing, verifying and revoking the access tokens enabling an Autho4API Client to access to some resource owner’s network resources on behalf of this resource owner. 

The Autho4API Authorization Server must be able to determine the validity of an access token.

The Autho4API Authorization Server must be aware of the resource owner’s authentication which must take place prior the authorization process. 

When required, the Autho4API Authorization Server must authenticate the Autho4API Client prior to access token issuing or revoking. 

Note: the Autho4API Authorization Server can authenticate the resource owner prior to the authorization process, using mechanisms out of the scope of this enabler.

When required (e.g. in specific shared multi-service provider environments), this component must be able to route authorization requests and token requests to the actual service provider-specific Authorization Server. 

6.3.1.1.2 Autho4API Access Control Server

The Autho4API Access Control Server is responsible for controlling access to the exposed resource owner’s protected resources, based on the validity of  the access token included in protected resource request. The Autho4API Access Control Server checks this validity, e.g. by collaborating in the back-end with the Autho4API Authorization Server. The mechanisms used for this collaboration are out of the scope of this enabler.

When required (e.g. in specific shared multi-service provider environments), this component must be able to route resource requests to the actual service provider-specific Access Control Server. 

6.3.1.1.3 Autho4API Client

The Autho4API Client is responsible for:

· obtaining the access tokens enabling access to some resource owner’s protected network resources, on resource owner’s behalf;

· accessing the resource owner’s protected resources using the obtained access tokens, when required (see Appendix D).

6.3.1.2 External functional components (Informative)

6.3.1.2.1 Resource Owner’s User Agent

In the scenarios of user-delegated authorization, the Resource Owner’s User Agent acts as a proxy for the Autho4API Client to direct the resource owner to the Autho4API Authorization Server where can take place resource owner authentication and Autho4API Client authorization. The Resource Owner’s User Agent component is typically involved in these steps of authentication and authorization.

6.3.2 Interfaces
6.3.2.1
Autho-1

This interface is exposed by the Autho4API Authorization Server and can be used to obtain from the resource owner using a user agent, the authorization to access on his behalf some of his protected network resources. The obtained authorization is returned in a form of an authorization grant or an access token.

Autho-1 can also be used to authenticate the resource owner prior to the authorization process. The mechanisms used for this authentication are out of the scope of this enabler.
Autho-1 can also be used to present to the resource owner information about the requestor, the requested resources and the requested operations on these resources.

Note: this interface maps to the OAuth 2.0 authorization endpoint defined in [draft-ietf-oauth-v2].
6.3.2.2
Autho-2

This interface is exposed by the Autho4API Authorization Server and can be used to exchange authorization grants for access tokens and optionally refresh tokens, or to exchange refresh tokens for access tokens and optionally refresh tokens.NoteIn this role, the interface then maps to the OAuth 2.0 token endpoint defined in [draft-ietf-oauth-v2].
Autho-2 can also be used to discover the capabilities of Autho4API Authorization Server. [Editor’s note: For further study. This role may be assigned to some other interface/component].

Autho-2 can also be used to discover the authorization endpoint, token endpoint and token revocation endpoint of Autho4API Authorization Server, when these endpoints cannot statically be known in advance. [Editor’s note: For further study. This role may be assigned to some other interface/component]. 

Autho-2 can also be used to discover the locations of resource owner’s protected resources exposed by the Autho4API Access Control Server, when these locations cannot statically be known in advance. [Editor’s note: For further study. This role may be assigned to some other interface/component].

Autho-2 can also be used to revoke access tokens and refresh tokens. In this role, the interface then maps to the OAuth 2.0 token revocation endpoint defined in [draft-lodderstedt-oauth-revocation].
Autho-2 MUST support  to resist replay attacks and protect confidentiality of the information transportation between Autho4API Client and Autho4API Authorization Server, e.g. access token, client secret.
6.3.2.3
Autho-3

This interface is exposed by the Autho4API Access Control Server and can be used to access resource owner’s protected resources on behalf of the resource owner, using access tokens as a proof of authorization.
Autho-3 MUST support to resist replay attacks and protect confidentiality of the information transportation between Autho4API Client and Autho4API Authorization Server, e.g. access token.
7. Sections As Needed

<<Sections for the normative technical specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

7.1 Example Level 2

<text>

7.1.1 Example Level 3

<text>

7.1.1.1 Example Level 4

<text>
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Figure 2: Example Figure

	
	Column 1
	Column 2

	Row 1
	Grid 1,1 data
	Grid 1,2 data

	Row 2
	Grid 2,1 data
	Grid 2,2 data


Table 1: Example Table

8. Release Information

8.1 Supporting File Document Listing 

<< List the documents besides this document that comprise this release.  This is where supporting files for elements such as Schemas, Managed Objects or Data Descriptions would be itemized.  Each such document is to be listed by fully qualified name as known in the permanent document area.  Each document should also include the reference from section 2 to provide linkage with other uses in this document.

For supporting files that need to be made available separate from the permanent document area (e.g. DTD in a publicly reachable directory), provide information on the expected path as well as the external file name.  These should be based on existing recommendations and not picked arbitrarily (see information on supporting files available in the REL support menu).
The following table includes example fields with dummy values to make it clear the type of information to be entered.  The actual table should be filled in for the specific release.

DELETE THIS COMMENT >>

	Doc Ref
	Permanent Document Reference
	Description

	Supporting Files

	[FOO_DTD]
	OMA-SUP-DTD_FOO_Msgs-V1_2-20050222-D
	DTD for the messages and included elements of the FOO protocols.

Working file in DTD directory:
file:
foo_msgs-v1_2.dtd
path:
http://www.openmobilealliance.org/tech/dtd/

	[FOO_AC]
	OMA-SUP-AC_ap0123_FOO-v1_2-20050531-D
	Description of the Application Characteristic for FOO.  This aligns with the Provisioning Spec.

Working file in Application Characteristics directory:
file:
ap0123_foo-v1_2.txt
path:
http://www.openmobilealliance.org/tech/omna/dm-ac


Table 2: Listing of Supporting Documents in FOO Release
8.2 OMNA Considerations
<< This section is to be used to describe any OMNA items included in the release.  This would include, among others:

· Usage of OMA-based Uniform Resource Names (URNs) (including those used as namespace identifiers in Schemas)

· AppiDs for Application Characteristics (AC)

· Managed Object (MO) identifier information for the MO registry

· ISO Object IDs

· PUSH Application Ids

· WAP Wireless Session Protocol (WSP) Content Types

· Presence <service-description> assignments

· Uniform Resource Identifier (URI)-List Registered Usage Names (for XDM)

The format of this section will be left up to the release owners to account for the particular needs they may run into.  It should be clear from the written material, though, as to the set of OMNA items needed.

If a new OMNA registry is needed to support the release – clearly this should have been worked with the REL Committee before submitting a Release Document.  Failure to do so may result in delays as the required tables are worked up and made publicly available.  Another risk is that the table desired is not supported by OMNA (is not a registry type table) and the group will need to re-think how they intend to resolve their needs.

Through the normal development process the OMNA entries or support registries should be accommodated.  This should not be trigger to remove the linkage from this section.  Thus, if an entry is added to OMNA after the initial Candidate version described the need – the material should stay in this section.  It may be useful in subsequent releases to add some text to indicate that the needed items have been accommodated (e.g. add a comment regarding its availability or support as appropriate).

If the release has absolutely no OMNA items to be accommodated – then it should indicate that explicitly with a short description (e.g. this release does not have any OMNA items for handling).  This determination probably can not be made until the end of the development phases and editors are encouraged to keep this advisory in place until the Consistency Review.

DELETE THIS COMMENT >>

8.3 Additional Items

<<If the release has any other elements needed to make it complete they should be noted in this section.  For example, if there are any external registrations (e.g IANA assigned values) or shared/dependent components they should be documented.

The format of the description in this section is left to the editor based on the information needed.  If there are no such elements, the editor may remove this sub-section.

DELETE THIS COMMENT >>

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Version

OMA-ER-Autho4API-V1_0
	29 Mar 2011
	All
	Document creation

	
	18 Apr 2011
	6.2
	Incorporates the Architectural Diagram of OMA-ARC-Autho4API-2011-0018-INP_Architecture_Diagram_from_drafting_session.

	
	31 May 2011
	6.2, Appendix D
	Incorporates the agreed Architectural and DeploymentDiagrams contained in slides 22, 23 and 24 of OMA-ARC-Autho4API-2011-0027R03-INP_Flow_instantiations_of_Architectural_Diagram.

	
	29 Jun 2011
	2, 4.2, 6.3
	Incorporates the agreed CRs:
-
OMA-ARC-Autho4API-2011-0028R02-CR_Components_and_Interfaces_Definition

-
OMA-ARC-Autho4API-2011-0029R02-CR_Additional_Interfaces_Definition

-
OMA-ARC-Autho4API-2011-0032R02-CR_Basic_Flow

-
OMA-ARC-Autho4API-2011-0034R01-CR_References_section


Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting release’s requirements.  The section can be removed if the document does not contain any requirements.

Use cases are additional to the main text and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the document) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

<text here>

B.1 <Use Case Title>

<< The level of detail of descriptions shall be above technical implementations of protocols. The sub-sections below should consist of one or two sentences.

DELETE THIS COMMENT >>
<text here>

B.1.1  ASK  \* MERGEFORMAT Short Description

<< Describe the interaction that occurs in this use case.
(mandatory)

DELETE THIS COMMENT >>

<text here>

B.1.2 Market benefits

<< Describe the consequence and benefits for the actors as a result of this use case.

(mandatory)

DELETE THIS COMMENT >>

<text here>

B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

This section can be removed in case this document describes a reference release.

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

C.1 ERDEF for <<ENABLER>> - Client Requirements

This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


Table 3: ERDEF for <<ENABLER>> Client-side Requirements

C.2 ERDEF for <<ENABLER>> - Server Requirements

This section is normative.

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	


Table 4: ERDEF for <<ENABLER>> Server-side Requirements

C.3 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


C.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix D. Deployment Diagrams (informative)
The following figures present possible deployment scenarios:
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Figure 4: Autho-3 invoked by Autho4API Client

[image: image6.emf]Autho4API

Authorization 

Server

Net API-X

Server

Autho4API

Access Control 

Server

Resource 

Owner's

User-Agent

Autho-1

Autho-2

Ext-1

Autho-3

Autho4API 

Client

Net API-X

Client

Interface specified by

external resources


Figure 5: Autho-3 invoked by Net API-X Client
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