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1 Reason for Change

The RD document should describe the requirements on authorization for CAB APIs work.
The authorization process should be in such way:

User operations in a third party application and want to visit user’s CAB resources; then the third party application should redirect the user to his CAB service provider’s portal to initialize authorization request, and the portal will pop-up the user an authorization dialog to confirm authorization.

After the third party application got user’s authorization to access CAB resource, the user can still remove the authorization formally or temperately.

2 Impact on Backward Compatibility

The API work should be compatible with current OMA CAB v1.0 enabler.
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC & CAB API groups are recommended to agree with proposed requirements of authorization.
6 Detailed Change Proposal

	Change 1:  Add Authorization requirements
6.1.1.2 Authorization



<intro text for Authentication requirements here>

	Label
	Description
	Release

	CAB-API–AUTH-001
	The third-party application SHALL be able to obtain from CAB service provider (by e.g. provisioning) the parameters required to request user’s authorization and to access user’s CAB resources.
	

	CAB-API–AUTH-002
	The third-party application SHALL initiate the authorization request by directing the user to CAB service provider’s portal.
	

	CAB-API–AUTH-003
	The CAB service provider SHALL present third-party application’s authorization request to the user in a form of an explicit authorization dialog.
	

	CAB-API–AUTH-003-a
	The authorization dialog SHALL present at least the third-party application identity, the resources and the operations on these resources for which authorization is requested.
	

	CAB-API–AUTH-003-b
	The authorization dialog SHALL allow the user to authorize or deny access for each requested (operations on) his/her resources.
	

	CAB-API–AUTH-003-c
	The authorization dialog SHOULD be tailored according to user’s preferred language and user’s terminal user interface.
	

	CAB-API–AUTH-004
	The access token SHALL only be usable by the third-party application for the restricted scope (operations on resources) authorized by the user at the time of authorization request. 
	

	CAB-API–AUTH-005
	The authorization framework SHALL enable to invalidate at any time (e.g. upon user’s request on service provider’s portal) an access token representing a user’s authorization to a third-party application.
	

	CAB-API–AUTH-006
	When requesting a protected resource via the REST API, the third-party application SHALL construct an authorized request by inclusion of the access token obtained from service provider for the scope of this request.
	

	CAB-API–AUTH-007
	The CAB Service Provider SHALL provide the possibility for the user to remove the authorization for any application that has previously been authorized.
	


End of changes
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