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1 Reason for Contribution

In Input Contribution OMA-ARC-CBCS-2007-0029 submitted to ARC on August 19th, 2007, Ericsson requested the ARC group to assess whether ICAP could and should be reused for the implementation of the CBCS-1 interface.  This document provides our assessment of ICAP’s suitability for reuse in CBCS.
2 Summary of Contribution

Following the request by Ericsson in Input Contribution OMA-ARC-CBCS-2007-0029, we have analyzed whether the capabilities of the ICAP protocol and its extensions match the requirements for the CBCS Enabler as set forth in the CBCS Requirements Document and Architecture Document.  Our assessment is based on the following reference documents:

· IETF RFC 3507 Internet Content Adaptation Protocol (ICAP)

· ICAP Extensions, Internet-Draft, April 2003

· OMA-RD-CBCS-V1_0-20060711-C (the CBCS Requirements Document)

· OMA-AD-CBCS-V1_0-20070830-D (the CBCS Architecture Document)
While we agree that re-use of existing standards is preferable to developing new ones, and while we have no preconceptions against the use of ICAP, we conclude that there is a critical mismatch between the requirements for the protocol on the CBCS-1 interface, and the capabilities that ICAP offers. 
We therefore strongly recommend OMA not to rely solely on the re-use of ICAP for the CBCS-1 interface.
In the following section we provide the arguments that lead to this conclusion.

3 Detailed Proposal

3.1 ICAP scope

While the CBCS-1 protocol must be able to request Content Categories for any type of Content, the ICAP protocol specified in RFC 3507 strictly carries only HTTP requests and replies.  If CBCS uses ICAP on the CBCS-1 interface to obtain Content Categories, then any Content that is not itself a HTTP request or reply would have to be wrapped in a HTTP message, so that ICAP can carry it.  This has awkward consequences, as we shall see in the following example.
Imagine that the Content Screening Component has to use ICAP to ask the Content Categorization Component for the Content Category of an SMS text message (one of the simplest examples one can think of).  It would have to create a dummy HTTP request or response with bogus header information that has no significance for the SMS Content or the Categorization service, something like:

	ICAP message
	Description

	REQMOD icap://ccc.net/server ICAP/1.0

Host: ccc.net

Encapsulated: req-hrd=0, req-body=143
POST /hereGoesADummyURL HTTP/1.1

Host: hereGoesAnotherDummyURL

Accept: text/plain
Content-Length: 46
This is the actual contents of the SMS message
	ICAP request line

URL of the Content Categorization Component

ICAP headers

HTTP request line with dummy information

HTTP request header with dummy information

the actual Content to be sent to the Content Categorization Component


The response of the Content Categorization Component, a list of Content Categories for the SMS message, would also have to be disguised as a HTTP message, something like this:

	ICAP message
	Description

	ICAP /1.0 200 OK

Date: Mon 28 Nov 2007 22:55:21 GMT

Server: ccc-server/1.0

Connection: close

ISTag: “U4K5K6O4-L9X6-3”

Encapsulated: req-hrd=0, req-body=160
POST /hereGoesADummyURL HTTP/1.1

Host: hereGoesAnotherDummyURL

Accept: text/plain
ESRB Rating: T

ESRB Content Descriptors: Comic Mischief
	ICAP response line

ICAP headers

HTTP request line with dummy information

HTTP request header with dummy information

Content Categories returned by the Content Categorization Component.  Note that we would still have to settle on some kind of format for these!


The HTTP overhead makes the CBCS-1 messages intransparent and has no other purpose than to keep ICAP happy.   It also increases the risk of errors, as the bad formatting of a dummy HTTP “wrapper” may cause the CBCS components to reject the message.
Of course there are alternative ways to encode CBCS-1 requests and replies as ICAP messages, but they always involve the insertion of dummy HTTP wrappers for non HTTP Content as in the example above.

ICAP moreover does not solve the following issues, for which we would still have to define solutions in ARC:
· How do we describe Content Categories in such a way (in plain text, XML, or other) that they can be interpreted unambiguously by any CBCS-1 requestor?  

· Where do we put additional information about the Content that may also be used in the categorization process, for example the SMS sender and destination number?  Do we somehow encode it in the dummy HTTP headers (dangerous and error prone), or do we encode it some way in the HTTP body, and if so, how?
We hope that the above example illustrates the fact that the use of ICAP in CBCS would result in awkward, error-prone message structures that contain irrelevant overhead, at least for non-HTTP content.
3.2 ICAP Extensions status
The ICAP Extensions Internet-Draft describes how an extended version of ICAP can return Content Categories for (HTTP) Content.  For this purpose it proposes the X-Attribute extension which can carry un-typed attribute-value pairs.

However, the ICAP Extensions are an Internet-Draft that expired in October 2003.  The ICAP Extensions are not part of the ICAP RFC and presently have no formal status.

We don’t believe it is good practice to base a normative OMA specification on an external document that has formally expired and has no normative value. The IETF itself says: “It is inappropriate to use Internet-Drafts as reference material or to cite them other than as ‘work in progress’ ”.
If ARC chooses to re-use ICAP, then we can refer only to RFC 3507 and not to the ICAP Extensions Internet-Draft.  Unfortunately RFC 3507 without extensions does not support the attribute-value pairs for returning Content Categories.
3.3 Protocol consistencies

According to the CBCS Architecture Document, the CBCS Enabler has significant dependencies on the PEEM Enabler and directly (re)uses some of the PEEM interfaces.  The PEM-1 and PEM-2 interfaces of the PEEM Enabler are being predominantly based on SOAP and Diameter. 

For the sake of maintaining consistent protocol families between CBCS and PEEM, it would make much more sense to base the CBCS protocols on SOAP or Diameter, than on ICAP.  
In fact Input Contribution OMA-ARC-CBCS-2007-0026 by Huawei Technologies (discussed and noted in the ARC meeting in Seoul) proposes a CBCS‑1 protocol based on SOAP.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask ARC to consider the arguments provided in this document and make a well founded decision on the reuse of ICAP in the CBCS enabler.
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