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1 Reason for Contribution

Whereas document OMA-ARC-CBCS-2007-0041-INP_CBCS1_over_ICAP.doc contains the normative ICAP representation of the CBCS-1 protocol, this document provides some informative examples of how ICAP is used on the CBCS-1 interface.
2 Summary of Contribution

Section 3 proposes text to be included into the CBCS Technical Specifications as informative appendix.
3 Detailed Proposal

Appendix F. Examples of CBCS-1 requests and replies over ICAP 
(INFORMATIVE)
This appendix describes some examples of the use of ICAP to transport requests and replies on the CBCS-1 interface.  These examples have an informative status and serve only to illustrate the normative ICAP representation of CBCS-1 as defined in section 5.1.
F1. Categorization request for a HTTP request

When the CBCS-1 request for categorization contains an HTTP request that is to be categorized, then the REQMOD method as specified per ICAP [RFC3507] shall be used to encapsulate the HTTP request.

An example of request for categorization containing an HTTP request, encapsulated in an ICAP REQMOD message:

	ICAP Message
	Description

	REQMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net
X-Filter: ESRB, MRA
Encapsulated: req-hdr=0; null-body=102
get / HTTP/1.1

Host: www.cnn.com

Accept: text/html, text/plain

Accept-Encoding: compress

Pragma: no-cache
	Request Line

Request Header

Request Header

Encapsulated HTTP Request

,,

,,

,,

,,


Note that this example shows the use of the optional X-Filter extension header, which the requestor can use to indicate it is only interested in receiving Content Categories according to specific categorization schemes.
F2. Categorization request for a HTTP response

When the CBCS-1 request for categorization contains an HTTP response that contains data that is to be categorized, then the RESPMOD message including chunk-encoding as specified per ICAP [RFC3507] shall be used to encapsulate the HTTP response.

An example of a request for categorization containing an HTTP response, encapsulated in a RESPMOD message:

	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net

Encapsulated: res-hdr=0, res-body=39
HTTP/1.1 200 OK
Content-Type: image/jpeg

3ef7
<chunk of 16119 octets>

0

	Request Line

Request Header
Request Header

Encapsulated HTTP response header(s)
Chunk encoding of HTTP response body


Note that this example shows how the encapsulated HTTP response header includes a content descriptor in the form of a HTTP Content-Type entity header.
F3. Categorization request for SMS

When the CBCS-1 request for categorization contains Content other than HTTP requests or responses, then the ICAP RESPMOD method will be used and the content will be chunk-encoded as specified per ICAP [RFC3507].

The following example shows how a CBCS-1 request respresented in ICAP carries a short message (SMS) with the text “Having an excellent time in Ibiza!”:
	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net
Trailer : Content-Type
Encapsulated: res-body=0

3a
Content-Type: text/plain
Having an excellent time in Ibiza!

0

	Request Line

Request Header

Request Header

Request Header
Chunk encoded SMS with entity header that represents the content descriptor




There are a few points to note in this example:
· As the Content is not HTTP Content, the ICAP message only contains an encapsulated body, and no encapsulated (HTTP) headers.  Note that ICAP allows the encapsulated headers to be void in a RESPMOD method.
· Assuming that the original CBCS-1 request contained a content-descriptor element with value 
“Content-Type: text/plain”, the corresponding ICAP message transports this as the first line in the chunk encoded encapsulated body, as shown in the example.
F4. Categorization request with Content reference
A CBCS-1 request may contain a Content reference, rather than the Content itself.  The following is an example of an ICAP request corresponding to a CBCS-1 request with a Content digest (i.e. a binary value computed on the Content, which can serve to reference the Content, for example if it is cached):
	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net
X-Content-Descriptor: content digest

Encapsulated: res-body=0

3
MD5
20

40555161d127e31e1e8cabb7a073c638

0

	Request Line

Request Header

Request Header
Request Header
Chunk encoded content digest.  The first chunk holds the digest type, the second chunk holds the digest value



The content-digest element of the CBCS-1 request is a two field structure, which is mapped onto two chunks.  The first represents the content digest type (MD5), the second represents the content digest value (a 32 character HEX number).   Note also that this example shows the use of the X-Content-Descriptor extension header to hold a content descriptor (“content digest”) that can’t be expressed as standard entity header.
F5. Categorization request for SMS shortcode
SMS shortcodes are often used to subscribe to premium Content services.  A message to an SMS short code often carries a single keyword (for example “SUBSCRIBE”).  Taking this keyword at face value and categorizing it is meaningless; what should be categorized is the Content service requested by this keyword.  For this reason, SMS shortcodes have to be considered as Content references, rather than as Content in their own right.
The following example shows how a CBCS-1 request to screen a message to SMS shortcode 1234 with message “SUBSCRIBE” is represented in ICAP:

	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net
X-Content-Descriptor: content locator

Encapsulated: res-body=0

d
SMS shortcode

e
1234 SUBSCRIBE
0

	Request Line

Request Header

Request Header

Request Header

Chunk encoded SMS body.
The first chunk holds the content locator type.

The second chunk holds the SMS shortcode and keyword.




As in the example of appendix F3, the X-Content-Descriptor extension header is used to tell the Content Categorization Component that the payload carries a content locator.  Content locators are always encapsulated in two chunks.  The first chunk contains the locator type (“SMS shortcode”). The second chunk contains the locator value, which is a combination of the shortcode (“1234”) followed by the message (the keyword “SUBSCRIBE”).
F6. CBCS-1 response expressed as ICAP response
So far, appendices E1-E5 have only shown examples of requests.  This section will provide two examples of a CBCS-1 response, expressed as ICAP responses.  The first example is a plain response:
	ICAP Message
	Description

	ICAP/1.0 200 OK
Server: ICAP-Server-Software/1.0

Date: Tue Sep 25 11:24:15 2007 GMT

X-Response-Desc: categorized
X-Attribute: ESRB M Strong Language ES, MRA 17 NL
Encapsulated: null-body=0


	Status Line

Response Header
Response Header

Response Header

Response Header: Content Categories

Response Header

Null Body


The Content Categories are returned in the X-Attribute extension header, in comma separated format (this is necessary to comply with [ICAP-extensions]).  In this example, two Content Categories are returned.  The first is an ESRB category with rating “M” and descriptor “Strong Language”.  In addition the two characters “ES” indicate that this category is valid in Spain.  The second Content Category is a minimum recommended age (MRA) of 17, valid in The Netherlands.
Note that the ICAP response does not carry any Content as the CBCS-1 response does not require the Content to be returned.  The ICAP response therefore returns a null body.

The second example is similar to the above, except that the server returns an index in the encapsulated body:

	ICAP Message
	Description

	ICAP/1.0 200 OK
Server: ICAP-Server-Software/1.0

Date: Tue Sep 25 11:24:15 2007 GMT

X-Response-Desc: categorized with index

X-Attribute: ESRB M Strong Language ES, MRA 17 NL

Encapsulated: res-body=0

3
MD5

20

71b93ef9ea687f19ebf2ae4a036d0d7f
0
	Status Line

Response Header
Response Header

Response Header

Response Header: Content Categories

Response Header

Chunk encoded body which contains the CBCS-1 response index, in this case an MD5 digest


In this case the index is an MD5 digest computed on the original content, chunk-encoded in the same way as in section E4 above.  The index may be used in future categorization requests assuming that the Content Categorization Component has cached the Content Categories with this index.  
This can significantly improve the performance of the CBCS-1 protocol as it avoids the full Content having to be sent in every request, if the Content Categorization Component is capable of caching categorization results.
F7. CBCS-1 error in ICAP
It is also possible that an error occurs following a CBCS-1 request.  In this case the ICAP response code will indicate the type of error and the optional X-Response-Desc extension header can provide additional information:

	ICAP Message
	Description

	ICAP/1.0 400 Bad request
Server: ICAP-Server-Software/1.0

Date: Thu Nov 15 12:50:15 2007 GMT

Connection: close

X-Response-Desc: Unable to resolve content reference
Encapsulated: null-body=0


	Status Line: error
Response Header
Response Header

Response Header

Response Header

Response Header

Null Body


In this case the ICAP status code notifies the requestor that it sent a bad request.  The optional X-Response-Desc extension header provides additional CBCS-1 specific information to the requestor, for example that it was unable to resolve the content reference sent in the request.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask ARC to discuss this proposal and agree the text to be included into the CBCS Technical Specification. 
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