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1 Reason for Contribution

Issue list OMA-ARC-GPM-2008-0006R02-INP_TS_Issue_List has been created to scope the progress of the GPM specification work.

This contribution is a follow up of OMA-ARC-GPM-2008-0009-INP_Issue_CHK_7 and continues to work on issue CHK-7: How to deal with ASK request and notifications.

2 Summary of Contribution

Refine user consent interaction in the AD and the TS. As a result CHK-7 and CHK-5 can be closed.
3 Detailed Proposal

2.1Normative References

	[GPM AD]
	“Global Permissions Management Architecture”, Open Mobile Alliance, OMA-AD-GPM-V1_0, URL:http://www.openmobilealliance.org/

	[GPM RD]
	“Global Permissions Management Requirements”, Open Mobile Alliance, OMA-RD-GPM-V1_0, URL:http://www.openmobilealliance.org/

	[PEEM FAULT WSDL]
	“PEEM WSDL definition file for the PEM-1 Faults”, Open Mobile Alliance,  OMA-SUP-WSDL-PEM_1_faults-V1_0

	[PEEM INPUT TEMPLATE XSD]
	“PEEM XSD definition file for Policy Input Template”, Open Mobile Alliance,
OMA-SUP-XSD_PEM_1_GenericInputTemplateData-V1_0

	[PEEM OUTPUT TEMPLATE XSD]
	“PEEM XSD definition file for Policy Output Template”, Open Mobile Alliance, OMA-SUP-XSD_PEM_1_GenericOutputTemplateData-V1_0

	[PEEM REQ WSDL]
	“PEEM WSDL definition file for the PEM-1 Request Interface”,  Open Mobile Alliance, OMA-SUP-WSDL-PEM_1_REQ-V1_0

	[PEEM RSP WSDL]
	“PEEM WSDL definition file for the PEM-1 Response Interface”, Open Mobile Alliance, OMA-SUP-WSDL-PEM_1_RSP-V1_0

	[PEL TS]
	“PEEM Policy Expression Language Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEL-V1_0, URL:http://www.openmobilealliance.org/

	[PEM-1 TS]
	“Policy Evaluation, Enforcement and Management Callable Interface (PEM-1) Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEM1-V1_0, URL:http://www.openmobilealliance.org/

	[PEM-2 TS]
	“Policy Evaluation, Enforcement and Management – Management Interface (PEM-2) Technical Specification”, Open Mobile Alliance, OMA-TS-PEEM_PEM2-V1_0, URL:http://www.openmobilealliance.org/

	[PXSMS]
	“3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Open Service Access (OSA); Parlay X Web Services; Part 4: Short Messaging, Release 7”, 3GPP, 3GPP TS 29.199-4 V7.2.0, URL: http://www.3gpp.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4825]
	“The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)”, J. Rosenberg, March 2007, http://www.ietf.org/rfc/rfc4825.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


5.2 Permissions Rules

A GPM permission rule (i.e. a PEEM policy) SHALL be represented as an XML document. The schema for such a GPM permission rule (i.e. a PEEM policy) SHALL conform to [PEL TS]. One or both of the PEL options (i.e. Ruleset Framework and/or Business Processes) may be used for Permissions Rules.
The optional function call extension to the PEEM Ruleset [PEL TS] is considered NORMATIVE for this GPM specification: the PEEM Ruleset function call extension MUST be supported in order to be able to realize the user consent interaction. 
5.4 Ask Consent Interface

The Ask Consent interface consists of the following messages:

· a request to the Ask Target for its consent (5.4.1);
· the response from the Ask Target (5.4.2);
· an optional verification to the Ask Target about the implications of its consent and how these may be undone (5.4.3).

5.4.1 Ask Target for Consent

The request message, to ask the Ask Target for its consent, MUST support the following parameters, unless indicated otherwize:

· AskTargetID (type URI); Ask Target identity, the principal whose consent is being requested.
· 
· 
· 
· ConsumerID (type URI): Target Attribute Consumer identity (i.e. end-user)
· RequestedAttributes (type ARRAY of STRUCT): The requested Permission Target attribute(s) (one or more).  This is a sequence of:

· targetAttributeName (type STRING): The name of the Target Attribute;
· targetAttributeUse (type STRING) (optional): The intended use of the Target Attribute.
· ConsentPeriod (type INT): The period during which the Ask Target’s consent will be valid. The period will start immediately after a positive Ask Target response has been received (e.g. amount of hours or days). 
· 
· ConsentCommands (type STRING): The Ask Target can use these commands in its response (e.g. “Allow”, “Deny”, “Revoke” or “yes”, “no’, “undo”, etc.).

· And at least one of the following parameters MUST be supported:
· SessionID (type STRING): An identifier that can be used to correlate the response message with the request message.

· ServiceProviderID (type STRING); identity of the Service Provider that offers this service or application.
· ServiceID (type STRING); identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ServiceID can contain the fullfledged name of the service/application, e.g. “Ultimate Bargain Finder.com”. Depending on the binding, the ShortServiceID may be sent instead; this will be outlined in the bindings section.
· ShortServiceID (type STRING); shortened version of the identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ShortServiceID contains an abbreviated name of the service/application, e.g. “UBF” and can be used in particular bindings, such as SMS (where it may be assumed that the Ask Target’s terminal display may have limited capabilities).

5.4.2 Ask Target response

5.4.3 The Ask Target response to the request for consent MUST support the following parameters, unless indicated otherwize:
· ConsentCommand (type STRING): The Ask Target can use these commands in its response (e.g. “Allow”, “Deny”, or “yes”, “no”, etc.). 
· And at least one of the following parameters MUST be supported:
· SessionID (type STRING): An identifier that can be used to correlate the response message with the request message.

· ServiceProviderID (type STRING); identity of the Service Provider that offers this service or application.
· ServiceID (type STRING); identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ServiceID can contain the fullfledged name of the service/application, e.g. “Ultimate Bargain Finder.com”. Depending on the binding, the ShortServiceID may be sent instead; this will be outlined in the bindings section.
· ShortServiceID (type STRING); shortened version of the identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ShortServiceID contains an abbreviated name of the service/application, e.g. “UBF” and can be used in particular bindings, such as SMS (where it may be assumed that the Ask Target’s terminal display may have limited capabilities).
5.4.4 Notice that the Ask Target response may immediately follow the request, for instance when the Ask Target allows/grants or denies a Target Attribute Consumer to retrieve her location (e.g. ALLOW 0001 or DENY 0001).
5.4.5 Another possibility is that the Ask Target initially allows/grants access to her attributes and later on decides to revoke that decision; the Ask Target can then send an additional Ask Target response to undo the initial allow/grant (e.g. “Revoke 0001”); see section 5.4.3 and 5.4.4.

5.4.6 Verification to Ask Target (Optional)
The verification message to the Ask Target is meant to inform the Ask Target how to undo an already sent allow/grant Ask Target response. In this case any of the parameters as specified in section 5.4.1 MAY be supported, but at least the relevant ConsentCommands (type STRING) SHOULD be supported as well as at least one of the following parameters SHOULD be supported:
· SessionID (type STRING): An identifier that can be used to correlate the response message with the request message.

· ServiceProviderID (type STRING); identity of the Service Provider that offers this service or application.
· ServiceID (type STRING); identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ServiceID can contain the fullfledged name of the service/application, e.g. “Ultimate Bargain Finder.com”. Depending on the binding, the ShortServiceID may be sent instead; this will be outlined in the bindings section.
· ShortServiceID (type STRING); shortened version of the identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID). The ShortServiceID contains an abbreviated name of the service/application, e.g. “UBF” and can be used in particular bindings, such as SMS (where it may be assumed that the Ask Target’s terminal display may have limited capabilities).
· Response to Verification (Optional)

The definition of the Ask Target response to the Verification message is the same as the Ask Target response (see section 5.4.2). There is a difference in usage: the returned ConsentCommand will have a different value than in the earlier sent Ask Target response (e.g. “Allow”), such as for instance “Revoke”.
5.4.5. 
Data Types

The table below represents the supported data types:

	Ask Consent Interface Data Types
	Description

	int
	4 byte signed: -2147483648 to 2147483647

	float
	Floating-point number, 3.4e +/- 38 (7 digits)

	array
	Arrays (lists) of objects of a given type (e.g. arrays if integers, or characters, or floats).

	function
	A type that returns object of a given type.

	struct
	A complex type that contains a sequence of objects of different types.

	string
	A sequence (array) of characters

	bool
	A type that can only take the values TRUE or FALSE

	URI
	A type derived from string, with a well-specified structure as per [Error! Reference source not found.]


Table x: Ask Consent Interface parameters data types

5.5 Ask Consent Interface Bindings

GPM enabler implementations SHALL offer at least one of the following bindings for the Ask Consent Interface:

· SOAP; reuse Parlay X Short Messaging [PXSMS], see section 5.5.1.
· 

Other bindings are not precluded, and may be described in future versions of this specification.
Parlay X Short Messaging Interface Binding




· 
· 
· 
· 

5.5.1.1 

· 
· 
5.5.1.2 


5.5.1.3 


Editor Note: To be done
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To accept the detailed proposal. 
To close CHK-5 and CHK-7.
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