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1 Reason for Contribution

Issue list OMA-ARC-GPM-2008-0006R02-INP_TS_Issue_List has been created to scope the progress of the GPM specification work.

Now that all the parameters have been identified and defined in the GPM TS XML schemas definitions for the GPM Input & Output Template parameters can be defined. 

2 Summary of Contribution

This contribution defines Input and Output GPM XML Schema Input and Output templates for inclusion in the GPM TS; as a result GPM Actions CHK_4 and CHK_6 can be closed.
3 Detailed Proposal

------------ Start of modified 1 GPM TS sections ------------
5.1.1 GPM Input Template

To Be Completed
5.1.1.1 Header parameters
The following section defines the values for the GPM Input Template Header parameters.

· The templateID (type STRING) for this template SHALL be OMA_GPM_1.

· The templateVersion (type STRING) for this template SHALL be V1.0.0.
5.1.1.2 Permissions Rules Identification Parameters 

For internal Permissions Rules (i.e. those managed by the Permissions Rule Management interface / PEM-2):

· The GPM input template MUST support the Internal Policy Reference Standard PEM-1 Template in order to pass internal Permissions Rules by reference.
· In addition the GPM input template MAY optionally support the External Policy Reference Standard PEM-1 Template.
5.1.1.3 Input Parameters

The GPM input template for PEM-1 specifies the following input parameters:

· permissionsTargetID (type ARRAY of URI): Permissions Target identity (one or more), the principal (or group of principals) whose Target Attributes are being requested.
· permissionsRequesterID (type STRING): Permission Requester identity, the principal requesting the permission to GPM for accessing the Target Attributes of the Permissions Target.
· TargetAttributeConsumer (type STRUCT): information pertaining to the Target Attribute Consumer, the principal consuming/making use of a Target Attribute (e.g. for a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.
· ConsumerID (type ARRAY of URI): one or more Target Attribute Consumer identity/ies (i.e. end-user)

· ServiceID (type STRING): identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID).

· ServiceProviderID (type STRING)(optional): identity of the Service Provider that offers this service or application.

· requestedAttributes (type ARRAY of STRUCT): The requested Permission Target attribute(s) (one or more),  information pertaining to Permissions Target(s) for which access is governed by Permissions Rules. Target Attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently such as user presence or geographical location. This is a sequence of:
· targetAttributeName (type STRING): The name of the Target Attribute.
· targetAttributeUse (type STRING) (optional): The intended use of the Target Attribute. If present, the parameter indicates for which purpose the application is requesting access to the attribute (e.g. to modify a Target Attribute, or sharing medical data with doctors but not students)
· contextInformation (type STRUCT) (optional): If present, the parameter indicates contextual information pertaining to the GPM Target Request. Examples of contextual information include e.g. User profile information, application specific data, and other relevant GPM Context information (e.g. time of day, number of requests per unit time or other information coming from OMA enablers). This is a sequence of:
· contextInfoType (type STRING): Indicating the data type of the GPM Context information (data type MUST be one of the PEM-1 parameters data types specified in [PEM-1 TS])

· contextInfo (type STRING): GPM Context information of type contextInfoType.


The GPM input template SHALL be specified as a file named gpm_pem1InputTemplate-v1_0.xsd with the following contents:
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:oma:xml:gpm:pem1-input-template"

           targetNamespace="urn:oma:xml:gpm:pem1-input-template">

<xs:include schemaLocation=
  "http://www.openmobilealliance.org/tech/profiles/PEM_1_GenericInputTemplateData-V1_0.xsd" />

  <xs:complexType name="GPMpem1InputTemplate-V1_0Type">

    <xs:complexContent>

      <xs:extension base="inputTemplateType">

        <xs:sequence>

          <xs:element name="permissionsTargetID" minOccurs="1" maxOccurs="unbounded" >

            <xs:complexType>

              <xs:attribute name="permissionsTargetIDType" type="xs:anyURI" />

            </xs:complexType>

          </xs:element>

          <xs:element name="permissionsRequesterID" >

            <xs:complexType>

              <xs:attribute name="permissionsRequesterIDType" type="xs:string" />

            </xs:complexType>

          </xs:element>

          <xs:element name="TargetAttributeConsumer" >

            <xs:complexType>

              <xs:sequence>

                <xs:element name="ConsumerIDType" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded" >

                </xs:element>

                <xs:element name="ServiceID" type="xs:string" >

                </xs:element>

                <xs:element name="ServiceProviderID" type="xs:string" minOccurs="0" >

                </xs:element>

              </xs:sequence>

            </xs:complexType>

          </xs:element>

          <xs:element name="requestedAttributes" minOccurs="1" maxOccurs="unbounded" >

            <xs:complexType>

              <xs:sequence>

                <xs:element name="targetAttributeName" type="xs:string" >

                </xs:element>

                <xs:element name="targetAttributeUse" type="xs:string" >

                </xs:element>

              </xs:sequence>

            </xs:complexType>

          </xs:element>  

          <xs:element name="contextInformation" minOccurs="0" >

            <xs:complexType>

              <xs:sequence>

                <xs:element name="contextInfoType" type="xs:string" >

                </xs:element>

                <xs:element name="contextInfo" type="xs:string" >

                </xs:element>

              </xs:sequence>

            </xs:complexType>

          </xs:element>

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

</xs:schema>
Editor’s note: XMLSpy reports that this XML Schema is well-formed but cannot validate it because of AN ERROR in the referenced (include) http://www.openmobilealliance.org/tech/profiles/PEM_1_GenericInputTemplateData-V1_0.xsd file. This may require a CR to the referenced PEM_1 XML Schema? 
Editor’s note: CBCS included an informative example; should we also consider adding an example? 

------------ End of modified 1 GPM TS sections ------------

------------ Start of modified 2 GPM TS sections ------------

5.1.2 GPM Output Template

To Be Completed

5.1.2.1 Header parameters
The following section defines the values for the GPM Output Template Header parameters.

The templateID for this template SHALL be OMA_GPM_2.

The templateVersion for this template SHALL be V1.0.0.

5.1.2.2 Status Parameters

The GPM output template MUST support the Output Status Standard PEM-1 Template, with the following parameter values:
· Decision: The decision rendered by the evaluation of Permissions Rules for each Target Attribute passed in the Permission Checking Request. The possible values for the Decision attribute, according to [GPM AD]], are “GRANT” and “DENY”. The PEM-1 specification (see [PEM-1 TS], appendix D) defines codes for “ALLOW”, “DENY” and “SUCCESS” status categories. The scope of “ALLOW” in PEM-1 covers the interpretation of “GRANT” in GPM, and therefore the “ALLOW” codes defined by PEM-1 can be re-used for a GPM “GRANT” decision, which are mapped to specific “ALLOW” codes. Hence, the GPM Decision attribute values map to the following PEM-1 Output Status template values (see [PEM-1 TS], appendix D) as follows:
· The GPM Decision attribute with value “GRANT” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2101; in this case no additional Decision parameters have to be passed. This type of GRANT decision is used when in the request one ConsumerID (only) has been indicated. The GRANT decision pertains to the indicated (in the request) ConsumerID(s) in combination with all requested targetAttributeName(s) as indicated in the Input Parameters (5.1.1.3).
· The GPM Decision attribute with value “GRANT” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2102; in this case additional parameters are passed. This type of GRANT decision is used when either a subset of the ConsumerID(s) has been granted and/or access to a subset of the targetAttributeName(s) has been granted. The GRANT decision pertains to the indicated ConsumerID(s) in the output, that are granted access to all explicitly indicated targetAttributeName(s), as indicated in the Output Parameters (5.1.2.3). 

· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2401, in case no additional parameters have to be passed.

· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2402 in case additional parameters have to be passed..

· Reason (optional): In the case of either GRANT or DENY, an optional reason for the decision may be passed in the Permission Checking Response, regardless of the use of specific Decision codes used.The following PEM-1 Output Status template value (see [PEM-1 TS], appendix D) mapping applies:
· The GPM Reason attribute maps to the PEM-1 Output Template parameter statusText (type STRING).
5.1.2.3 Output Parameters

The GPM output template for PEM-1 specifies the following input parameters:

· TargetAttributeConsumer (type STRUCT): information pertaining to the Target Attribute Consumer, the principal consuming/making use of a Target Attribute (e.g. for a map showing the location of the Permissions Target). This parameter MUST be supplied in case of a GRANT decision with value 2102, when a subset of the ConsumerID(s) is granted access.
· ConsumerID (type ARRAY of URI): one or more Target Attribute Consumer identity/ies (i.e. end-user). 

· ServiceID (type STRING): identity of the service or application, that requests the Target Attributes, that is being used by the end-user (ConsumerID).

· ServiceProviderID (type STRING) (optional): identity of the Service Provider that offers this service or application.

· requestedAttribute (type ARRAY of STRUCT): The requested Permission Target attribute(s) (one or more). This parameter MUST be supplied in case of a GRANT decision with value 2102, when a subset of the targetAttributeName(s) is granted access to. This is a sequence of:
· targetAttributeName (type STRING): The name of the Target Attribute.
· targetAttributeUse (type STRING) (optional): The intended use of the Target Attribute.

Editor’s note: Further mandatory and optional output parameters may be defined as ARC develops a further understanding of the Permission Checking response. For example, additional parameters in the case of using GRANT code 2102, or DENY code 2402 would have to be defined (FFS).


The GPM output template SHALL be specified as a file named gpm_pem1OutputTemplate-v1_0.xsd with the following contents:
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:oma:xml:gpm:pem1-output-template"

           targetNamespace="urn:oma:xml:gpm:pem1-output-template">

<xs:include schemaLocation="http://www.openmobilealliance.org/tech/profiles/PEM_1_GenericOutputTemplateData-V1_0.xsd" />

  <xs:complexType name="GPMOutputTemplate-V1_0Type">

    <xs:complexContent>

      <xs:extension base="outputTemplateType">

        <xs:sequence>

          <xs:element name="permissionsResult" >

            <xs:complexType>

              <xs:attribute name="decision" type="statusCode" >

                <xs:simpleType>

                  <xs:restriction base="xs:string" >

                    <xs:enumeration value="GRANT" />

                    <xs:enumeration value="DENY" />

                  </xs:restriction>

                </xs:simpleType>

              </xs:attribute>

              <xs:attribute name="reason" type="statusText" />

            </xs:complexType>

          </xs:element>

          <xs:element name="TargetAttributeConsumer" >

            <xs:complexType>

              <xs:sequence>

                <xs:element name="ConsumerIDType" type="xs:anyURI" minOccurs="1" maxOccurs="unbounded" >

                </xs:element>

                <xs:element name="ServiceID" type="xs:string" >

                </xs:element>

                <xs:element name="ServiceProviderID" type="xs:string" minOccurs="0" >

                </xs:element>

              </xs:sequence>

            </xs:complexType>

          </xs:element>

          <xs:element name="requestedAttributes" minOccurs="1" maxOccurs="unbounded" >

            <xs:complexType>

              <xs:sequence>

                <xs:element name="targetAttributeName" type="xs:string" >

                </xs:element>

                <xs:element name="targetAttributeUse" type="xs:string" minOccurs="0" >

                </xs:element>

              </xs:sequence>

            </xs:complexType>

          </xs:element>  

        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

</xs:schema>
Editor’s note: Note the addition of the XML Schema element "permissionsResult" which is not defined in the earlier text, which is required to ensure the Schema is ‘well-formed’. We may need to define "permissionsResult" in the preceeding text?
Editor’s note: Do we really want to capitalize the “GRANT”, “DENY” decision results? 
Editor’s note: XMLSpy reports that this XML Schema is well-formed but cannot validate it because of AN ERROR in the referenced (include) http://www.openmobilealliance.org/tech/profiles/PEM_1_GenericInputTemplateData-V1_0.xsd file. ERROR CODE: “Unable to load schema with target namespace …..”. This may require a CR to the referenced PEM_1 XML Schema? 
Editor’s note: CBCS included an informative example; should we also consider adding an example? 

------------ End of modified 2 GPM TS sections ------------
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the text for inclusion in the GPM TS, as well as the XML Schema (XSD) files. 

Close Action Items CHK-4 and CHK-6.
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