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1. Scope

This document describes in detail available test cases for <Enabler name and version, insert hyperlink to specification pages>.

The test cases are split in two categories, conformance and interoperability test cases.

The conformance test cases are aimed to verify the adherence to normative requirements described in the technical specifications. 

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory.

If either conformance or interoperability tests do not exists at the creation of the test specification this part should be marked not available.

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

xxx-y.z-con-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’con’
Indicating this test is a conformance test case
number
Leap number for the test case

Or

xxx-y.z-int-number where:
xxx
Name of enabler, e.g. MMS or Browsing
y.z
Version of enabler release, e.g. 1.2 or 1.2.1
’int’
Indicating this test is a interoperability test case
number
Leap number for the test case
If needed, describe or declare using appropriate normative references the additional conventions that are used.

DELETE THIS COMMENT
3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

To be completed.
5. Charging Conformance Test Cases
Not available.
6. Charging Interoperability Test Cases

6.1 Offline Charging (CH-1)
Applications intending to use Diameter accounting may conform to Section 8.2 and 9 of [RFC3588] if the particular application has not already defined its own statemachine.  Since these test cases are also session level, any topology can be used by a pair of vendors performing interoperability.  The minimum topology will be based on Figure 1.
         +--------+                   +--------+
         |Vendor A|<---wired link---->|Vendor B|
         +--------+                   +--------+

Figure 1 Peer Statemachine Test Topology

6.1.1 Client Session

Implementations must conform to Section 8.2 of [RFC3588]. Implementations must be able to perform at least the following behavior. Verification of test results for these cases can be done manually.

· Positive test for proper client session establishment.  Verify that sub-session id is supported and that the client can support event record generation at the least.  Verify that the client should at least be able to support DELIVER_AND_GRANT.  Test entities must be able to configure their server implementation to send this avp.  Must conform to Section 9.4 and 9.8.7 of [RFC3588].

· Positive test for proper client session termination.  Verify that session termination causes transmission of stop record events if any and that all records generated are accounted for.  Validation of accounting records can be Diameter application specific and is left to the tester to confirm.

· Negative test for client session when server reports a failure. Verify that client session can cope with failed accounting starts or server storage failure and act accordingly based on Section 8.2 [RFC3588].  Behavior of the client can be policy and implementation specific and is left to the tester to confirm.  Failed accounting starts and storage failures can be simulated by mis-configuration of the server test peer.

· Negative test for client session when connectivity fails.  Verify that client session can cope with connectivity failure and act accordingly based on Section 9.4 [RFC3588].
6.1.2 Server Session

Implementations must conform to Section 8.2 and 9 of [RFC3588]. Implementations must be able to perform at least the following behavior.  Verification of test results for these cases can be done manually.  Since server sessions must support record storage it is left to the testers to validate storage (Section 9.5 [RFC3588]), sequencing and co-relation (Section 9.6 [RFC3588]) of records.

· Positive test for proper server session establishment.  Verify that the server enforces record generation on the client based on accounting-record-type.Verify that supervision timer is enforced when using stateful sessions.  Must conform to Section 9.5 of [RFC3588].

· Positive test for proper server session termination.  Verify that expiration of supervision timer in a stateful session terminates both client and server session on any vendor implementation.

· Negative test for server session when local storage failure occurs.  Verify that server can notify client of its state and act accordingly based on Section 8.2 of [RFC3588].  Validation is policy and implementation specific and is left to the tester to confirm.  Storage failure can be simulated by mis-configuration on the server test peer.

6.2 Online Charging (CH-2)

Vendors that support the Diameter Credit Control application must conform to [RFC4006].  The typical test topology for credit control authorization is shown in Figure 2.  A user typically requests a service and thereby triggers the CC Client to contact the CC Server requesting the CC Server to verify the user's credit standing prior to service delivery.  Since the test cases cover only CC Client and CC Server interoperability, it is left to the tester to verify correctness of the authentication method executed between the user and the AAA server that is used as a pre-requisite for the authorization of the user by the CC server.  Additionally, the interaction between the User's host and the CC Client that is used to trigger the interaction between the CC client and the CC Server is outside the scope of this document.
     +--------+     +-----------+     +------------+
     | User   |<--->| CC Client |<--->| AAA Server |
     +--------+     +-----^-----+     +-----^------+
                          |                 |
                          |                 |
                          |           +-----V-----+
                          +---------->| CC Server |
                                      +-----------+

     Legend:
             User      - Simulated end user
             CC Client - Vendor A Diam CCA client
             CC Server - Vendor B Diam CCA server

Figure 2 Diameter CC Test Topology

6.2.1 Session Based Credit Control First Interrogation

Implementations must conform to Section 5.2 of [RFC4006].  This section addresses the initial credit control interactions between a CC Client and a CC Server, i.e., CC-Request-Type is set to the value INITIAL_REQUEST in the CCR message.  There are many parameters on which a service can be granted a credit authorization but the objective of these tests is to demonstrate for session based services the initial credit authorization handling procedures are supported.

· Positive tests for credit authorization for a session based service with the Requested-Service-Unit AVP NOT present.  The service quota profiles should be agreed between the vendors.  The test should be repeated to verify support for the following quota types:

· Time based services.

· Volume (Total, Input, Output Octets) based services.

· Services with quota using service specific units.

· Money based services.

· Services with several unit types granted.

· Positive tests for credit authorization for a session based service with the Requested-Service-Unit AVP being present.  The service quota profiles should be agreed between the vendors.  The test should be repeated to verify support for the following quota types:

· Time based services.

· Volume (Total, Input, Output Octets) based services.

· Services with quota using service specific units.

· Money based services.

· Services with several unit types granted.

· Positive test for the CC Server's ability to support the granting alternative amounts of credit to the values requested in the Requested-Service-Unit AVP of the CCR message.

· Negative test for first interrogation of session based services when the CC Server could not process the initial CCR message.Verify support for the graceful handling of events such as unknown end user, account being empty, invalid rating input, or errors defined in [RFC3588].

· Negative test for first interrogation of session based services when the CC Client could not process the initial CCA message.Verify support for the graceful handling of events such as unsupported unit types.

· Negative test for first interrogation of session based services when the CC Server includes a Final-Unit-Indication AVP with Final-Unit-Action REDIRECT or RESTRICT_ACCESS in the Credit-Control-Answer or in the AA answer.  Verify that CC Client behavesas directed.
6.2.2 Session Based Credit Control Intermediate Interrogation
Implementations must conform to Section 5.3 of [RFC4006].  This section addresses the intermediate credit control interactions between a CC Client and a CC Server, i.e., CC-Request-Type is set to the value UPDATE_REQUEST in the CCR message.  There are many parameters on which a service can be reauthorized credit but the objective of these tests is to demonstrate for session based services the intermediate credit authorization handling procedures are supported.

· Positive tests for credit reauthorization for a session based service with the Requested-Service-Unit AVP NOT present.  The Event-Timestamp AVP must be used to mark the time the reauthorization was triggered and the Used-Service-Unit AVP contains the amount of used service units since the service was activated or last interim.  The service quota profiles should be agreed between the vendors.  The test should be repeated to verify support for the following quota types:

· Time based services.

· Volume (Total, Input, Output Octets) based services.

· Services with quota using service specific units.

· Money based services.

· Services with several unit types granted.

· Positive tests for credit authorization for a session based service with the Requested-Service-Unit AVP is present.  The Event-Timestamp AVP must be used to mark the time the reauthorization was triggered and the Used-Service-Unit AVP contains the amount of used service units since the service was activated or last interim.  The service quota profiles should be agreed between the vendors.  The test should be repeated to verify support for the following quota types:

· Time based services.

· Volume (Total, Input, Output Octets) based services.

· Services with quota using service specific units.

· Money based services.

· Services with several unit types granted.

· Positive test for the CC Server's ability to support the granting alternative amounts of credit to the values requested in the Requested-Service-Unit AVP of the CCR message.

· Negative test for intermediate interrogation for session based services when the CC Server could not process the update CCR message.  Verify support for the graceful handling of events such as subscription ID missing, account being empty, invalid rating input, or errors defined in [RFC3588].

· Negative test for intermediate interrogation for session based services when the CC Client could not process the update CCA message.  Verify support for the graceful handling of events such as unsupported unit types.

6.2.3 Session Based Credit Control Final Interrogation

Implementations must conform to Section 5.4 of [RFC4006].  This section addresses the final credit control interactions between a credit control application client and server i.e., CC-Request-Type is set to the value TERMINATION_REQUEST in the CCR message.

o  Positive test for final interrogation for a session based service. The Event-Timestamp AVP should be used to mark the time the interrogation was triggered and the Used-Service-Unit AVP contains the amount of used service units since the service was activated or last interim.  The CC Server must verify support for refunding the unused reserved units and for charging the used monetary amount to the end user's account.

6.2.4 Multiple Services Credit Control

Implementations must conform to Section 5.1.2 of [RFC4006].

· Positive test for multiple services within a session.  Verify vendor support for interrogations when the Multiple-Services-Credit-Control AVP present and the Requested-Service-Unit AVP is not present.

· Positive test for multiple services within a session.  Verify vendor support for interrogations when the Multiple-Services-Credit-Control AVP present and the Requested-Service-Unit AVP is present.

· Negative test for multiple services within a session.  Verify that a CC Server not supporting multiple services within a session treats the Multiple-Services-Indicator AVP and any received Multiple-Services-Credit-Control AVPs as invalid AVPs.

· Negative test for invalid/insufficient rating input.  Verify that a CC Server receiving invalid rating input shall inform the CC Client by including a result code of DIAMETER_RATING_FAILED in the Multiple-Services-Credit-Control AVP.

6.2.5 Session Based Credit Control Failure Procedures

Implementations must conform to Section 5.7 of [RFC4006].

· Test failure behavior when Credit-Control-Failure-Handling AVP is set to TERMINATE.  Verify that the CC Client terminates the end user's session if it does not receive a CCA message within the Txtimer.

· Test failure behavior when Credit-Control-Failure-Handling AVP is set to CONTINUE.  Verify that when CC messages cannot be delivered to CC Server because of transport or temporary failures that the CC Client resends the request to a backup CC Server assuming CC failover is supported or else the service should be granted by the CC Client.

· Test failure behavior when Credit-Control-Failure-Handling AVP is set to RETRY_AND_TERMINATE.  Verify that when CC messages cannot be delivered to the CC Server because of transport or temporary failures that the CC Client resends the request to a backup CC Server assuming CC failover is supported or else the service should not be granted by the CC Client.

6.2.6 Service Price Enquiry

Implementations must conform to Section 6.1 of [RFC4006].  This test uses an event based credit control interaction between the CC Client and the CC Server (i.e., CC-Request-Type is set to the value EVENT_REQUEST in the CCR message).  The test is invoked by the CC Client including the Service-Identifier and the Requested-Action AVP set to PRICE_ENQUIRY in the CCR message.  An example message flow is shown in Appendix A (Flow V) of [RFC4006].

· Positive test for a service price enquiry.  Verify that the CC Server returns the estimated cost of the service to the CC Client in the in the Cost-Information AVP in the CCA message.

6.2.7 Balance Check

Implementations must conform to Section 6.2 of [RFC4006].  This test uses an event based credit control interaction between the CC Client and CC Server (i.e., CC-Request-Type is set to the value EVENT_REQUEST in the CCR message).  The test is invoked by the CC Client including the Service-Identifier and the Requested-Action AVP set to CHECK_BALANCE in the CCR message.  An example scenario is detailed in Appendix A (Flow IV) of [RFC4006].

· Positive test for a check balance enquiry.  Verify that the CC Server returns the credit status for the subscriber to access the service to the CC Client in the in the Check-Balance-Result AVP in the CCA message.

6.2.8 Direct Debiting

Implementations must conform to Section 6.3 of [RFC4006].  This test uses an event based credit control interaction between the CC Client and CC Server (i.e., CC-Request-Type is set to the value EVENT_REQUEST in the CCR message).  The test is invoked by the CC Client including the Service-Identifier and the Requested-Action AVP set to DIRECT_DEBITING in the CCR message.  An example message flow is shown in Appendix A (Flow III) of [RFC4006].

· Positive test for a direct debiting enquiry without the CC Client including the requested units.  Verify that the CC Server rates the service event and deducts the corresponding monetary amount from the end user's account.  Verify that the granted service units can be of type time, volume, service specific, or money.

· Positive test for a direct debiting enquiry with the CC Client including the requested units.  Verify that the CC Server just deducts the corresponding monetary amount from the end user's account without performing rating.  Verify that the granted service units can be of type time, volume, service specific, or money.

· Positive test for a direct debiting enquiry where the CC Server determines that no credit-control is required for the service (e.g., free service).

6.2.9 Refunds

Implementations must conform to Section 6.4 of [RFC4006].  This test uses an event based credit control interaction between the CC Client and CC Server (i.e., CC-Request-Type is set to the value EVENT_REQUEST in the CCR message).  The test is invoked by the CC Client including the Requested-Action AVP set to REFUND_ACCOUNT in the CCR message.  An example message flow is shown in Appendix A (Flow VI) of [RFC4006].

· Positive test for a refund request without the CC Client including the requested units.  Verify that the CC Server performs the rating required prior to refunding the subscriber's account balance.

· Positive test for a refund request with the CC Client including the requested units.  Verify that the CC Server refunds the subscriber's account balance with the requested monetary amount.

6.2.10 Event Based Credit Control Failure Procedures

Implementations must conform to Section 6.5 of [RFC4006].

· Test of direct debiting failure handling.  Verify that the CC Client behaves as described in section 6.5 of [RFC4006] when the requested actions is direct debiting and the Direct-Debiting-Failure-Handling AVP is set to TERMINATE_OR_BUFFER.

· Test of direct debiting failure handling.  Verify that the CC Client behaves as described in section 6.5 of [RFC4006] when the requested actions is direct debiting and the Direct-Debiting-Failure-Handling AVP is set to CONTINUE.

6.2.11 Tariff Time Support

Implementations must conform to Section 5.1.1 of [RFC4006].

· Positive test for tariff change support.  Verify that the CC Server can send a CCA message including a Tariff-Time-Change AVP. Verify that the CC Client itemizes the used units in respect to the tariff time change when reporting service usage.

· Negative test for tariff change support.  Verify that the CC Client terminates the credit control session if it does not support tariff time changes and it received a CCA message including a Tariff-Time-Change AVP.

6.2.12 Graceful Service Termination

This section addresses the graceful termination features of a CC Server in accordance with Section 5.6 of [RFC4006] utilizing the Final-Unit-Indication AVP.

o  Positive test for terminate action.  Verify that a CC Client terminates the service when the final units have been consumed and it has received a Final-Unit-Action with a value of TERMINATE. The CC Client must send a CCR final message including a CC-Request-Type AVP set to the value TERMINATION_REQUEST.

o  Negative test for default final unit handling.  Verify that a CC Client terminates the service when the final units have been consumed and it has received an unsupported Final-Unit-Action value.  The CC Client must send a CCR final message including a CC-Request-Type AVP set to the value TERMINATION_REQUEST.

6.2.13 Validity Time

· Positive test for Validity-Time AVP support.  Verify that the CC Server is capable of including a validity time with granted service units in a CCA message.  Verify the CC Client generates a CC update request and reports the used quota to the CC server when the validity timer expires.

· Positive test for Validity-Time AVP support with multiple services within a session.  Verify that the CC Server is capable of including a validity time in a Multiple-Services-Credit-Control AVP in a CCA message.  Verify the CC Client generates a CC update request and reports the used quota to the CC server when the validity timer expires.
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