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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[Charging-RD]
	“Charging Requirements”, Open Mobile Alliance, OMA-RD_Charging-V1_0-A, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Architecture Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an AD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.
DELETE THIS COMMENT >>

	Interface
	See [OMA-DICT].

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction
(Informative)

<< Describe the high level architecture in greater detail than provided in section 1.  From a market perspective, this section should answer the following questions (in prose):

What is the purpose of this architecture?

What problems does this architecture solve?

DELETE THIS COMMENT >>

Editor’s note: The text below has been moved from chapter 5 “Context Model” in the previous version OMA-AD_Charging-V1_0-20041116-D. It suggests to include a discussion of some overall contexts that are related to charging. I propose to move to the introduction chapter, in the sense that it describes the problems that the charging enabler tries to solve.

· Application/Service/Content (things accessed/used by the customer and charged for)

· Bearer Charging – Session Charging – Application/Content Charging (as already discussed in the Worksplit document) or in Vodafone’s OMA-MCC-2004-0183

· Maybe Discrete Charging vs. Continuous Charging (as already discussed in the Worksplit document)

· Maybe Include reference model (aka “four-box model”) from Landscape Report (also copied in the RD)
· Explain “Charging”
4.1 Use Cases

<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

Editor’s note: I suggest filling in this section when the AD is nearly complete. We would then check the AD agains the RD and decide which requirements and use cases are actually covered by the architecture we came up with.

4.2 Requirements

<< This section MUST include:

1. identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.

2. a clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.

The editor may use a table to specify the above information.

DELETE THIS COMMENT >>

Editor’s note: I suggest filling in this section when the AD is nearly complete. We would then check the AD agains the RD and decide which requirements and use cases are actually covered by the architecture we came up with.
The table below I copied from the previous template. The new template does not propose a table format, but I believe the one below is useful.
	Requirement ID/Number
	Phase Met
	Section(s)

	6.1.1 #1
	1.0
	7.1, 7.2

	6.1.1#2
	None
	

	6.1.1#3
	1.0, 2.0
	7.1, 7.2, 7.3

	
	
	


Table 1: Example Table – Listed in the Table of Tables

4.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases. 

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>

5. Architectural Model

5.1 Dependencies

The OMA Charging enabler is a Common Function (see [OMA-CF]) which enables the charging for various types of Chargeable Events (CEs) to a subscriber’s account via a Charging Capability. The charging enabler is not a charging Capability in it’s own right but a facilitator in the process of providing charging at the application and OMA enabler level.
In general this architecture is highly dependent on the OMA OSE Architecture as specified by the OMA and builds on the 3GPP/2 architectures which have already defined models for charging. The enabler is also extensible to other network architectures supporting Application and Service driven requirements which rely on a different set of environmental assumptions.
To ensure support for non 3GPP/2 charging capability the model allows an unspecified relationship with Other Service Providers who have a plethora of proprietary charging capabilities, models and architectures. The value delivered by the OMA Charging Enabler with respect to Other Service Providers relates to the enabling of new business models and entities that can benefit from open, standardized access to OSE generated chargeable events.

5.1.1 Context Diagram

The OMA Charging enabler exists within a specific environment. A series of domains (OSE, Other Service Provider and 3GPP/2 Service Provider) that group the different responsibilities and requirements held by various Entities creating the Context of the Charging Enabler. It is important to note the enabler is not a specified element in the network but a collection of functions and protocols that enable charging without constraint to the physical implementation of charging. Secondly, the charging enabler sits within an Open Service Environment which is defined as a general service provision environment specified by OMA rather than only a specific network operating environment.

For the purposes of this model, various Applications that sit outside of the service provider’s environment are considered part of the OSE Domain as they have been defined as entities within the OMA OSE architecture model. Applications and enablers can of course reside or be implemented on terminals within the OSE Domain and architecture.
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5.1.2 Context Collaboration Model

This model states that the Charging Enabler facilitates interaction between various domains and entities, each with several attributes:

Domains:

· OSE Domain

· 3GPP/2 Service Provider Domain

· Other Service Provider Domain

Entities:

· Applications



Generate Chargeable Events
· Enablers




Generate Chargeable Events
· Charging capability
Consumes CEs and records them against the specified account (see full definition of ‘Charging’ in the OMA Dictionary)
Attributes;

· Trusted / Un-trusted
The trust level of an Application or Enabler
· OMA Specified / un-specified
Whether the application is standardised by OMA

· Online / Offline
A Charging Capability may provide Online or Offline Charging (or both)
· Home / Visitor
Generated CE’s may need to be routed to a 3GPP/2 Charging Capability controlling an Account which is in another commercial environment e.g. roaming.
The above domains, entities and attributes have been defined because they have different requirements and so cannot be usefully rationalised together.

From the diagram we can see the following mapping:

	Domain
	Entities
	Attributes

	OSE Domain
	Applications
	Trusted 

	
	
	Un-trusted

	
	Enablers
	Trusted

	
	
	Un-trusted

	3GPP/2 Service Providers
	Charging capability
	Online

	
	
	Offline

	
	
	Home

	
	
	Visitor

	Other Service Providers
	Charging capability
	Online

	
	
	Offline


In OMA Charging, CEs are generated by OSE Applications and Enablers. The OMA facilitates the communication of these events to the appropriate Charging Capability which can be within a 3GPP/2 Service Provider (SP) environment or an Other SP environment.

Chargeable events that are generated by the 3GPP/2 SP Domain (i.e. at the network layer) and Other SP Domain are not routed via the OMA enabler and are not considered within the scope of this model.

5.2 Architectural Diagram
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This diagram above shows the functional architecture of the Charging Enabler. Each block in the diagram represents a function; they are explained in more detail in the following section. The lines represent communication relationships.
The flow of charging events is such that they are generated by the O-CTF as the result of a user consuming a service. The event will then be processed and potentially modified by any combination of the functions that are connected by the circle in the middle. The circle represents a bus, indicating that this functional model does not propose, or require, or mandate a particular order in which the functions are applied to a charging event.

After the appropriate combination of functions has been applied to the charging events, the information will ultimately reach 
5.3 Functional Components and Interfaces

5.4 Editor’s note: Descriptions below are placeholders, to be replaced by Robert’s definitions (after they have been agreed).
5.5 Editor’s note: If there’s more text, a there could be a subsection for each component.
5.6 Editor’s note: Interfaces are still missing, but should be derived from the deployments.
OMA Charging Trigger Function (O-CTF)

Definition: The O-CTF is the function, in an OMA application, PEEM or OMA Enabler Implementation, that triggers and handles the interaction with online or offline charging, or Charging Agent Function.

So, the charging trigger function main responsibility is to handle the interaction with the components of the charging enabler. In order to do this the charging trigger function needs to be able to detect and monitor the usage of a chargeable event and selecting online or offline charging for the chargeable event. For the online case the charging trigger function also has to handle the credit authorization from the online charging before a user can be allowed access to the chargeable event. 

To be able to perform these actions the O-CTF could utilize policies and the triggering of charging and authorization could in that case be seen as policy enforcement.
5.7 Simplify/Limit/Translation: This function presents capabilities of the underlying charging infrastructure in a simplified way, or with limited functionality, or at least through a different protocol than understood by the underlying charging infrastructure.

5.8 Proxy/Relay/Redirect: This function routes charging events to their ultimate destination.
5.9 Budget: This function determines quota to be granted to the OMA Application/Policy Enabler/Enabler Implementation for consumption by the service user.

5.10 Correlation/Aggregation: This function correlates and combines charging events originating from different sources involved in providing a service (correlation), or occurring over the course of an ongoing session (aggregation).

5.11 Rate: This function converts an event indicating a particular action performed by a service into a price (which is expressed in some currency or loyalty points).

5.12 Application Authorization: This function determines if an OMA Application/Policy Enaforcer/Enabler Implementation is authorized to use the charging enabler at all.
5.13 Deployments
5.14 Editor’s note: What about “Sample”, “Supported” or “Suggested Deployments”? Or something with “architecture”, such as “Physical Architecture” or “Specific Architecture” (as opposed to “architectural model”, which already indicates a very abstract view). Or “Instantiations of the Architectural Model”.
5.15 A deployment in the context of this document is a mapping of the functional entities introduced above onto specific physical entities, or network elements. This chapter  shows possible deployments of the functional architecture described above that have been specifically investigated when the Charging Enabler has been specified and thus are considered as supported. More deployments may be added in future relases of the Charging Enabler. For each deployment, a diagram and a textual description are given. The relation to the (functional) architectural model is explained by mapping the functional components of the architectural model to the entities in the respective deployment.
The OMA charging enabler partly adopts the charging principles defined by 3GPP as laid out in TS32.240. It has two distinctly different processing paths and they are online and offline charging (in 3GPP the online charging would correspond to the OCS and the offline to CDF and CGF). These two parts have different requirements when it comes to timing issues, capacity consumption etc. therefore the interfaces used will differ. Therefore, all deployments discussed below show an online charging system and an offline charging system, which comprise the ultimate destination of the respective processing path.
The entities defined in the OMA Service Environment (OSE), namely the Application Server, the Policy Enforcer, and the Enabler implementation, are the sources of charging information in the scope of OMA. They feed either the online or offline charging. In other words, these elements kind of host the O-CTF function as defined by the architectural model above. All deployments below therefore show a some or all of these OSE entities as the source of charging events.


Some deployments show an additional entity – the charging agent function. The charging agent function may perform additional processing on charging events as they travel from the source to the online or offline charging system.
There are four different basic scenarios for charging triggering in the OMA environment, and any combinations of the four are allowed. The four scenarios are based on where the O-CTF resides. It can reside in the Enabler Implementation, Application, Policy Enforcer and Network Element. The case when it resides in the network element is not within scope of this document (and is handled by the network element specification like 3GPP/2) and is only included for completeness and understanding of the whole area. The four different scenarios can be combined in any manner, for instance there could be a O-CTF both in the Application and the Enabler Implementation which both could trigger charging.
Entities in the Deployments
Editor’s note: The text from the section 6.4 goes here after it has been reviewed.
Online Charging

Offline Charging

Charging Agent

Billing Domain?
Basic Scenario
An overview of the most basic deployment of the Charging Enabler is given in the diagram below. It has an OMA AS that is a generalisation of an OMA application, policy enforcer or enabler implementation. (These concepts will be explained more detailed in Section 6.2 Subsystems Collaboration)
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Figure 1: Example Diagram of an Architectural Model

5.16 Charging Agent Scenario

5.17 
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5.18 Entities occurring in the Deployments
Editor’s note: This section should be moved just before the first deployment scenario, so it should become 6.1. However, we would then loose all revision marks so I left it here in order to ease the review of its content.
5.18.1 Online Charging 

The Online Charging denotes any charging infrastructure that is capable to do online charging. In particular, this could be an Online Charging System (OCS) as described in 3GPP TS32.240. However, the “Online Charging” could also be implemented by other charging systems, or even by a gateway into multiple other charging systems.

The online charging function handles the online charging, that is: a charging process where charging information can affect, in real time, the service rendered and therefore directly interacts with the session/service control.

The charging information about the usage of chargeable events is collected concurrently with the usage, which can be further processed and enriched with information from other enablers or network elements. The charging trigger function must in the online case first get an authorization from the online charging function before it can allow a user to gain access to the chargeable event.
Editor’s Note: The diagram and description for the “Simple online charging scenario? “/”Online feeding offline charging” scenario could go here.

5.18.2 Offline Charging 

The Offline Charging denotes any charging infrastructure that is capable to do offline charging. In particular, this could be a network operator’s billing domain (as described in 3GPP TS32.240).

The offline charging function handles the offline charging, that is: a charging process where charging information does not affect, in real time, the service rendered.

The charging information about the usage of chargeable events is collected concurrently with the usage, which can be further processed and enriched with information from other enablers or network elements. The offline charging function can however not influence if a user shall be allowed to gain access to the chargeable event. 

Editor’s note: I suggest to remove the figure below from this place (the definition of the offline charging). I could be a deployment of its own, or be dropped. However, it has some benefit because when the mapping is being done it would probably show that the account management and rating go into the billing domain, while aggregation goes into “offline charging”.
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Figure 1: Simple offline charging scenario.

In the simple off-line charging scenario the O-CTF of an OMA AS
 uses the B interface to send charging events towards the offline charging. Generally, this O-CTF is built into the service, that the OMA AS provides, and described in the service specific charging specification(s). Upon receiving a charging event, the offline charging uses the event to create/open a CDR, or to add information to an existing open CDR. One possible mapping onto physical components and interfaces for the off-line charging functions is described in 3GPP TS 32.240 [TS32240]

Charging Agent Function
Editor’s note: I don’t think it is a function anymore. It has become a physical entity in a deployment
This is the function that translates, proxies, relays, correlates or aggregates messages between one or more O-CTFs and online, offline charging or another Charging Agent Function.

5.19 Flows

<< The objective of this section is to describe the high-level logical flows between the architectural entities.

DELETE THIS COMMENT >>

Editor’s note: We have to consider that thes deployments are only refinements of the basic scenario. We may wish to elaborate here on the charging agent scenario as well. An option could be to show only that there is an O-CTF and omit the online and offline charging (they are shown before).  This would cover both the scenarios with and without and agent.
This section describes the four different scenarios for the architecture. It should be noted that the scenarios could be combined.
5.19.1 Charging Trigger Function in the Enabler Implementation

In this scenario the Enabler Implementation holds the O-CTF, and will trigger charging according to the rules and requirements for the enabler. When the enabler implementation is accessed from an application or when the enabler implementation accesses the application the rules and requirements for the enabler implementation will be used to determine if and when online or offline charging shall be triggered. The enabler implementation may use network resources to perform it tasks.
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Figure 1: Charging Trigger Function in the nabler Implementation

5.19.2 Charging Trigger Function in the Application

In this scenario the Application holds the O-CTF, and will trigger charging according to the rules and requirements for the application. When the application decides to access an enabler implementation or when the application is accessed from the enabler implementation the rules and requirements for the application will be used to determine if and when online or offline charging shall be triggered. The enabler implementation may use network resources to perform it tasks.
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Figure 2: Charging Trigger Function in the Application

5.19.3 Charging Trigger Function in the Policy Enforcer

In this scenario the Policy Enforcer holds the O-CTF, and will trigger charging according to the rules and requirements for the enabler. When the policy enforcer is accessed from an application or an enabler implementation, or when policy enforcer accesses an application or an enabler implementation, the rules and requirements for the policy enforcer will be used to determine if and when online or offline charging shall be triggered. The enabler implementation may use network resources to perform it tasks.
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Figure 3: Charging Trigger Function in the Policy Enforcer

5.19.4 Charging Trigger Function in the Network Element

In this scenario the Network Element holds the CTF, and will trigger charging according to the rules and requirements for the network element. When the network element is accessed from an enabler implementation or when the network element accesses an enabler implementation the rules and requirements for the network element will be used to determine if and when online or offline charging shall be triggered. The enabler implementation will use network resources to perform it tasks.

 In this case the charging enabler does not specify the access for offline or online charging of the network element, the specification is done by the organization that specifies the network element (e.g. 3GPP or 3GPP2). This does however not mean that the offline and online charging of the network element must be separate functions from the online and offline charging functions in the charging enabler.
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Figure 4: Charging Trigger Function in the Network Element

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
	Sections
	Description

	Draft Version
OMA-AD_Charging-V1_0
	12 Oct 2004
	All
	Initial draft

	
	16 Nov 2004
	All
	Review of envisioned content (per chapter)

	Draft Version
OMA-AD_Charging-V1_0
	21 Feb 2005
	All
	Change to new AD template (as of 21 Jan 2005)
Incorporate changes as agreed during TP#13, Frankfurt (cf. meeting minutes in OMA-MCC-2005-0039R02): See editor’s notes for more information how exactly the contents of the agreed documents has been incorporated.


Appendix B. Security
Editor’s Note: The following information (proposed by OMA-MCC-2004-0176R01) has been agreed by MCC to be useful. There is no final decision where the information actually belongs. Until this is solved, the information is kept here as an appendix.
The security functions provide the mechanisms of identification, authentication and eventually encryption of user information. 
It MUST be possible to identity and authenticate all relevant participants involved to a service delivery in order to ensure accurate charging and prevent fraud. Examples of participants that may be relevant to a service delivery are:

· Customer (e.g., a mobile phone user)

· Service Provider

· Network Operator

· Device (e.g., a mobile terminal)

Transportation and storage for charging information has to be provided in a safe way. The network will guarantee that charging information will not be attacked (e.g., tampered, intercepted, etc.) in transportation. As a consequence the charging information will be encrypted.  Charging information is sensitive. It is recommended that sensitive charging information stored in the network be protected against unauthorized access.

B.1 Security of charging information transportation

When charging information is transported from one functional entity to another, then:

· Information channels SHOULD be encrypted

· Information integrity SHOULD be provided

· Authentication of information and senders MUST be provided

For circuit switched networks, security of transportation is provided through operator control of physical access to signalling in legacy systems [3GPP2_S.R0075]. This type of control is generally not possible for public packet data networks.

When charging information is carried by packet data networks, protection of transportation shall include cryptographically secure encryption, data integrity protection and authentication.
B.2 Security of Charging Information Storage

The functional entities of charging enabler may contain charging information that is sensitive. It is recommended that sensitive charging information stored in these entities be protected against unauthorized access. Preventing charging information from unauthorized access shall include encryption, authentication and authorization.

Appendix C. Privacy

Editor’s Note: The following information (proposed by OMA-MCC-2004-0176R01) has been agreed by MCC to be useful. There is no final decision where the information actually belongs. Until this is solved, the information is kept here as an appendix.
A user MAY request privacy for the identity of the user, i.e., some personal information is hidden from the Third Party service providers. So, it MUST be possible to use pseudonyms to refer to the user to maintain his privacy. The choice of one method of anonymity may depend on user preferences, business agreement, service necessities or other circumstances.

In a word, the charging enabler SHALL be combined with the mechanisms defined by the OMA’s Security Common Function for charging security and privacy.

Appendix D. Deployments

Editor’s note: This appendix collects more specific architecture pictures which server to illustrate potential deployments of the overall architecture. They are collected here with the intention to provide additional text around them, assess them in an iterative way as the overall architecture matures, and potentially push them into chapter 5, Architectural Model.
D.1 
























D.2 Multi-O-CTF Deployment
Editor’s note: This text has been taken from agreed contribution OMA-MCC-2005-0017R04.

For some online charging and offline charging scenario, in order to support duration charging, volume charging, content and application charging, although many O-CTFs participate the charging process, charging system will see only one O-CTF through e.g. Ro, Rf reference point. Whereas not only one O-CTFs ( OMA network element or non-OMA network element) participated the charging action. For multi O-CTFs participating scenario, one O-CTF may perform correlation function, so called Proxy-O-CTF.  Between O-CTF and Proxy-O-CTF, there is also a charging reference point, so called A interface. The interface can be independent or expansion of existing interface.
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D.3 





D.4 Correlation function for Off-line charging
Editor’s note: The diagram an text below have been taken from the agreed contribution OMA-MCC-2005-0036.

[image: image17]
This diagram presents the scenario of correlating charging event. The correlation is mainly intra OMA applications (enablers).

Charging events that are generated by several O- CTFs that’s belongs to OMA enablers could be correlated. These events can be generated in parallel or consecutively.

This correlation is done based on business rules
 that are pre-defined.
Appendix E. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
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� Here the OMA AS is a generalisation of an OMA application, enabler implementation or policy enforcement function.


� Business rules defines how events should be correlated.
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